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Preface

This document isintended as a reference guide for developers of Liferay Portal 4.0. It is still awork in progress and
will be updated frequently with new content. Contributions are welcome. Please email

<support @i f er ay. comn to provide documents that you have written and would like to contribute back to the
community. Topic suggestions are also welcome.

Need Help? Forums: http://forums.liferay.com
Tracker: http://support.liferay.com

Mailing List: Subscribe [http://lists.sourceforge.net/lists/listinfo/lportal -development] or Browse
[http://sourceforge.net/mailarchivel/forum.php?forum=Iportal -devel opment] Please search through the mailing list
first if you have anissue.

The mailing list contains alot of information because we've been using it for many years. However, itsthreading is
limited and does not allow you to continue a conversation that started a few months ago. We've switched to user for-
ums [http://forums.liferay.com] so the community can have a better place to discuss their experiences with Liferay.

If you find abug or have a new feature request, please post it on our tracker [http://support.liferay.com].

We also offer professional support services where your company can be assigned a Liferay developer that will en-
sure that your questions are answered promptly so that your project is never compromised. Purchased support al-
ways gets first priority. This business model allows us to build a company that can contribute a great portal to the
open source community.

If your company uses Liferay, please consider purchasing support. Liferay has an extremely liberal license model
(MIT, very similar to Apache and BSD), which means you can rebundle Liferay, renameit, and sell it under your
name. We believe free means you can do whatever you want with it. Our only source of revenue is from profession-
al support and consulting.

Vi
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Chapter 1. Getting Started
Setting up the Development Environment

The following instructions will help you get your development environment ready for working with the source code.
These instructions are specific to setting up for deployment to Orion server and Tomcat 5.5 devel oping with Java
JDK 1.5. Liferay is compatible with Java 1.4 aso and awide array of application servers and containers. Y ou will
need to adjust your development environment according to your platform.

Before we can get started, the following conponents must be installed on your machine.

SVN

1. Download and install SmartSVN [http://www.smartsvn.com/].

2. If you wish to browse the source tree, configure SmartSVN to use the https protocol to connect to
svn.sour cefor ge.net. Authenticate as user anonymous with a blank password and specify /svn-
root/Iportal/portal asthe UNIX path.
If you are adeveloper with privileges to commit to the source tree, configure SmartSVN to use the https pro-
tocol to connect to svn.sour cefor ge.net. Authenticate with your private user and password and specify /
svnroot/lportal/portal asthe UNIX path.

3. Check out the portal.

JDK 1.5.0

1. Download and install JDK 1.5.0 [http://java.sun.com/j2se/1.5.0/download.jsp].

2. Setan environment variable called %JAVA_HOME% to point to your JDK directory.

Jikes 1.22

1. Download and unzip Jikes 1.22 [http://www-124.ibm.com/devel operworks/oss/jikes).
2. Setan environment variable called %JIKES_HOME% to point to your Jikes directory.

3. Add%| KES_ HOVE% bi n to your %PATH% environment variable.

Ant 1.6.5

1. Download and unzip the latest version of Ant [http://ant.apache.org/].
2. Set an environment variable called %ANT_HOME% to point to your Ant directory.

3. Add %ANT_HOME%\bin to your %PATH% environment variable.
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4. Learn how tasks work in Ant. Tasks can be run at the root of the project directory and inside each subproject
directory.

5. Runant start at least once to compile the source files and to generate all database scripts and skin images.

Orion 2.0.6

1. Download and unzip Orion 2.0.6 [?777).

2. Create aseparate properties file named app.server.${ user.name} .properties modeled after app.server.properties,
which isin the checked out SVN directory. The variable ${ user.name} is the user name you used to log into
your operating system. Overload the properties with the proper directory for Orion. This propertiesfileis later
referenced by Ant so it knows where to deploy the application.

3. Removethe config directory from Orion. Download config.zip [http://content.liferay.com/3.6.1/config.zip] and
unzip the new config directory into Orion.

4. Edit /config/datasources.xml to make sure the proper database pool is created.
5. Populate your database with the portal schema and default data.
6. Edit /config/server.xml to make sure the server can find the proper location of Jikes.

7. Create afile named D:\svnroot\liferay\portal\util-javalclasses\portal-ext.properties. Add the property portal.ctx
with the value /portal.

8. Goto D:\svnroot\liferay\portal. After running ant start at least once, run ant deploy to copy all the necessary
filesto Orion.

9. If you are developing in a Windows environment, download run.bat [http://content.liferay.com/3.6.1/run.bat] to
the Orion directory and execute the batch file after everything is properly deployed with Ant. If you are devel-
oping under a UNIX environment, download run.sh [http://content.liferay.com/3.6.1/run.sh] to the Orion direct-
ory and execute the script after everything is properly deployed with Ant.



???
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Chapter 2. Installation and Setup
Application Servers

Liferay Portal supports many different application servers and servlet containers. Liferay Portal Enterprise requires a
fully compliant J2EE application server whereas Liferay Portal Professional can runin asimple servlet container.

The source code isidentical in both versions. The only differenceisthat a property setting configures Liferay Portal
Enterprise to make all calls through EJBs whereas Liferay Portal Professional makes all calls through POJOs. We
offer you choices so that those who need the benefit of EJBs can have it, and those who don't want the overhead of
EJBs don't have to pay for it.

We have tried to make the installation process as easy as possible by including a bundled version of Liferay with our
supported open source containers. For example, if you want to try out Liferay on Jetty, simply download our bundle
with precompiled JSPs, unzip it, and run it. It already comes with a built in Java database so you have to do the least
amount of configuration. We al so detail the steps taken to configure these containers for use with Liferay. Somein-
structions are separated as Easy vs. Expert.

We also plan on adding support for Geronimo, GlassFish, and JFox in as soon as possible. Please contact usif you
would liketo help usin this effort.

Borland ES 6.5

» Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

e Download and install Borland ES [http://www.borland.com/].
» Download liferay-portal-ent-4.0.0.ear [http://prdownl oads.sourceforge.net/Iportal/liferay-portal -ent-4.0.0.ear].
e Populate your database with the portal schema and default data.

» Configure data sources for your database. Make sure the JDBC driver for your database is accessible by Borland
ES.

» Create amail session bound to mail/MailSession. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

» Follow the instructions [http://info.borland.com/devsupport/bes/fag/6.5/portal/liferay.html] from Borland.
* Deployliferay-portal-ent-4.0.0. ear.

»  Open your browser to http://localhost:8080. Click on Si gn | n at the upper right hand corner to enter the login
screen. Your loginist est @i f er ay. comand your password ist est .

Geronimo

We plan on adding support for Geronimo as soon as possible. Please contact usif you would like to help usin this
effort.

GlassFish
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We plan on adding support for GlassFish as soon as possible. Please contact usif you would like to help usin this
effort.

JBoss+Jetty 4.0.2
Easy

e Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download liferay-portal-ent-4.0.0-jboss-jetty.zip
[http://prdownl oads.sourceforge.net/Iportal/liferay-portal-ent-4.0.0-jboss-j etty.zip] .

e Unzip liferay-portal-ent-4.0.0-jboss-jetty.zip to C\LIFERAY (or any another directory). Be sure to unzip with
folder names.

» Execute C:\LIFERAY\bin\run.bat to run the database and web server. Make sure there isn't another application
aready using port 8080.

When in aUnix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

»  Open your browser to http://localhost:8080 [http://localhost:8080/]. Click on My Liferay at the upper right hand
corner to enter the login screen. Your loginist est @i f er ay. comand your password ist est .

Expert

e Download and install JIDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

* Download and install JBoss+Jetty [http://www.jboss.org/].
« Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/Iportal/liferay-portal-ent-4.0.0.ear].
» Populate your database with the portal schema and default data.

e Add to /server/default/conf/jboss-service.xml:
<cl asspat h codebase="I1ib/ext" archives="*"/>

» Download jetty-5.1.4-jboss-4.0.2.sar
[http://prdownl oads.sourceforge.net/jetty/jetty-5.1.4-jboss-4.0.2.sar?download] and unjar it to /serv-
er/default/deploy/jbossweb-jetty.sar.
Remove /server/default/depl oy/jbossweb-tomcats5.sar.
Remove /server/default/depl oy/jboss-wsdee.sar.

Remove /server/default/depl oy/management.
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Use the prefix deployment sorter instead of the default deployment sorter.

Edit /server/default/conf/jboss-service.xml.

<attribute
nane="URLConpar at or " >or g. j boss. depl oynent . scanner. Prefi xDepl oynent Sorter</attri bute>

Findtheor g. j boss. web. WebSer vi ce MBean that listens on port 8083 and do not allow it send configur-
ation files and other resources. Leaving it at the default value of true allows anyone to download your JBoss con-
figuration files. Thisis aknown vulnerability that will allow hackersto retrieve your database settings, etc.

Edit /server/default/conf/jboss-service.xml.
<attribute nane="Downl oadServer Cl asses" >f al se</attri bute>

Configure data sources for your dat abase. Make sure the JDBC driver for your database is accessible by
JBosst+Jetty.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Set the proper mail properties by editing /server/default/depl oy/mail-service.xml.

<nmbean code="org.jboss. nail.Mil Service" name="j boss: servi ce=Mai | Sessi on" >
<attribute nanme="JNDI Nane">nmai | / Mai | Sessi on</attri bute>
<attribute name="User" >nobody</attribute>
<attribute name="Password">password</attri bute>
<attribute nane="Configuration">
<confi guration>
<property nane="mail.store.protocol"” val ue="imp" />
<property name="mail .transport.protocol" value="sntp" />
<property nane="mail .i map. host" val ue="Il ocal host" />
<property nane="mail.pop3. host" val ue="Il ocal host" />
<property nane="nmmil.smp. host" val ue="I ocal host" />
</ configuration>
</attribute>
</ mbean>

Configure JAAS.

Edit /server/default/conf/login-config.xml and comment out the entire XML for policy other.

<!--<application-policy name = "other">

<l bgi n- nodul e code="org.jboss. security. auth. spi.UsersRol esLogi nModul e"
flag = "required" />

</ apbi i cati on- policy>-->

Deploy | i feray-portal -ent-4.0.0. ear.

Copy liferay-portal-ent-4.0.0.ear to /server/default/deploy.
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» Start JBoss+Jetty.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up JBoss+Jetty, give your VM
more memory by setting -Xmx512m.

»  Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

JBoss+Tomcat 4.0.2
Easy

» Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download liferay-portal-ent-4.0.0-jboss-tomcat.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal-ent-4.0.0-jboss-tomcat.zip] .

e Unzip liferay-portal-ent-4.0.0-jboss-tomcat.zip to C:\LIFERAY (or any another directory). Be sure to unzip with
folder names.

» Execute C:\LIFERAY\bin\run.bat to run the database and web server. Make sure that there isn't another applica-
tion using port 8080.

When in aUnix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

e Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Expert

» Download and install JIDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download and install JBoss+Tomcat [http://www.jboss.org/].
» Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/Iportal/liferay-portal-ent-4.0.0.ear].
» Populate your database with the portal schema and default data.

e Add to /server/default/conf/jboss-service.xml:
<cl asspath codebase="1ib/ext" archives="*"/>

» Remove /server/default/depl oy/jbossweb-tomcat55.sar/ROOT .war.

Edit /server/default/depl oy/jbossweb-tomcat55.sar/conf/web.xml.



http://java.sun.com/j2se/1.4.2
http://prdownloads.sourceforge.net/lportal/liferay-portal-ent-4.0.0-jboss-tomcat.zip
http://localhost:8080
http://java.sun.com/j2se/1.4.2
http://www.jboss.org/
http://prdownloads.sourceforge.net/lportal/liferay-portal-ent-4.0.0.ear

Installation and Setup

<init-paranpr
<par am name>| i sti ngs</ par am nanme>
<par am val ue>f al se</ param val ue>
</init-paranpr
<init-parane
<par am nane>i nput </ par am nanme>
<par am val ue>4096</ par anm val ue>
</init-paranp
<init-paranpr
<par am nane>out put </ par am nane>
<par am val ue>4096</ par am val ue>
</init-parane

Edit /server/default/depl oy/jbossweb-tomcat55.sar/M ETA-INF/jboss-service.xml.

<attribute name="Java2d asslLoadi ngConpl i ance">true</attri bute>
<attribute name="UseJBossWeblLoader">true</attribute>

Use the prefix deployment sorter instead of the default deployment sorter.
Edit /server/default/conf/jboss-service.xml.

<attribute
nanme="URLConpar at or " >or g. j boss. depl oynent . scanner . Prefi xDepl oynent Sorter</attri bute>

Find the org.jboss.web.WebService MBean that listens on port 8083 and do not allow it send configuration files
and other resources. Leaving it at the default value of true allows anyone to download your JBoss configuration
files. Thisis aknown vulnerability that would allow hackersto retrieve your database settings, etc.

Edit /server/default/conf/jboss-service.xml.

<attribute nane="Downl oadServer Cl asses" >f al se</attri bute>

Configure data sources for your database. Make sure the JDBC driver for your database is accessible by
JBosst+Tomcat.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Set the proper mail properties by editing /server/default/depl oy/mail-service.xml.

<nbean code="org.jboss.nmail. Mil Service" nane="j boss: servi ce=Mi | Sessi on" >
<attribute name="JNDI Nane" >mmai | / Mai | Sessi on</attri bute>
<attribute name="User" >nobody</attribute>
<attribute name="Password">password</attribute>
<attribute name="Configuration">
<confi guration>
<property nane="nmmil.store.protocol" val ue="imap" />
<property nane="nmil.transport.protocol" value="sntp" />
<property nane="nmil.i map. host" val ue="Il ocal host" />
<property nane="nmil.pop3. host" val ue="Il ocal host" />
<property nanme="nmil.smp. host" val ue="Il ocal host" />
</ configuration>
</attribute>
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</ nbean>

e Configure JAAS.

Edit /server/default/conf/login-config.xml and comment out the entire XML for policy other.

<! --<application-policy name = "other">

<l 6gi n- nodul e code="org.jboss. security.auth. spi.UsersRol esLogi nModul e"
flag = "required" />

</ apbi i cation- pol i cy>-->

* Deploy liferay-portal-ent-4.0.0.ear.
Copy liferay-portal-ent-4.0.0.ear to /server/default/deploy.
» Start JBoss+Tomcat.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up JBoss+Tomcat, give your VM
more memory by setting -Xmx512m.

*  Open your browser to http://localhost:8080. Click on My Li f er ay at the upper right hand corner to enter the
login screen. Your loginist est @i f er ay. comand your password ist est .

* You can set up JBoss+Tomcat behind Apache using mod_jk2 by following the instructions in this document
[http://content.liferay.com/document/Liferay _on_JBoss+Tomcat+A pache.pdf].

Jetty 5.1.4
Easy

e Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download liferay-portal-pro-4.0.0-jetty.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal-pro-4.0.0-j etty.zip] .

* Unzip liferay-portal-pro-4.0.0-jetty.zip to C:\LIFERAY (or any another directory). Be sure to unzip with folder
names.

e Execute C:\LIFERAY\bin\run.bat to run the database and web server. Make sure there isn't another application
using port 8080.

When in aUnix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

»  Open your browser to http://localhost:8080. Click on My L iferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .
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Expert

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install Jetty [http://www.jettyserver.org/].
Get jetty-5.1.4 -all.zip because it includes all the required libraries.
Edit /etc/jetty.xml to configure the JettyPlus server class and add the portal web application.

<Configure class="org. nortbay.jetty.plus. Server">
<Cal | nanme="addWebApplication">
<Ar g>/ </ Arg>
<Arg>../liferay</ Arg>
<Set nane="extract WAR' >t r ue</ Set >
<Set
nane="def aul t sDescri ptor">org/ nortbay/jetty/servl et/ webdefaul t.xm </ Set >
<Set nane="cl assLoader Java2Conpl i ant" >t r ue</ Set >
</Call>
</ Confi gur e>

Download liferay-portal-pro-4.0.0.war [http://prdownl oads.sourceforge.net/I portal/liferay-portal-pro-4.0.0.war].
Populate your database with the portal schema and default data.
Edit /extras/etc/start-plus.config.

$(jetty. honme)/lib/ext/
$(jetty. home)/lib/ext/*

Configure data sources for your database. Make sure the JDBC driver for your database is accessible by Jetty.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit /etc/jetty.xml and configure amail session.

<Cal | name="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. plus. Mail Service">
<Set nane="Nane">Mi | Servi ce</ Set >
<Set nane="JNDI ">mai | / Mai | Sessi on</ Set >
<Put nane="rmmail . store. protocol "> map</ Put >
<Put nane="nmmil.transport. protocol ">snt p</ Put >
<Put nane="nail .i map. host" >l ocal host </ Put >
<Put nane="rmmil . pop3. host" >l ocal host </ Put >
<Put nane="nmil .sntp. host">l ocal host </ Put >
</ New>
</ Arg>
</Call>

Configure JAAS.

Edit /etc/jetty.xml and configure a security realm.
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<Cal | name="addWebApplication">
<Ar g>/ </ Arg>

<Set nane="Real ni' >
<New cl ass="org. nort bay. j aas. JAASUser Real ni' >
<Set nane="Nane">Port al Real nx/ Set >
<Set nane="Logi nModul eNane" >Port al Real nx/ Set >
</ New>
</ Set >
</Call>

Create /etc/jaas.config.

Port al Real m {
comliferay.portal.security.jaas. Portal Logi nMdul e required;

Make sure the Java command that starts Jetty sets the location of the JAAS config file as a system property.

-Djava. security.auth.login.config=../etc/jaas.config

Deploy | i f eray-portal -pro-4.0.0.war.
Unpack liferay-portal-pro-4.0.0.war to /liferay.

Move every jar except util-taglib.jar from /liferay/WEB-INF/lib to /lib/ext. This step is only necessary if you
plan to hot deploy portlet WARSs.

Edit /etc/jetty.xml to tell Jetty where to find liferay-portal-pro-4.0.0.war.

<Cal | name="addWebApplication">
<Ar g>/ </ Arg>
<Arg>../liferay</ Arg>
<Set nane="extract WAR' >t r ue</ Set >
<Set
nane="def aul t sDescri ptor">org/ nortbay/jetty/servl et/ webdefaul t.xm </ Set >
<Set nane="cl assLoader Java2Conpl i ant " >t r ue</ Set >
<Set nane="Real ni' >
<New cl ass="org. nortbay. j aas. JAASUser Real nf' >
<Set nane="Nane">Port al Real nx/ Set >
<Set nane="Logi nModul eNane" >Port al Real nx/ Set >
</ New>
</ Set >
</Call>

Start Jetty.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up Jetty, give your VM more
memory by setting -Xmx512m.

Make sure the Java command that starts Jetty sets the location of the Jetty config file as a system property.
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- DSTART=. . /extral/etc/start-plus.config

Jetty also needs to know the location of its main configuration file when you start it.
java -D... -jar ../start.jar ../etc/jetty.xm

e Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

JFox

We plan on adding support for JFox as soon as possible. Please contact us if you would like to help usin this effort.

JOnAS+Jetty 4.4.3
Easy

» Download and install JIDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download liferay-portal-ent-4.0.0-jonas-jetty.zip
[http://prdownl oads.sourceforge.net/Iportal/liferay-portal -ent-4.0.0-jonas-j etty..zip] .

e Unzip liferay-portal-ent-4.0.0-jonas-jetty.zip to C:\LIFERAY (or any another directory). Be sure to unzip with
folder names.

» Set an environment variable called %JONAS ROOT% to point to where you unzipped liferay-
portal-ent-4.0.0-jonas-jetty.zip.

» Execute C:\LIFERAY\bin\nt\jonas.bat to run the database and web server. Make sure there isn't another applica-
tion using port 8080.

When in a Unix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

»  Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Expert

» Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

e Download and install JOnA S+Jetty [http://jonas.objectweb.org/].
* Set an environment variable called $JONAS_ROOT to point to where you unzipped JOnA S+Jetty.
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Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

Open up liferay-portal-ent-4.0.0.ear and repackage cache-gjb.jar, counter-gjb.jar, documentlibrary-gjb.jar, lock-
gb.jar, mail-g/b.jar, and portal-gjb.jar to replace /META-INF/MANIFEST.MF with /
META-INF/MANIFEST.MF.JOnAS. JOnAS has abug where it hangs if different JARsin an EAR reference
each other.

Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by JO-
NAS+HJetty.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Set the proper mail properties by editing /conf/mail-session.properties.

mai | . factory. nane=mai | / Mai | Sessi on

mai | . factory.type=javax. mail . Sessi on

mai | . store. protocol =i map

mai | . transport. protocol =sntp

mai | . i map. host =l ocal host

mai | . pop3. host =l ocal host

mai | . st p. host =l ocal host

Edit /conf/jonas.properties so it knows where to ook for your mail properties.

jonas.service.mil.factories=nmil-session

Configure JAAS.
Edit /conf/jaas.config.

jetty {
comliferay.portal.security.jaas. Portal Logi nMddul e required,
b

Open up liferay-portal-ent-4.0.0.ear and repackage portal -web-complete.war and tunnel-web.war to replace /
WEB-INF/web-jetty.xml with /WEB-INF/web-jetty. xml.JOnAS_Jetty.

Deploy liferay-portal-ent-4.0.0.ear.
Copy liferay-portal-ent-4.0.0.ear to /apps.
Edit /conf/jonas.properties and configure the application name.

jonas. service. ear.descriptors=liferay-portal -ent-4.0.0.ear

Remove /webapps/autol oad/ctxroot.war.
Start JOnA S+Jetty.

If yougetaj ava. | ang. Qut OF Menor yEr r or exception while starting up JOnAS+Jetty, give your VM
more memory by setting -Xmx512m.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
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gin screen. Your login istest@liferay.com and your password is test

JOnAS+Tomcat 4.4.3
Easy

» Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download liferay-portal-ent-4.0.0-jonas-tomcat.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal -ent-4.0.0-jonas-tomcat.zip] .

» Unzip liferay-portal-ent-4.0.0-jonas-tomcat.zip to C:\LIFERAY (or any another directory). Be sure to unzip with
folder names.

» Set an environment variable called %JONAS ROOT% to point to where you unzipped liferay-
portal-ent-4.0.0-jonas-tomcat.zip.

e Execute C:\LIFERAY\bin\nt\jonas.bat to run the database and web server. Make sure there isn't another applica-
tion using port 8080.

When in aUnix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

*  Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Expert

e Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download and install JOnAS+Tomcat [ http://jonas.objectweb.org/].

» Set an environment variable called $JONAS_ROQOT to point to where you unzipped JOnA S+Tomcat.

» Download liferay-portal-ent-4.0.0.ear [http://prdownl oads.sourceforge.net/Iportal/liferay-portal-ent-4.0.0.ear].

» Populate your database with the portal schema and default data.

»  Open up liferay-portal-ent-4.0.0.ear and repackage cache-gjb.jar, counter-gjb.jar, documentlibrary-gjb.jar, lock-
gb.jar, mail-gb.jar, and portal-gjb.jar to replace /META-INF/MANIFEST.MF with /
META-INF/MANIFEST.MF.JOnAS. JOnAS has abug where it hangs if different JARsin an EAR reference

each other.

» Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by JO-
nNAS+Tomcat.

» Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.
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Set the proper mail properties by editing /conf/mail-session.properties.

mai | . factory. nane=mai | / Mai | Sessi on

mai | . factory.type=javax. mail . Sessi on

mai | . store. protocol =i map

mai | . transport. protocol =sntp

mai | . i map. host =l ocal host

mai | . pop3. host =l ocal host

mai | . st p. host =l ocal host

Edit /conf/jonas.properties so it knows where to ook for your mail properties.

jonas.service.mil.factories=nmil-session

» Configure JAAS.
Edit /conf/jaas.config.

tontat {
comliferay.portal.security.jaas. Portal Logi nMddul e required,
b

Edit /conf/server.xml to use the correct realm.
<Real m cl assNanme="or g. obj ect web. j onas. security.real mweb. cat al i na50. JAAS"
/>
e Deploy liferay-portal-ent-4.0.0.ear.
Copy liferay-portal-ent-4.0.0.ear to /apps.
Edit /conf/jonas.properties and configure the application name.

j onas. service. ear.descriptors=liferay-portal -ent-4.0.0.ear

Remove /webapps/autol oad/ctxroot.war.
e Start JOnAS+Tomcat.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up JOnAS+Tomcat, give your VM
more memory by setting -Xmx512m.

»  Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

JRun 4 Updater 3

e Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download and install JRun [http://www.macromedia.com/software/jrun/].
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Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

The dependent libraries are found in /lib inside liferay-portal-ent-4.0.0.ear. Delete the dependent libraries from
liferay-portal-ent-4.0.0.ear after you copy them to /servers/lib. JRun has a bug where it cannot properly compile
JSPs with Jikes in a Windows environment because the Windows command prompt has a size limitation. JRun
also does not give a correct error message but gives amisleading error message stating that JRun cannot find
Jikes.

Remove /servers/default/default-ear.

Start JRun.

If yougetaj ava. | ang. Qut OF Menor yEr r or exception while starting up JRun, give your VM more
memory by setting - Xmx512m

Configure data sources for your database. Make sure the JDBC driver for your database is accessible by JRun.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Note

Configuring mail sessions may not be necessary if you're using JRun Updater 3. The screen for updating
mail sessions seems to be missing from JRun Updater 3 and only available in previous versions.

Configure JAAS.

Use jrun.security.JDBCL oginModule as your user module class. Point the user modul e to use jdbc/LiferayPool
asthe data source. Under user details, set the table nameto User_, set the user name to userld, and set the pass-
word to password_.

Use jrun.security.JDBCL oginModule as your role module class. Point the role module to use jdbc/LiferayPool
asthe data source. Under user query, set the query string to SELECT 'users, 'Roles, COUNT(*) FROM Role
WHERE roleld NOT LIKE 2.

The following are links to pages with instructions on how to configure security with JRun.
http://livedocs.macromedia.com/jrunddocs/JRun_Administrators Guide/authentic4.jsp
http://www.macromedia.com/devnet/server_archive/articles/jrun_authentication.html

Deploy | i feray-portal -ent-4.0.0. ear.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

OracleAS 10.1.2

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install OracleAS [http://www.oracle.com/].
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The following are links to pages with instructions on how to configure OracleAS to support JDK 1.4.2.
http://otn.oracle.com/tech/java/oc4j/htdocs OC4J- JSP-FAQ.html
http://www.rollerweblogger.org/page/roller/20021017

OracleAS incorrectly detects duplicate page directives. To workaround this bug, set forgive dup_dir_attr to true.

http://technet.oracle.com/tech/java/oc4j/htdocs/ OC4J-JSP-FA Q.html#Attribute%20defined%20twice
[ http://technet.oracl e.com/tech/javalocdj/htdocs/ OC4AJ-ISP-FA Q.html#Attri bute%20defined%620twice]

Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

Configure data sources for your database. Make sure the JDBC driver for your database is accessible by Or-
acleAS.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit orion-application.xml, found in liferay-portal -ent-4.0.0.ear and configure a mail session.

<mai | - session | ocation="nmil/Mail Sessi on" sntp-host="1ocal host">
<property nane="nmil.transport.protocol" value="sntp" />
<property nane="nmil.i map. host" val ue="Il ocal host" />
<property nane="nmil.pop3. host" val ue="Il ocal host" />

</ mai | - sessi on>

Configure JAAS.

Edit orion-application.xml, found in liferay-portal -ent-4.0.0.ear, and configure a user manager.

<user-manager cl ass="com everm nd. sql . Dat aSour ceUser Manager " >
<property name="dat aSour ce" val ue="j dbc/LiferayPool" />
<property nane="tabl e" val ue="User " />
<property nane="user naneFi el d* val ue="userld" />
<property nane="passwordFi el d' val ue="password_" />
<property nane="defaul t G oups" val ue="users" />
<property nane="stal eness" val ue="0" />

</ user - nanager >

Deploy liferay-portal-ent-4.0.0.ear.

Copy liferay-portal-ent-4.0.0.ear to /j2ee/home/applications.

Edit /j2ee/lhome/config/server.xml to tell OracleAS where to find liferay-portal-ent-4.0.0.ear.

<application nane="1liferay"

pat h="../applications/liferay-portal-ent-4.0.0.ear" />

Edit /j2ee/lhome/config/server.xml and add a new web site entry.

<web-site path="./web-sites/liferay.comweb.xm" />

Create /j2ee/home/config/web-sites/liferay.com-web.xml.
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<web-site port="8080">

<def aul t -web-app application="liferay" nane="portal - web-conpl et e"
| oad-on-startup="true" />

<web-app application="liferay" nane="tunnel -web" root="/tunnel"
| oad-on-startup="true" />

<access-log path="../../log/liferay.comweb-access.|og" />

</ web-site>

Make sure to set |oad-on-startup to true. OracleAS has a bug that will not allow the servlet init method to call se-
cured EJBs unless that init method is called during startup.

Start OracleAS.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up OracleAS, give your VM more
memory by setting -Xmx512m.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Orion 2.0.6

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install Orion [http://www.orionserver.com/].

Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by Orion.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit orion-application.xml, found in liferay-portal-ent-4.0.0.ear and configure amail session.

<mai | - session | ocation="nmil/Mail Sessi on" sntp-host="1ocal host">
<property name="nmil.transport.protocol" value="sntp" />
<property name="mail .i mp. host" val ue="Iocal host" />
<property nane="mail.pop3. host" val ue="Iocal host" />

</ mai | - sessi on>

Configure JAAS.
Edit orion-application.xml, found in liferay-portal-ent-4.0.0.ear, and configure a user manager.

<user-manager class="com everm nd. sql . Dat aSour ceUser Manager " >
<property nane="dat aSource" val ue="jdbc/LiferayPool" />
<property nane="tabl e" val ue="User " />
<property nane="user naneFi el d* val ue="userld" />
<property nanme="passwordFi el d' val ue="password_" />
<property name="def aul t G oups” val ue="users" />
<property nane="stal eness" val ue="0" />
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</ user - nanager >

» Deploy liferay-portal-ent-4.0.0.ear.
Copy liferay-portal-ent-4.0.0.ear to /applications.
Edit /config/server.xml to tell Orion where to find liferay-portal -ent-4.0.0.ear.

<application nane="Iiferay"
pat h="../applications/liferay-portal-ent-4.0.0.ear" />

Edit /config/server.xml and add a new web site entry.

<web-site path="./web-sites/liferay.comweb.xm" />

Create /config/web-sites/liferay.com-web.xml.

<web-site port="8080">

<def aul t - web-app application="1iferay" name="portal - web-conpl et e"
| oad-on-startup="true" />

<web-app application="liferay" nane="tunnel -web" root="/tunnel"
| oad-on-startup="true" />

<access-log path="../../log/liferay.comweb-access.|og" />

</ web-site>

Make sure to set load-on-startup to true.
o Start Orion.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up Orion, give your VM more
memory by setting -Xmx512m.

e Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Pramati 4.1

e Download and install JIDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

* Download and install Pramati [http://www.pramati.com/].

» Download liferay-portal-ent-4.0.0.ear [http://prdownl oads.sourceforge.net/Iportal/liferay-portal-ent-4.0.0.ear].

» Populate your database with the portal schema and default data.

» Edit /server/bin/setup.bat. Add the following snippet right after Pramati declares the CLASSPATH. Download
Icp.bat. This script will load everything in /server/lib/ext into the class path.

set LOCALCLASSPATH=
for %89 in ("lib\*.jar") do call "lcp.bat" %%
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set CLASSPATH=%CLASSPATHY %4 OCAL CLASSPATHY%

Start Pramati.

If yougetaj ava. | ang. OQut Of Menor yEr r or exception while starting up Pramati, give your VM more
memory by setting -Xmx512m.

Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by Pramati.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Deploy liferay-portal-ent-4.0.0.ear.

We recommend that you use the Deploy Tool instead of the Admin Console because the Deploy Tool isalot
more stable for large EARs. Follow the instructions [ http://www.pramati.com/docstore/1290023/liferay .pdf]
from Pramati for more information.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Resin 3.0.14
Easy

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download liferay-portal-pro-4.0.0-resin.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal-pro-4.0.0-resin.zip].

Unzip liferay-portal -pro-4.0.0-resin.zip to C:\LIFERAY (or any another directory). Be sure to unzip with folder
names.

Execute C:\LIFERAY \bin\run.bat to run the database and web server. Make sure that there isn't another applica-
tion aready using port 8080.

When in a Unix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can execute it. Y ou must start the executable from the directory where it
resides.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Expert

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.
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» Download and install Resin [http://www.caucho.com/].
» Edit /conf/resin.conf to set up the correct SAX parsers.

<system property
j avax. xm . par sers. Docunent Bui | der Fact ory=
"org. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl "
/>
<system property
javax. xm . par sers. SAXPar ser Fact or y="or g. apache. xer ces. j axp. SAXPar ser Fact oryl npl "
/>
<system property
javax. xm . transform Transf or mer Fact ory=
"or g. apache. xal an. processor. Transf or mer Fact oryl npl "
/>
<system property
org. xm . sax. dri ver="org. apache. xer ces. par sers. SAXPar ser"
/>

Download liferay-portal-ent-4.0.0-src.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal -ent-4.0.0-src.zip] .

Open up liferay-porta -ent-4.0.0-src.zip and copy /portal/lib/saxpath.jar, /portal/lib/xalan.jar/, and /
portal/lib/xercesimpl.jar to /lib so that Resin has the proper libraries for SAX parsing.

» Download liferay-portal-pro-4.0.0.war [http://prdownl oads.sourceforge.net/lportal/liferay-portal -pro-4.0.0.war].
e Populate your database with the portal schema and default data.
» Edit /conf/resin.conf.
<conpi |l i ng-1 oader path="${server.rootDir}/comon/cl asses"/>
<library-|oader path="${server.rootDir}/comon/lib"/>
» Configure data sources for your database. Make sure the JDBC driver for your database is accessible by Resin.

e Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit /conf/resin.conf and configure a mail session.

<resource jndi-name="mail /Ml Session" type="javax.mail.Session">
<init>
<mai | . store. protocol > map</nail . st ore. protocol >
<mai | .transport. protocol >snt p</nail.transport. protocol >
<mai | . i map. host >l ocal host </ mai | . i nap. host >
<mai | . pop3. host >l ocal host </ mai | . pop3. host >
<mai | . snt p. host >l ocal host </ mai | . snt p. host >
</init>
</ resource>

» Deploy liferay-portal-pro-4.0.0.war.

Unpack liferay-portal-pro-4.0.0.war to %CATALINA_HOME%/liferay.

Move every jar except util-taglib.jar from %CATALINA_HOME%/liferay/WEB-INF/lib to /common/lib/ext.
This step is only necessary if you plan to hot deploy portlet WARSs.

20


http://www.caucho.com/
http://prdownloads.sourceforge.net/lportal/liferay-portal-ent-4.0.0-src.zip
http://prdownloads.sourceforge.net/lportal/liferay-portal-pro-4.0.0.war

Installation and Setup

Start Resin.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up Resin, give your VM more
memory by setting -Xmx512m.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

RexIP 2.5

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install RexIP [http://www.tradecity.com/].
Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

Copy the dependent libraries to /lib. The dependent libraries are found in a/lib inside liferay-portal-ent-4.0.0.ear.
ReX 1P has a bug which preventsit from picking up the dependent libraries declared in MANIFEST.MF.

Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by RexIP.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit /server.xml and configure a mail session.

<mai |l jndi-nanme="nmail/Muil Session" name="nail ">
<properties name="mail.sntp. host" val ue="I ocal host"></properties>
</ mail >

Configure JAAS.
Edit server.xml and configure a security realm.

<security default-basic-real m="Portal Real ni' >
<basi c-real m
check-1o0gi n- query="SELECT * FROM User__ WHERE userld = ? AND
password_ = ?"
dat asour ce- nanme="Li f er ayPool "
get - user - query=""
get - group- query=
nane="Port al Real nt
real mtype="j dbc"
user-rol e-query="">
</ basi c-real nm»
</ security>

Deploy liferay-portal-ent-4.0.0.ear.

Edit /server.xml to tell RexIP where to find the unarchived application.
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<app nane="liferayApp" path="liferay/">
<server nane="liferayServer"></server>
</ app>

Start RexIP.

If yougetaj ava. | ang. Qut O Menor yEr r or exception while starting up RexIP, give your VM more
memory by setting -Xmx512m.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Sun JSAS 8.01

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install Sun JSAS [http://www.sun.com/software/products/appsrvr/home_appsrvr.xml/].
Download liferay-portal-ent-4.0.0.ear [http://prdownloads.sourceforge.net/I portal/liferay-portal -ent-4.0.0.ear].
Populate your database with the portal schema and default data.

Edit /AppServer/domains/domainl/serverl/config/server.policy.

Change permission java.io.FilePermission " <>" | " read,write" ; to permission java.io.FilePermission " <>",
"read,write,executedelete’;

Change permission java.util.PropertyPermission " *", "read" ; to permission java.util.PropertyPermission
" "read,write";

Add permission java.lang.RuntimePermission " *" ;

Add permission java.lang.r eflect.ReflectPer mission " suppr essAccessChecks' ;
Add permission java.security.SecurityPermission " insertProvider .*";

Add permission javax.security.auth.AuthPermission " getL oginConfiguration" ;
Add permission javax.security.auth.AuthPermission " setL oginConfiguration” ;

Refer to Sun's documentation [http://java.sun.com/j2se/1.4.2/docs/guide/security/permissions.htmi] for more in-
formation.

Start Sun JSAS.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up Sun JSAS, give your VM more
memory by setting -Xmx512m.

Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by Sun
JSAS.

Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
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SMTP servers.

Configure JAAS.

Create a new security realm called Portal Realm with class name

com.liferay.portal .security.jaas.ext.sun8.Portal Realm. Use the class name
com.liferay.portal .security.jaas.ext.sun7.Portal Realm if you are using the older Sun ONE 7.
Edit properties for PortalRealm. Add the property jaas-context with the value Portal Realm.
Download liferay-portal-ent-4.0.0-jaas.jar.

Edit the server instance's VM Settings. Under path settings, add /A ppServer/lib/liferay-portal-ent-4.0.0-jaas.jar
to the classpath suffix.

Edit /A ppServer/domains/domainl/serverl/config/login.conf.

Portal Real m {
comliferay.portal.security.aas.ext.sun8. Portal Logi nMbdul e requi red;
s

Use com.liferay.portal.security.jaas.ext.sun7.PortalLoginModule if you are using the older Sun ONE 7.
Restart Sun JSAS.

Deploy liferay-portal-ent-4.0.0.ear.

Restart Sun JSA S because there is a conflict with the default web application that is also listening on /.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Tomcat 5.0.x/5.5.x
Easy

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download liferay-portal-pro-4.0.0-tomcat.zip
[http://prdownl oads.sourceforge.net/I portal/liferay-portal-pro-4.0.0-tomcat.zip] .

Unzip liferay-portal -pro-4.0.0-tomcat.zip to C:\LIFERAY (or any another directory). Be sure to unzip with
folder names.

Execute C:\LIFERAY \bin\startup.bat to run the database and web server. Make sure that there isn't another ap-
plication already using port 8080.

When in aUnix environment, the batch file to start the server will end with the extension sh instead of bat. Make
sure to chmod the batch file so you can executeit. Y ou must start the executable from the directory where it
resides.

Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
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ginscreen. Your loginist est @i f er ay. comand your password ist est .

Expert

e Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

If you are using Tomcat 5.5.x, you must download and install JDK 5.
» Download and install Tomcat [http://jakarta.apache.org/tomcat/].

Y ou can download Tomcat 5.0.x or Tomcat 5.5.x. This documentation assumes that you are using Tomcat 5.0.x
but will aso give specia instructions for usage with Tomcat 5.5.x.

* Create /conf/Catalina/l ocalhost/liferay.xml to set up the portal web application.

<Cont ext
pat h=
docBase="../liferay"
debug="0"
rel oadabl e="true"
crossContext="true">
</ Cont ext >

For Tomcat 5.5.x, edit /conf/Catalina/localhost/ROOT.xml. Y ou must also remove the reference to path=""in
the XML.

» Download liferay-portal-pro-4.0.0.war [http://prdownl oads.sourceforge.net/lportal/liferay-portal -pro-4.0.0.war].
» Populate your database with the portal schema and default data.

» Edit /conf/catalina.properties.

common. | oader =
${cat al i na. home}/ common/ cl asses, \
o
${catal i na. hone}/conmon/lib/ext/*.jar

» Configure data sources for your database. Make sure the JIDBC driver for your database is accessible by Tomcat.

» Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

Edit /conf/Catalina/localhost/liferay.xml and configure a mail session. For Tomcat 5.5.x, edit /
conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource
nanme="mai | / Mai | Sessi on"
aut h="Cont ai ner"
type="j avax. nai | . Sessi on"

<Resour cePar ans nane="mai |l / Mai | Sessi on" >
<par anet er >
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<name>nmi | . st ore. prot ocol </ nanme>
<val ue>i map</ val ue>

</ par anet er >

<par anet er >
<nane>nmi | . transport. protocol </ nane>
<val ue>snt p</val ue>

</ par anet er >

<par anet er >
<nane>nai | . i map. host </ nanme>
<val ue>l ocal host </ val ue>

</ par anet er >

<par anet er >
<nane>nmi | . pop3. host </ name>
<val ue>| ocal host </ val ue>

</ par anet er >

<par anet er >
<nane>nmi | . snt p. host </ nane>
<val ue>l ocal host </ val ue>

</ par anet er >

</ Resour cePar ans>
</ Cont ext >

Configure JAAS.

Edit /conf/Catalina/localhost/liferay.xml and configure a security realm. For Tomcat 5.5.x, edit /
conf/Catalinal/localhost/ROOT .xml.

<Context...>
<Real m
cl assNanme="or g. apache. cat al i na. r eal m JAASReal ni
appNane="Port al Real nt
user C assNanes="com | iferay. portal .security.jaas.Portal Principal"
rol ed assNanes="com | iferay. portal .security.]aas. Portal Rol e"
debug="99"
useCont ext Cl assLoader ="f al se"
/>
</ Cont ext >

Repeat this step for afile called /conf/Catalina/local host/tunnel . xml if you want to enable Liferay'sHTTP tun-
neling.
Create /conf/jaas.config.

Portal Real m {
comliferay.portal.security.jaas.Portal Logi nMddul e required;};

Edit /bin/catalina.bat so that Tomcat can reference the login module.

set JAVA OPTS=%AVA OPTS%
-Dj ava. security. auth. |l ogin. confi g=%CATALI NA HOVE% conf/j aas. config

Deploy liferay-portal-pro-4.0.0.war.
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Unpack liferay-portal-pro-4.0.0.war to %CATALINA_HOME%/liferay.

Move every jar except util-taglib.jar from %CATALINA_HOME%/liferay/WEB-INF/lib to /common/lib/ext.
This step is only necessary if you plan to hot deploy portlet WARSs.

e Start Tomcat.

If yougetaj ava. | ang. OQut OF Menor yEr r or exception while starting up Tomcat, give your VM more
memory by setting -Xmx512m.

»  Open your browser to http://localhost:8080. Click on My L iferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

WebLogic 8.1 SP4

» Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

» Download and install WebL ogic [http://www.beasys.com/].
» Download liferay-portal-ent-4.0.0.ear [http://prdownl oads.sourceforge.net/Iportal/liferay-portal -ent-4.0.0.ear].
» Populate your database with the portal schema and default data.

o Edit /user_projects/domaing/mydomain/startWebL ogic.cmd. Add the following snippet right after WebL ogic de-
claresthe CLASSPATH. Download Icp.bat [http://content.liferay.com/document/lcp.bat]. This script will 1oad
everything in /user_projects/domains/mydomain/lib into the class path.

set LOCALCLASSPATH=
for 9 in ("lib\*.jar") do call "lcp.bat" %%
set CLASSPATH=%LASSPATHY % OCALCLASSPATHY

set MEM ARGS=- Xnx512m
For WebL ogic 8.1 SP3, follow the additional instructions from this post
[http://forums.liferay.com/index.php?showtopi c=763& hl=].

» Start WebLogic.

If yougetaj ava. | ang. Qut OF Menor yEr r or exception while starting up WebL ogic, give your VM more
memory by setting -Xmx512m.

» Configure data sources for your database. Make sure the JDBC driver for your database is accessible by WebL o-
gic.

e Create amail session bound to mail/Mail Session. Y ou only need to set the locations of the IMAP, POP3, and
SMTP servers.

» Deploy liferay-portal-ent-4.0.0.ear.

»  Open your browser to http://localhost:8080. Click on My L iferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .
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WebSphere 6.0.2.5

Define Environment

Copy the following under <WAS_HOME>/lib/ext directory.
e Commons-dbcp.jar

e Commons-paool .jar

e System-ext.properties

e portal-ext.properties

* Your custom authentication class or the Liferay provided custom authentication class (provided in
com.liferay.portal .security.jaas.ext.websphere.Portal UserRegistry.class in liferay-portal-jaas-4.0.0rc2).

e The JDBC driver used by your custom authentication class, or liferay-jdbc-4.x.jar, if the custom authentica-
tion usesthe Liferay driver.

Unzip al the libraries except util-tag.jar from the liferay-portal-4x.war into a new directory (i.e. c:\Liferay\lib).

L ogin to the Websphere Admin Console, under Environment, Shared Libraries, ensure “Node” is selected under
“Scope”, select Apply.

Click “New” under “Preferences’.

Enter aName (i.e. “LiferayLibs’) and Description. Under “ClassPath”, enter the directory created in Step 2
above (i.e. c:\Liferay\lib"). Click “OK” and “Save” at the top of the page to save your changes.

Under “Servers’, “Application Servers’, select the application server you're using (i.e. “serverl”).

Under “Server Infrastructure”, select “Class Loader” under “ Java and Process Management”. Click “New”, se-
lect “Parent Last” under “Class Loader mode”, click “OK”.

Under the Class L oader section, you should see the new class loader as “ Classloader_12345678", select this
classloader, under “ Additional Properties’, select “Add”, and under “Library Name”, you should select the class-
loader created above (i.e. “LibrayLibs’). Click “OK” and “ Save” at the top of the page.

Restart Websphere.

Define Data Connection

Login to the Websphere Admin Console
Under Resources, select IDBC Providers. Be sure “Node” is selected under “ Scope”. Click New.

Under General Properties, Step 1, select “User-Defined” Under General Properties, Step 2, select “User-Defined
JDBC Provider” Under General Properties, Step 3, select “User-defined”.

Click Next.
Enter in the Name field “Liferay JDBC Provider” (or some other descriptive name)
Remove any text from the “ Class Path” field.

Click OK, and then “Save” at the top of the page to save your changes before continuing.
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After saving, select the JDBC Provider you just created, click “Data Sources’, and click “New”

Under General Properties, enter “Liferay” in the “Name” field and “jdbc/LiferayPool” in the “INDI name” field.
Under “Data store helper class name”, leave the default “ Generic data store helper” selected. The remaining val-
ues (“Authentication Alias’, and “ Container-managed Authentication” are not used and should default to
“none”)

Click “OK” and then “Save” at the top of the page to save your changes before continuing.

Select the “ Data Source” you just created (“Liferay”), click “Custom Properties’ and add the following, per your
database of choice:

o url

e password
o user

e password
Save changes.

Test the connection by selecting under Resources, “JDBC Providers’, “Liferay JDBC Providers’ (or whatever
you named in step 9 above), and then click “Test Connection”.

Setup Security

Create your custom login class by creating your own class or using the provided Liferay login class for Web-
sphere (provided in com.liferay.portal .security.jaas.ext.websphere.Portal UserRegistry.classin liferay-
portal-jaas-4.0.0rc2)

In the WebSphere Admin Console, select “ Global Security” under the “ Security” section. Under
“Configuration”, click “Custom” under “User Registries’.

Enter the custom login class you created or “com.liferay.portal .security.jaas.ext.websphere.Portal UserRegistry”
in the “ Custom User Registry Class Name” field.

Y ou may also enter valuesin the “ Server User 1d” and “ Server User Password” field if you want to use these
values when you login to the Admin Console.

Under “Global Security”, select “Enable global security”, de-select “Enforce Java 2 Security”, and under
“Active user registry”, select “ Custom user registry”.

Click OK, and then “Save” at the top of the page to save your changes before continuing.
If you encounter any errors (class not found, etc), you will see them here when you attempt to save.

Restart WebSphere and login using the name provided in Step 29 above or using the appropriate database id/
password as coded in your custom login class.

Install Liferay

Login to the Websphere Admin Console
Ensure the “ Default Application” is either removed or not running under “Enterprise Applications’.

Click “Install New Application”.
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Select the desired Liferay WAR file (i.e. liferay-portal-4x.war) using Local or Remote file system.
Enter “/” as the Context root, click “Next”.

Do not change any values on the next page, click “Next”.

The next page will show “ Application Security Warnings’, click “Continue”.

Enter avalid “Directory to install the application” (i.e. c:\Apps\Liferay”). Under “ Application Name”, shorten
the nameto “Liferay4”, or something similar. Leave all other fields to their default values. Click “Next”.

Under “Map Modulesto Servers’, select the Cells/'Webserver targets for your environment, normally you would
select all theitemsin “Clusters and Servers’, click the checkbox under “ Select”, then click “Apply”.

Enter “mail/MailSession” in the “JNDI Name” under “javax.mail.session” section.

Under the page “Map Resource Reference to Resources’, under “javax.sgl.DataSource”, select the checkbox at
the bottom of the page under “ Select”. Then, under “ Specify existing Resource JINDI name”, select
“jdbc/LiferayPool”, click the “ Apply” button next to this drop-down.

Select “Next” at the bottom of the page.

Under “Application Resource Warnings’, click “ Continue”.

Under “Map virtual hosts for Web Modules’, click “Next”.

Under “Map security rolesto users/groups’, across from “users’ select the checkbox under “ All authenticated”.
Under the “ Summary”, click “Finish”.

If the application install completed without any errors, click “ Save to Master Configuration”.

Under “Applications’, select the LiferayEAR, under “Class Loading and File Update Detection, change “Class
loader mode” to “ Parent Last”

Under “Applications’, select the LiferayEAR application by selecting the check box, then select “ Start”.

WebSphere 5.1

Download and install JDK 1.4.2 [http://java.sun.com/j2se/1.4.2] . Set an environment variable called
%JAVA_HOME% to point to your JDK directory.

Download and install WebSphere [http://www.ibm.com/].
Download liferay-portal-pro-4.0.0.war [http://prdownl oads.sourceforge.net/Iportal/liferay-portal -pro-4.0.0.war].
Populate your database with the portal schema and default data.

WebSphere does not have access to com.sun.crypto.provider.SunJCE and requires
com.ibm.crypto.provider.IBMJCE for the programmatic encryption calls made by the portal.

Create system-ext.properties in /AppServer/lib/ext and set com.liferay.util.Encryptor.provider.class with the
value com.ibm.crypto.provider.|BMJCE.

This step is not required because Liferay is smart enough to use IBMJCE instead of SunJCE when in Web-
Sphere, but will issue awarning in the log files.
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Start WebSphere.

If yougetaj ava. | ang. Qut Of Menor yEr r or exception while starting up WebSphere, give your VM
more memory by setting -Xmx512m.

Configure data sources for your database. Make sure the JDBC driver for your database is accessible by Web-
Sphere.

Configure JAAS.

Download liferay-portal-ent-4.0.0-jaas.jar into /AppServer/lib/ext.

Use the Administrative Console to add a custom user registry: Security -> User Registries -> Custom. Set system
asthe server user id, password as the server user password, and

com.liferay.portal .security.jaas.ext.websphere.Portal UserRegistry as the custom registry class name.

WebSphere is now configured to check security from the jdbc/LiferayPool which points to the Liferay tables.
Add acorresponding user to the User_table.

insert into User_ (conpanyld, userld, password_ ) values ('systeni,
"system, 'password');

Edit your Stop the Server shortcut to set the user id and password. If you don't do this, you will not be able to
stop the server after your restart WebSphere.

"C:\ Program Fi | es\ WebSpher e\ AppSer ver\ bi n\ st opServer. bat" serverl -user
system - password password

Go to Security -> Global Security. Check Enabled. Uncheck Enforce Java 2 Security.
Set the Active User Registry to Custom.

Restart WebSphere.

Deploy liferay-portal-pro-4.0.0.war.

Open up liferay-porta -pro-4.0.0.war and move every jar except util-taglib.jar from liferay-portal-pro-4.0.0.war
to /Anywhere/lib.

Use the Administrative Console: Applications -> Enterprise Applications -> adminconsole and set the Classl oad-
er Modeto PARENT_LAST.

Go to Environment -> Shared Libraries and create a new library with the name Liferay Libraries and a classpath
that pointsto /Anywhere/lib.

Go to Servers -> Application Servers -> serverl -> Classloader and create a new classloader with the Libraries
set at Liferay Libraries and the Classloader Mode set at PARENT_FIRST.

Go to Applications -> Enterprise Applications to stop and uninstall the default application because it is aso
listening on /.

Go to Applications -> Install New Application. Upload liferay-portal-pro-4.0.0.war and set the context root to /.
Click Next.

Check Generate Default Bindings, then click Next.

Click Continue.
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Click Next for Step 1.

Set mail/Mail Session as the mail session and jdbc/LiferayPool as the data source, then click Next for Step 2.
Click Next for Step 3.

Click Next for Step 4.

Check All Authenticated?, then click Next for Step 5.

Click Finish for Step 6.

Restart WebSphere.

*  Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to enter the lo-
ginscreen. Your loginist est @i f er ay. comand your password ist est .

Databases

Liferay Portal Enterprise was designed to be database agnostic. To make this possible, all businesslogic had to be
concentrated in the middle tier with the database being as dumb as possible. This means the portal does not rely on
any database specific stored procedures or on the database to generate unique keys.

To generate scripts that create and popul ate the database, go to /portal-ejb and run the ant command: ant build-db.
This command will generate the scripts for DB2, Firebird, Hypersonic, Interbase, JDataStore, MySQL, Oracle, Post-
greSQL, and SQL Server.

The generated scripts reside in /sgl/portal and are named: portal-db2.sql, portal-firebird.sqgl, portal-hypersonic.sql,
portal-interbase.sql, portal-jdatastore.sqgl, portal-mysgl.sql, portal-oracle.sql, porta -postgresql.sqgl, and portal-
sgl-server.sql.

DB2

Create adatabase in DB2 called Iportal. Use Command Center to load the script named portal-db2.sq].

BES with DB2

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </j ndi - name>
<driver-dat asour ce-j ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<prop-type>Enuner at ed</ prop-t ype>
<pr op-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nane>di al ect </ pr op- nane>
<pr op-type>Enuner at ed</ pr op-t ype>
<pr op- val ue>db2</ pr op- val ue>
</ property>
</visitransact - dat asour ce>
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<driver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c¢

<l og-witer>Fal se</log-witer>

<property>
<pr op- nanme>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>com liferay.jdbc. LiferayDriver</prop-val ue>

</ property>

<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>j dbc: db2://1 ocal host: 50000/ | port al </ pr op- val ue>

</ property>

<property>
<pr op- name>user nane</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue>t est </ prop- val ue>

</ property>

<property>
<pr op- nane>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>t est </ pr op- val ue>

</ property>

</driver-datasource>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with DB2

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </j ndi - name>
<connection-url >
jdbc: db2://1 ocal host: 50000/ | porta
</ connection-url >
<driver-class>com |liferay.jdbc.LiferayDriver</driver-class>
<user - name>t est </ user - nane>
<passwor d>t est </ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with DB2

Create adata source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addServi ce">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Name">Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
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<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
nane="Driver Nane">com | iferay.jdbc. LiferayDriver</ Set >
<Set

nanme="Url">j dbc: db2://1 ocal host : 50000/ | port al </ Set >
<Set nane="User" >t est </ Set >
<Set nane="Passwor d" >t est </ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</ Call >
</ New>
</ Arg>
</Call>

Copy the JDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

JONnAS with DB2

Create adata source bound to jdbc/LiferayPool by editing /conf/jonag/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool

dat asource. url =j dbc: db2://1 ocal host : 50000/ | port al
dat asour ce. cl assname=com | i feray. jdbc. Li ferayDri ver
dat asour ce. user nane=t est

dat asour ce. passwor d=t est

dat asour ce. mapper =

Copy the JDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with DB2

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:db2://localhost:50000/Iportal asthe URL,
com.liferay.jdbc.LiferayDriver asthe driver, test as the user name, and test as the password.

OracleAS with DB2

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nane="Li feray"
| ocati on="j dbc/Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
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connection-driver="comliferay.jdbc.LiferayDriver"
url ="j dbc: db2://1 ocal host: 50000/ I portal "
user nanme="test"
password="test"
i nactivity-tineout="30"
) schema="dat abase- schenas/"
>

Copy the JIDBC driver to /j2ee/lhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with DB2

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nane="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal/ Li f er ay XA"
ej b-1ocati on="j dbc/ Li ferayEJB"
connection-driver="comliferay.jdbc.LiferayDriver"
url ="j dbc: db2://1 ocal host: 50000/ | portal "
user nane="test"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with DB2

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:db2://local host:50000/1portal asthe URL,
com.liferay.jdbc.LiferayDriver asthe driver, test as the user name, and test as the password.

Resin with DB2

Create a data source bound to jdbc/LiferayPool and set the proper JIDBC properties by editing /conf/resin.conf.

<dat abase>

<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>

<driver type="comliferay.jdbc.LiferayDriver">
<url >j dbc: db2://1 ocal host: 50000/ | portal </ url >
<user >t est </ user >
<passwor d>t est </ passwor d>

</driver>

<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at enent - cache- si ze>

<max- connect i ons>20</ max- connecti ons>
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<max-idl e-ti me>30s</ nmax-idl e-ti ne>
</ dat abase>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with DB2

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
name="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="comliferay.jdbc.LiferayDriver"
url ="j dbc: db2://1 ocal host: 50000/ | portal "
user name="t est"
password="test"
max- pool =" 100"
transactional ="f al se"

/>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with DB2

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=com.liferay.jdbc.LiferayDriver, url=jdbc:db2://Iocalhost:50000/1portal, username=test, and
password=test.

Create a data source bound to jdbc/LiferayPool.

Tomcat with DB2

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalinal/localhost/liferay.xml.
<Context...>
<Resour ce
nanme="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"

<Resour cePar ans name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver Cl assNane</ nane>
<val ue>com liferay.jdbc. LiferayDriver</val ue>
</ par anet er >
<par anet er >
<name>ur | </ name>
<val ue>j dbc: db2://1 ocal host: 50000/ | portal </ val ue>
</ par anet er >
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<par anet er >
<name>user name</ nane>
<val ue>t est </ val ue>

</ par anet er >

<par anet er >
<nane>passwor d</ nane>
<val ue>t est </ val ue>

</ par anet er >

<par anet er >
<nane>maxAct i ve</ nane>
<val ue>20</ val ue>

</ par anet er >

</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/l ocal host/ROOT .xml.

<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driverC assNane="com liferay.jdbc.LiferayDriver"
url ="j dbc: db2://1 ocal host: 50000/ | portal "
user name="test"
password="test"
maxAct i ve="100"
max| dl e=" 30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with DB2

Use the Administration Console to do the following:

Create a connection pool using jdbc:db2://localhost:50000/Iportal asthe URL, com.liferay.jdbc.LiferayDriver asthe
driver, test asthe user name, and test as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with DB2

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any references in the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=com.liferay.jdbc.LiferayDriver,
url=jdbc:db2://loca host:50000/Iportal, user=test, and password=test.
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Firebird

Create adatabase in InterBase located at /opt/datal/l portal.gdb. At your UNIX shell or DOS prompt, typeisql -U sys-
dba -P masterkey -d /opt/data/l portal.gdb -i portal-interbase.sql.

BES with Firebird

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </j ndi - name>
<driver-dat asour ce-j ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver - dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<prop-type>Enuner at ed</ prop-t ype>
<prop- val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nane>di al ect </ pr op- nane>
<pr op-type>Enuner at ed</ prop-t ype>
<pr op-val ue>firebird</prop-val ue>
</ property>
</vi sitransact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c¢
<l og-witer>Fal se</log-witer>
<property>
<pr op- nane>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>org.firebirdsql.jdbc. FBDriver</ prop-val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>j dbc: firebirdsqgl ://I ocal host/opt/data/l portal.gdb</prop-val ue>
</ property>
<property>
<pr op- nane>user nane</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue>sysdba</ pr op- val ue>
</ property>
<property>
<pr op- nanme>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue>mast er key</ pr op- val ue>
</ property>
</driver-dat asource>
</jndi-definitions>

Copy the JIDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with Firebird
Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
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<j ndi - nanme>j dbc/ Li f er ayPool </j ndi - name>
<connection-url >
jdbc: firebirdsqgl://1ocal host/opt/data/l portal.gdb
</ connection-url >
<driver-class>org.firebirdsql.jdbc. FBDriver</driver-cl ass>
<user - nane>sysdba</ user - nane>
<passwor d>mast er key</ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with Firebird

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addServi ce">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Name">Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
nanme="Dri ver Nane" >org. firebirdsql.jdbc. FBDriver</ Set >
<Set

name="Url ">j dbc: firebirdsql://|ocal host/opt/data/l portal.gdb</Set>
<Set nanme="User " >sysdba</ Set >
<Set nane="Passwor d">mast er key</ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Integer">4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze">15</ Set >
</ New>
</ Arg>
</ Call >
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

JONAS with Firebird

Create adata source bound to jdbc/LiferayPool by editing /conf/jonag/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool

dat asource. url =jdbc: firebirdsqgl://1ocal host/opt/data/l portal.gdb
dat asour ce. cl assnane=org. firebirdsql.jdbc. FBDri ver

dat asour ce. user nane=sysdba
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dat asour ce. passwor d=nast er key
dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with Firebird

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:firebirdsql://localhost/opt/data/l portal .gdb as the URL,
org.firebirdsgl.jdbc.FBDriver as the driver, sysdba as the user name, and masterkey as the password.

OracleAS with Firebird

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/LiferayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="org.firebirdsql.jdbc. FBDriver"
url ="jdbc: firebirdsqgl://1ocal host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
i nactivity-tineout="30"

) schema="dat abase- schenas/"

>

Copy the JDBC driver to /j2ee/lhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with Firebird

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nane="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xal/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="org.firebirdsql.jdbc. FBDriver"
url ="jdbc:firebirdsqgl://1ocal host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
i nactivity-tinmeout="30"

) scherma="dat abase- schenas/"

>

Copy the JIDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.
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Make sure there isn't already another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy
it by removing its xml configuration.

Pramati with Firebird
Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:firebirdsql://local host/opt/data/l portal .gdb as the URL,
org.firebirdsgl.jdbc.FBDriver asthe driver, sysdba as the user name, and masterkey as the password.

Resin with Firebird

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="org.firebirdsql.jdbc.FBDriver">
<url>jdbc: firebirdsql://1ocal host/opt/data/l portal.gdb</url>
<user >sysdba</ user >
<passwor d>mast er key</ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at enent - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<max-idl e-ti ne>30s</ max-idle-tinme>
</ dat abase>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with Firebird

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
nane="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="org.firebirdsqgl.jdbc. FBDriver"
url ="jdbc:firebirdsqgl://1ocal host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
nmax- pool =" 100"

) transactional ="f al se"

>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't already another data source bound to jdbc/LiferayPoal. If there is a duplicate service, undeploy
it by removing its xml configuration.

Sun JSAS with Firebird

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=org.firebirdsqgl.jdbc.FBDriver, url=jdbc:firebirdsql://localhost/opt/data/l portal .gdb, user-
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name=sysdba, and password=masterkey.

Create a data source bound to jdbc/LiferayPool.

Tomcat with Firebird

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.

<Context...>

<Resource

nane="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"

<Resour cePar ans nanme="j dbc/ Li f er ayPool ">

<par amnet er >
<nane>dri ver C assNane</ nanme>
<val ue>org.firebirdsql.jdbc. FBDri ver</val ue>
</ par anet er >
<par anet er >
<nane>ur | </ name>
<val ue>j dbc: firebirdsqgl://1 ocal host/opt/data/l portal.gdb</val ue>
</ par anet er >
<par anet er >
<nane>user nanme</ nane>
<val ue>sysdba</ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>nast er key</ val ue>
</ par anet er >
<par anet er >
<nanme>maxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >

</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalinal/l ocal host/ROOT .xml.

<Context...>
<Resource

/>

nanme="j dbc/ Li f er ayPool "

aut h="Cont ai ner"

t ype="j avax. sql . Dat aSour ce"

driverC assNanme="org. firebirdsql.jdbc. FBDriver"

url ="jdbc: firebirdsqgl://1ocal host/opt/data/l portal.gdb"
user nane="sysdba"

passwor d="nast er key"

maxActi ve="100"

max| dl e=" 30"

maxWai t =" 10000"

</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with Firebird
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Use the Administration Console to do the following:

Create a connection pool using jdbc:firebirdsgl://localhost/opt/data/l portal .gdb as the URL,
org.firebirdsgl.jdbc.FBDriver asthe driver, sysdba as the user name, and masterkey as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with Firebird

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any references in the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=org.firebirdsgl.jdbc.FBDriver,
url=jdbc:firebirdsql://local host/opt/data/l portal .gdb, user=sysdba, and password=masterkey.

Hypersonic

Run the Hypersonic Database Manager and log into the database instance. Cut and paste the contents of portal-
hypersonic.sgl into the manager and excecute the SQL statements.

BES with Hypersonic

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </ j ndi - nane>
<driver-dat asour ce-] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<pr op-type>Enuner at ed</ prop-t ype>
<pr op-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nanme>di al ect </ pr op- nane>
<prop-type>Enuner at ed</ pr op-type>
<pr op- val ue>hyper soni c</ pr op- val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - nane>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-writer>Fal se</log-witer>
<property>
<pr op- name>dri ver </ pr op- name>
<prop-type>String</prop-type>
<prop-val ue>org. hsql db. j dbcDri ver </ pr op- val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>j dbc: hsql db: hsql : / /| ocal host </ pr op- val ue>
</ property>
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<property>
<pr op- name>user nane</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue></ pr op- val ue>

</ property>

<property>
<pr op- nane>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue></ pr op- val ue>

</ property>

</ driver-dat asource>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with Hypersonic

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<connection-url >
j dbc: hsql db: hsql : //1 ocal host
</ connecti on-url >
<driver-cl ass>org. hsqgl db. j dbcDri ver</driver-cl ass>
<user - name></ user - naneg>
<passwor d></ passwor d>
<mi n- pool - si ze>0</ m n- pool - si ze>
</ | ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JIDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with Hypersonic

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. JotnServi ce">
<Set nane="Nane" >Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>
<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set nane="Driver Nanme" >or g. hsql db. j dbcDri ver </ Set >
<Set nane="Url">jdbc: hsqgl db: hsql : / /1 ocal host </ Set >
<Set nanme="User"></ Set >
<Set nane="Password"></ Set >
</ New>
</ Ar g>
<Ar g>
<New
cl ass="or g. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
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<Arg type="Integer">4</Arg>
<Set nanme="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Ar g>
</Call>
</ New>
</ Arg>
</Call>

Copy the JDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

JONAS with Hypersonic

Create a data source bound to jdbc/LiferayPool by editing /conf/jonas/liferay-ds.properties.

dat asour ce. nanme=j dbc/ Li f er ayPool

dat asource. url =j dbc: hsql db: hsql : //1 ocal host
dat asour ce. cl assnanme=or g. hsql db. j dbcDri ver
dat asour ce. user nane=

dat asour ce. passwor d=

dat asour ce. mapper =

Copy the JDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with Hypersonic
Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:hsgldb:hsgl://localhost as the URL, org.hsgldb.jdbcDriver
asthedriver, as the user name, and as the password.

OracleAS with Hypersonic

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com evermn nd. sqgl . Dri ver Manager Dat aSour ce"
name="Li f eray"
| ocati on="j dbc/ Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal Li f er ay XA"
ej b-l ocati on="j dbc/ Li ferayEJB"
connection-driver="org. hsql db. j dbcDri ver"
url ="j dbc: hsql db: hsqgl : //1 ocal host™
user name=""
passwor d=""
i nactivity-timeout="30"

} schenma="dat abase- schenas/"

>

Copy the JIDBC driver to /j2eelhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.
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Orion with Hypersonic

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/LiferayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="org. hsqgl db. j dbcDriver"
url ="j dbc: hsqgl db: hsqgl : //1 ocal host"
user name=""
passwor d=""
i nactivity-tineout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with Hypersonic

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:hsgldb:hsgl://localhost as the URL, org.hsgldb.jdbcDriver
asthedriver, as the user name, and as the password.

Resin with Hypersonic

Create a data source bound to jdbc/LiferayPool and set the proper JIDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="org. hsql db.jdbcDriver">
<url >j dbc: hsql db: hsql : // 1 ocal host </ url >
<user ></ user >
<passwor d></ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connecti ons>
<max-i dl e-ti ne>30s</ max-idle-ti ne>
</ dat abase>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with Hypersonic

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
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nanme="Li f er ayPool "

j ndi - nane="j dbc/ Li f er ayPool "
driver="org. hsql db. jdbcDriver"

url ="j dbc: hsql db: hsqgl : //1 ocal host™
user name=""

passwor d=
max- pool =" 100"
transactional ="f al se"

/>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't already another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy
it by removing its xml configuration.

Sun JSAS with Hypersonic
Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=org.hsgldb.jdbcDriver, url=jdbc:hsgldb: hsql://localhost, username=, and password=.

Create a data source bound to jdbc/LiferayPool.

Tomcat with Hypersonic

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nanme="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"

<Resour cePar ans name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>or g. hsql db. j dbcDri ver </ val ue>
</ par anet er >
<par anet er >
<name>ur | </ name>
<val ue>j dbc: hsql db: hsql : / /| ocal host </ val ue>
</ par anet er >
<par amnet er >
<nane>user name</ nane>
<val ue></val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue></val ue>
</ par anet er >
<par anet er >
<name>maxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5., create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.
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<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driver Cd assNanme="or g. hsql db. j dbcDri ver"
url ="j dbc: hsql db: hsqgl : //1 ocal host™
user name=""
passwor d=""
maxAct i ve="100"
max| dl e="30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with Hypersonic
Use the Administration Console to do the following:

Create a connection pool using jdbc:hsgldb:hsgl://localhost as the URL, org.hsgldb.jdbcDriver asthe driver, asthe
user name, and as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with Hypersonic
Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any references in the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=org.hsgldb.jdbcDriver,
url=jdbc:hsgldb:hsgl://localhost, user=, and password=.

InterBase

Create adatabase in InterBase |ocated at /opt/data/l portal.gdb. At your UNIX shell or DOS prompt, typeisgl -U sys-
dba -P masterkey -d /opt/data/lportal.gdb -i porta-firebird.sql.

BES with InterBase

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - name>
<driver-dat asour ce-] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<pr op-type>Enuner at ed</ prop-type>
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<prop-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- name>di al ect </ pr op- nane>
<prop-type>Enuner at ed</ prop-t ype>
<pr op-val ue>i nt er base</ pr op- val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi ferayDri ver </j ndi - nanme>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-witer>Fal se</log-witer>
<property>
<pr op- name>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>i nterbase.interclient.Driver</prop-val ue>
</ property>
<property>
<pr op- nanme>ur | </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>j dbc:interbase:/ /| ocal host/opt/data/l portal.gdb</prop-val ue>
</ property>
<property>
<pr op- name>user name</ pr op- name>
<prop-type>String</prop-type>
<pr op- val ue>sysdba</ pr op- val ue>
</ property>
<property>
<pr op- nanme>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op- val ue>nast er key</ pr op- val ue>
</ property>
</ driver-dat asour ce>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with InterBase

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - name>
<connection-url >
jdbc:interbase://local host/opt/data/l portal.gdb
</ connection-url >
<driver-class>i nterbase.interclient.Driver</driver-class>
<user - nanme>sysdba</ user - nane>
<passwor d>mast er key</ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.
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Jetty with InterBase

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addServi ce">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Name">Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
nane="Dri ver Nane" >i nterbase.interclient.Driver</Set>
<Set

name="Url ">j dbc: i nterbase:/ /| ocal host/ opt/data/l portal.gdb</Set>
<Set nane="User " >sysdba</ Set >
<Set nane="Passwor d">mast er key</ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Integer">4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze">15</ Set >
</ New>
</ Arg>
</ Call >
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

JONAS with InterBase

Create adata source bound to jdbc/LiferayPool by editing /conf/jonag/liferay-ds.properties.
dat asour ce. nane=j dbc/ Li f er ayPool

dat asource. url =jdbc:interbase://| ocal host/opt/data/l portal.gdb
dat asour ce. cl assname=i nt erbase.interclient.Driver

dat asour ce. user nane=sysdba

dat asour ce. passwor d=nast er key
dat asour ce. mapper =

Copy the JDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with InterBase

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:interbase://localhost/opt/data/l portal .gdb as the URL, in-
terbase.interclient.Driver asthe driver, sysdba as the user name, and masterkey as the password.

OracleAS with InterBase
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Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="interbase.interclient.Driver"
url ="jdbc:interbase://|ocal host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver to /j2eelhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with InterBase

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
name="Li f eray"
| ocati on="j dbc/Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal Li f er ay XA"
ej b-l1 ocati on="j dbc/ Li ferayEJB"
connection-driver="interbase.interclient.Driver"
url ="jdbc:interbase://|ocal host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
i nactivity-timeout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with InterBase
Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:interbase://local host/opt/data/l portal .gdb as the URL, in-
terbase.interclient.Driver as the driver, sysdba as the user name, and masterkey as the password.

Resin with InterBase

Create a data source bound to jdbc/LiferayPool and set the proper JIDBC properties by editing /conf/resin.conf.
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<dat abase>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="interbase.interclient.Driver">
<url >j dbc:interbase://|ocal host/opt/data/l portal.gdb</url>
<user >sysdba</ user >
<passwor d>mast er key</ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at enent - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<max-idl e-ti ne>30s</ max-idle-tinme>
</ dat abase>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with InterBase

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
nane="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="interbase.interclient.Driver"
url ="jdbc:interbase://local host/opt/data/l portal.gdb"
user name="sysdba"
passwor d="nast er key"
max- pool =" 100"

) transactional ="fal se"

>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If thereis a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with InterBase

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=interbase.interclient.Driver, url=jdbc:interbase://local host/opt/data/l portal .gdb, user-
name=sysdba, and password=masterkey.

Create a data source bound to jdbc/LiferayPooal.

Tomcat with InterBase

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nane="j dbc/ Li f er ayPool "
aut h="Cont ai ner"

t ype="j avax. sql . Dat aSour ce"
/>
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<Resour cePar ans nane="j dbc/ Li f er ayPool ">
<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>i nterbase.interclient.Driver</val ue>
</ par anet er >
<par anet er >
<nane>ur | </ name>
<val ue>j dbc: i nterbase:/ /| ocal host/opt/data/l portal.gdb</val ue>
</ par anet er >
<par anet er >
<nane>user name</ nane>
<val ue>sysdba</ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>nast er key</ val ue>
</ par anet er >
<par amnet er >
<nane>nmaxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driverC assNanme="interbase.interclient.Driver"
url ="jdbc:interbase://local host/opt/data/l portal.gdb"
user nanme="sysdba"
passwor d="nast er key"
maxAct i ve="100"
max| dl e="30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with InterBase
Use the Administration Console to do the following:

Create a connection pool using jdbc:interbase://localhost/opt/data/l portal .gdb as the URL, inter-
base.interclient.Driver as the driver, sysdba as the user name, and masterkey as the password.

Create a data source bound to jdbc/LiferayPooal.
Create a Tx data source bound to jdbc/LiferayEJB.
WebSphere with InterBase

Use the Administrative Console: Resources -> JDBC Providers.
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Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=interbase.interclient.Driver,
url=jdbc:interbase://local host/opt/data/l portal .gdb, user=sysdba, and password=masterkey.

JDataStore

Create adatabase in InterBase located at Iportal.jds. At your UNIX shell or DOS prompt, type isgl -U sysdba -P
masterkey -d Iportal.jds -i portal-jdatastore.sql.

BES with JDataStore

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<dri ver-dat asour ce-j ndi nanme>dat asour ces/ JdsLi ferayDri ver</dri ver - dat asour ce-j ndi nane>
<property>
<pr op- name>connect i onType</ pr op- nane>
<prop-type>Enuner at ed</ prop-t ype>
<prop-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nane>di al ect </ pr op- nane>
<pr op-type>Enuner at ed</ prop-type>
<pr op- val ue>j dat ast or e</ pr op- val ue>
</ property>
</vi sitransact - dat asour ce>
<driver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi f erayDri ver </j ndi - name>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c¢
<l og-witer>Fal se</log-witer>
<property>
<pr op- nanme>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>com bor | and. dat ast or e. ) dbc. Dat aSt or eDri ver </ pr op- val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nanme>
<prop-type>String</prop-type>
<pr op-val ue>j dbc: bor | and: dsl ocal : | portal .jds</ prop-val ue>
</ property>
<property>
<pr op- name>user name</ pr op- name>
<prop-type>String</prop-type>
<pr op- val ue>sysdba</ pr op- val ue>
</ property>
<property>
<pr op- nane>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>nmast er key</ pr op- val ue>
</ property>
</driver-datasource>
</jndi-definitions>
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Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with JDataStore

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - name>
<connection-url >
j dbc: borl and: dsl ocal : I portal .| ds
</ connection-url >
<driver-class>com borl and. dat ast ore. j dbc. Dat aSt oreDri ver</dri ver-cl ass>
<user - nane>sysdba</ user - nane>
<passwor d>mast er key</ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with JDataStore

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addServi ce">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Nanme" >Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="or g. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >

<Set
nanme="Dri ver Nane" >com bor | and. dat ast or e. j dbc. Dat aSt or eDri ver </ Set >
<Set name="Url">] dbc: borl and: dsl ocal : | portal .jds</ Set >
<Set nane="User" >sysdba</ Set >
<Set nane="Passwor d">mast er key</ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Integer">4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</Call>
</ New>
</ Arg>
</Call>

Copy the JDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.
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JONnAS with JDataStore

Create a data source bound to jdbc/LiferayPool by editing /conf/jonas/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool

dat asour ce. url =j dbc: borl and: dsl ocal : | portal .jds

dat asour ce. cl assname=com bor | and. dat ast ore. j dbc. Dat aSt or eDri ver
dat asour ce. user nane=sysdba

dat asour ce. passwor d=nast er key

dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JDBC drivers can be found from the database vendor's web site.

JRun with JDataStore

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:borland:dslocal:Iportal .jds as the URL,
com.borland.datastore.jdbc.DataStoreDriver as the driver, sysdba as the user name, and masterkey as the password.

OracleAS with JDataStore

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="com bor| and. dat ast ore. j dbc. Dat aSt oreDri ver"
url ="j dbc: borl and: dsl ocal : | portal .jds"
user name="sysdba"
passwor d="nast er key"
i nactivity-tineout="30"

) schema="dat abase- schenas/"

>

Copy the JDBC driver to /j2ee/lhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with JDataStore

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xal/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="com borl and. dat ast ore. j dbc. Dat aSt oreDri ver"
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url ="j dbc: borl and: dsl ocal : | portal .jds"
user name="sysdba"
passwor d="nast er key"
i nactivity-tinmeout="30"
) schema="dat abase- schenas/"
>

Copy the JIDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with JDataStore
Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:borland:dslocal:Iportal .jds as the URL,
com.borland.datastore.jdbc.DataStoreDriver as the driver, sysdba as the user name, and masterkey as the password.

Resin with JDataStore

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>
<driver type="com borl and. dat astore.jdbc. DataStoreDriver">
<url >j dbc: borl and: dsl ocal : | portal .jds</url >
<user >sysdba</ user >
<passwor d>mast er key</ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at enent - cache- si ze>
<max- connect i ons>20</ max- connecti ons>
<max-idl e-ti ne>30s</ nmax-idle-tine>
</ dat abase>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with JDataStore

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
name="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="com borl and. dat ast ore. j dbc. Dat aSt oreDri ver"
url ="j dbc: borl and: dsl ocal : | portal .jds"
user nane="sysdba"
passwor d="nast er key"
max- pool =" 100"
transactional ="fal se"
/>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

56



Installation and Setup

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with JDataStore

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=com.borland.datastore.jdbc.DataStoreDriver, url=jdbc:borland:dslocal:Iportal .jds, user-
name=sysdba, and password=masterkey.

Create a data source bound to jdbc/LiferayPooal.

Tomcat with JDataStore

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nane="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
type="j avax. sql . Dat aSour ce"

<Resour cePar anms name="j dbc/ Li f er ayPool " >
<par anet er >
<name>dri ver C assName</ nane>
<val ue>com bor| and. dat ast ore. j dbc. Dat aSt or eDri ver </ val ue>
</ par anet er >
<par anet er >
<name>ur | </ nanme>
<val ue>j dbc: bor | and: dsl ocal : | portal . jds</val ue>
</ par anet er >
<par anet er >
<nane>user nane</ nane>
<val ue>sysdba</ val ue>
</ par anet er >
<par anet er >
<name>passwor d</ nane>
<val ue>nast er key</ val ue>
</ par anet er >
<par anet er >
<name>maxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5., create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource

nane="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
dri ver C assNanme="com bor | and. dat ast or e. j dbc. Dat aSt or eDri ver"
url ="j dbc: borl and: dsl ocal : | portal .jds"
user name="sysdba"
passwor d="nast er key"
maxAct i ve="100"
max| dl e="30"
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max\Wai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with JDataStore

Use the Administration Console to do the following:

Create a connection pool using jdbc:borland:dslocal:Iportal.jds as the URL,
com.borland.datastore.jdbc.DataStoreDriver as the driver, sysdba as the user name, and masterkey as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with JDataStore

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are
driver=com.borland.datastore.jdbc.DataStoreDriver, url=jdbc:borland:dslocal:Iportal .jds, user=sysdba, and pass-
word=masterkey.

MySQL

Create adatabase in MySQL called Iportal. At your UNIX shell or DOS prompt, type mysql lportal < portal-
mysql.sql.

Note

Asof version 1.8.0, the old JDBC driver org.gjt.mm.mysql.Driver is replaced with the latest JDBC driver
com.mysgl.jdbc.Driver. The old driver stored booleansin columns of type enum('t', 'f*), the new driver
stores booleans in columns of type tinyint.

To manually update your column type, execute the SQL command alter table TableName modify column column-
Name tinyint;. To automatically update all your tables, execute the SQL script updatel.7.5-1.8.0-mysql.sqgl. Follow
the additional instructions from this post if you're having character encoding issues.

BES with MySQL

Create adata source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>
<driver-dat asour ce-] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
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<pr op- nanme>connect i onType</ pr op- nane>
<prop-type>Enuner at ed</ pr op-type>
<prop-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nane>di al ect </ pr op- nane>
<pr op-type>Enuner at ed</ prop-type>
<pr op-val ue>nysql </ pr op- val ue>
</ property>
</vi sitransact - dat asour ce>
<driver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi f erayDri ver </j ndi - name>
<dat asour ce- cl ass- nanme>or g. apache. commons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce- ¢
<l og-witer>Fal se</log-witer>
<property>
<pr op- name>dri ver </ pr op- nanme>
<prop-type>String</prop-type>
<pr op-val ue>com nysql .| dbc. Dri ver </ pr op-val ue>
</ property>
<property>
<pr op- nane>ur | </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>j dbc: nysql : / /| ocal host /| port al ?useUni code=t r ue&anp; char act er Encodi ng=UTF- 8</ pr
</ property>
<property>
<pr op- name>user name</ pr op- nanme>
<prop-type>String</prop-type>
<pr op- val ue>t est </ pr op- val ue>
</ property>
<property>
<pr op- nane>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>t est </ prop- val ue>
</ property>
</ driver-dat asource>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with MySQL

Create adata source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<connecti on-url >
j dbc: nysql ://1ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8
</ connecti on-url >
<driver-class>com nysql .jdbc. Driver</driver-cl ass>
<user - name>t est </ user - nane>
<passwor d>t est </ passwor d>
<mi n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JIDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.
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Jetty with MySQL
Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Name">Transacti onMyr </ Set >
<Cal | nanme="addDat aSource">
<Ar g>j dbc/ Li f er ayPool </ Ar g>
<Ar g>
<New
cl ass="or g. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set nane="Driver Name">com nysql . j dbc. Dri ver </ Set >
<Set
name="Url " >j dbc: mysql ://1 ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8</ Set
<Set nane="User" >t est </ Set >
<Set nane="Password">t est </ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze">15</ Set >
</ New>
</ Arg>
</ Call >
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

JONAS with MySQL

Create adata source bound to jdbc/LiferayPool by editing /conf/jonag/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool

dat asource. url =j dbc: nysql : / /1 ocal host/ | portal 2useUni code=t r ue&char act er Encodi ng=UTF- 8
dat asour ce. cl assnanme=com nysql . j dbc. Dri ver

dat asour ce. user nanme=t est

dat asour ce. passwor d=t est

dat asour ce. mapper =

Copy the JDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with MySQL

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jd-
bc:mysql://local host/I portal 2useUnicode=true& characterEncoding=UTF-8 as the URL, com.mysql.jdbc.Driver as
the driver, test as the user name, and test as the password.

OracleAS with MySQL
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Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="com mnysqgl .jdbc.Driver"

url ="jdbc: nysql ://1 ocal host/I portal 2useUni code=t r ue&char act er Encodi ng=UTF- 8"
user name="test"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver to /j2eelhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with MySQL

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
name="Li f eray"
| ocati on="j dbc/Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal Li f er ay XA"
ej b-l ocati on="j dbc/ Li ferayEJB"
connection-driver="com nysql . jdbc. Driver"

url ="jdbc: nysql : / /1 ocal host /| portal 2useUni code=t r ue&char act er Encodi ng=UTF- 8"
user name="t est"
password="test"
i nactivity-timeout="30"

) schema="dat abase- schenas/"

>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with MySQL

Use the Management Console to do the following:
Create a data source bound to jdbc/LiferayPool using jd-

be:mysql://loca host/I portal 2useUnicode=true& characterEncoding=UTF-8 as the URL, com.mysql.jdbc.Driver as
the driver, test as the user name, and test as the password.

Resin with MySQL
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Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="com nysql.jdbc.Driver">
<url >j dbc: mysql ://1 ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8</ ur | >
<user >t est </ user >
<passwor d>t est </ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<mex-idl e-ti me>30s</ max-idle-tine>
</ dat abase>

Copy the IDBC driver to /lib. JIDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with MySQL

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
name="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="com nysql.jdbc.Driver"
url ="jdbc: nysql ://1ocal host/| portal 2useUni code=t r ue&char act er Encodi ng=UTF- 8"
user name="test"
password="test"
max- pool =" 100"
transacti onal ="f al se"
/>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with MySQL

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=com.mysqg|l.jdbc.Driver,
url=jdbc:mysql://local host/I portal 2useUni code=true& characterEncoding=UTF-8, username=test, and password=test.

Create a data source bound to jdbc/LiferayPool.

Tomcat with MySQL

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalinal/localhost/liferay.xml.
<Context...>
<Resour ce
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
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t ype="j avax. sql . Dat aSour ce"

<Resour cePar ans nanme="j dbc/ Li f er ayPool ">
<par amnet er >
<nane>dri ver C assNanme</ nane>
<val ue>com nysql . j dbc. Dri ver </ val ue>
</ par anet er >
<par anet er >
<nane>ur | </ nanme>
<val ue>j dbc: nysql : / /1 ocal host /| port al 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8</ val ue>
</ par anet er >
<par anet er >
<nane>user nane</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<nane>nmaxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource
nane="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driverd assNanme="com nysql . j dbc. Dri ver"
url ="jdbc: nysql ://1ocal host/| portal 2useUni code=t r ue&char act er Encodi ng=UTF- 8"
user name="t est"
password="test"
maxAct i ve="100"
max| dl e="30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with MySQL
Use the Administration Console to do the following:

Create a connection pool using jdbc:mysql://local host/I portal 2useUnicode=true& characterEncoding=UTF-8 as the
URL, com.mysgl.jdbc.Driver as the driver, test as the user name, and test as the password.

Create a data source bound to jdbc/LiferayPooal.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with MySQL

Use the Administrative Console: Resources -> JDBC Providers.
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Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=com.mysql.jdbc.Driver,
url=jdbc:mysql://local host/I portal 2useUni code=true& characterEncoding=UTF-8, user=test, and password=test.

Oracle

Create adatabase in Oracle called Iportal. The Oracle 9 and 10 dump scripts are available here
[http://www .liferay.com/web/guest/downl oads] .

Note: Do not use the default Liferay JDBC driver! The Liferay Driver was required in previous versions to work
around a bug in Oracle. Thisis no longer required.

Y ou must use the Oracle 10g driver located in classes12.jar whether or not you are using Oracle 9 or Oracle 10. The
location of classesl2.jar isusualy at /oracle/product/10.2.0/db_1/jdbc/lib/classes12.jar but may be different depend-
ing on the directory where you installed Oracle.

BES with Oracle

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>
<driver-dat asour ce-] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nanme>connect i onType</ pr op- nane>
<pr op-type>Enuner at ed</ prop-type>
<pr op-val ue>Di rect </ prop-val ue>
</ property>
<property>
<pr op- nanme>di al ect </ pr op- nane>
<prop-type>Enuner at ed</ pr op-type>
<pr op- val ue>or acl e</ pr op- val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - nane>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-witer>Fal se</log-witer>
<property>
<pr op- name>dri ver </ pr op- nanme>
<prop-type>String</prop-type>
<prop-val ue>com liferay.jdbc.LiferayDriver</prop-val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<prop-val ue>j dbc: oracl e: t hi n: @ocal host : 1521: orcl </ pr op- val ue>
</ property>
<property>
<pr op- hame>user name</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>t est </ prop- val ue>
</ property>
<property>
<pr op- name>passwor d</ pr op- nane>
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<prop-type>String</prop-type>
<prop- val ue>t est </ pr op- val ue>
</ property>
</ driver-dat asour ce>
</jndi-definitions>

Copy the JIDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with Oracle

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </ j ndi - name>
<connection-url >
j dbc: oracl e:thin: @ocal host: 1521: orcl
</ connection-url >
<driver-class>com |liferay.jdbc.LiferayDriver</driver-class>
<user - name>t est </ user - nanme>
<passwor d>t est </ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with Oracle

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. plus. Jot nServi ce">
<Set nane="Name">Tr ansacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
name="Dri ver Name">com | i feray. jdbc. Li ferayDri ver</ Set >
<Set

nanme="Url ">j dbc: oracl e: t hi n: @ ocal host: 1521: or cl </ Set >
<Set nane="User" >t est </ Set >
<Set nane="Passwor d" >t est </ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
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</Call>
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

JONAS with Oracle

Create a data source bound to jdbc/LiferayPool by editing /conf/jonas/liferay-ds.properties.

dat asour ce. name=j dbc/ Li f er ayPool

dat asource. url =j dbc: oracl e: t hi n: @ ocal host: 1521: orcl
dat asour ce. cl assname=com | i feray. j dbc. Li ferayDri ver
dat asour ce. user nanme=t est

dat asour ce. passwor d=t est

dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with Oracle
Use the Management Console to do the following;:

Create a data source bound to jdbc/LiferayPool using jdbc:oracle:thin: @l ocalhost:1521:orcl asthe URL,
com.liferay.jdbc.LiferayDriver asthe driver, test as the user name, and test as the password.

OracleAS with Oracle

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nane="Li f eray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="comliferay.jdbc.LiferayDriver"
url ="j dbc: oracl e: thin: @ocal host: 1521: orcl "
user name="t est"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JDBC driver to /j2ee/lhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with Oracle

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.
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<dat a- sour ce
cl ass="com everni nd. sql . Dri ver Manager Dat aSour ce"
name="Li f eray"
| ocati on="j dbc/ Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal/ Li f er ay XA"
ej b-l1 ocati on="j dbc/ Li ferayEJB"
connection-driver="comliferay.dbc.LiferayDriver"
url ="j dbc: oracl e:thin: @ocal host: 1521: orcl "
user name="t est"
password="test"
i nactivity-timeout="30"
schema="dat abase- schemas/ "

/>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with Oracle
Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:oracle:thin: @l ocalhost:1521:orcl asthe URL,
com.liferay.jdbc.LiferayDriver asthe driver, test as the user name, and test as the password.

Resin with Oracle

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - narme>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="comliferay.jdbc.LiferayDriver">
<url >j dbc: oracl e: thi n: @ocal host: 1521: orcl </ url >
<user >t est </ user >
<passwor d>t est </ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at enent - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<max-idl e-ti ne>30s</ max-idle-tinme>
</ dat abase>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with Oracle

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
nane="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="comliferay.jdbc.LiferayDriver"
url ="j dbc: oracl e:thin: @ocal host: 1521: orcl "
user nanme="test"
password="test"
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max- pool =" 100"
transacti onal ="f al se"
/>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with Oracle

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=com.liferay.jdbc.LiferayDriver, url=jdbc:oracle:thin: @localhost:1521:orcl, username=test,
and password=test.

Create a data source bound to jdbc/LiferayPooal.

Tomcat with Oracle

For Tomcat 5.0., create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nanme="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
type="j avax. sql . Dat aSour ce"

<Resour cePar ans name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>com liferay.jdbc. LiferayDriver</val ue>
</ par anet er >
<par amnet er >
<nane>ur | </ nanme>
<val ue>j dbc: oracl e: thi n: @ocal host: 1521: orcl </ val ue>
</ par anet er >
<par anet er >
<nane>user nanme</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<name>passwor d</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par amnet er >
<nane>nmaxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.
<Context...>

<Resource
nane="j dbc/ Li f er ayPool "
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aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driverC assNanme="com |iferay.jdbc.LiferayDriver"
url ="j dbc: oracl e:thin: @ocal host: 1521: orcl "
user name="test"
password="t est"
maxAct i ve="100"
max| dl e="30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with Oracle
Use the Administration Console to do the following:

Create a connection pool using jdbc:oracle:thin: @localhost: 1521:orcl asthe URL, com.liferay.jdbc.LiferayDriver as
the driver, test as the user name, and test as the password.

Create a data source bound to jdbc/LiferayPooal.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with Oracle

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=com.liferay.jdbc.LiferayDriver,
url=jdbc:oracleithin: @localhost: 1521:orcl, user=test, and password=test.

PostgreSQL

Create adatabase in PostgreSQL called Iportal. At your UNIX shell, type psql -d |portal -f portal-postgresql.sql.
BES with PostgreSQL

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>
<driver-dat asour ce- ] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nanme>connect i onType</ pr op- nane>
<pr op-type>Enuner at ed</ prop-t ype>
<pr op-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nanme>di al ect </ pr op- nane>

69



Installation and Setup

<prop-type>Enuner at ed</ pr op-type>
<pr op- val ue>post gr esql </ pr op- val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - nane>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-writer>Fal se</log-witer>
<property>
<pr op- name>dri ver </ pr op- name>
<prop-type>String</prop-type>
<pr op-val ue>or g. postgresql . Dri ver </ prop-val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>j dbc: post gresql : / /1 ocal host/| port al </ prop-val ue>
</ property>
<property>
<pr op- hame>user name</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>t est </ pr op- val ue>
</ property>
<property>
<pr op- name>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<prop- val ue>t est </ pr op- val ue>
</ property>
</ driver-dat asour ce>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with PostgreSQL

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </j ndi - name>
<connection-url >
j dbc: postgresql ://1 ocal host/| porta
</ connecti on-url >
<driver-class>org. postgresql.Driver</driver-cl ass>
<user - name>t est </ user - nanme>
<passwor d>t est </ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with PostgreSQL

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.
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<Cal | nanme="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce">
<Set nane="Nanme" >Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>
<Ar g>
<New
cl ass="or g. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set nane="Driver Nane">or g. postgresql . Dri ver </ Set >
<Set
name="Ur| " >j dbc: postgresql : //1 ocal host/ | portal </ Set >
<Set nane="User ">t est </ Set >
<Set nane="Password">t est </ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="or g. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</Call>
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.

JONAS with PostgreSQL

Create a data source bound to jdbc/LiferayPool by editing /conf/jonas/liferay-ds.properties.

dat asour ce. name=j dbc/ Li f er ayPool

dat asour ce. url =j dbc: postgresql : / /1 ocal host/| port al
dat asour ce. cl assname=or g. post gresql . Dri ver

dat asour ce. user nanme=t est

dat asour ce. passwor d=t est

dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with PostgreSQL

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:postgresql://locahost/Iportal asthe URL,
org.postgresgl.Driver as the driver, test as the user name, and test as the password.

OracleAS with PostgreSQL

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source . .
cl ass="com everni nd. sql . Dri ver Manager Dat aSour ce"
nane="Li f eray"
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| ocati on="j dbc/ Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="org. postgresql.Driver"
url ="j dbc: postgresql://local host/| portal"
user name="t est"
password="test"
i nactivity-tinmeout="30"
schema="dat abase- schemas/ "

/>

Copy the JDBC driver to /j2eelhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with PostgreSQL

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray”
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="org. postgresql.Driver"
url ="j dbc: postgresql://local host/| portal"
user name="t est"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with PostgreSQL

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:postgresql://localhost/Iportal asthe URL,
org.postgresgl.Driver as the driver, test as the user name, and test as the password.

Resin with PostgreSQL

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="org.postgresqgl.Driver">
<url >j dbc: postgresql ://1 ocal host/I| portal </ url >
<user >t est </ user >
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<passwor d>t est </ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<mex-idl e-ti me>30s</ max-idle-tine>
</ dat abase>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with PostgreSQL

Create adata source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
nane="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="org. postgresql.Driver"
url ="j dbc: postgresql ://local host/| portal"
user name="test"
password="test"
max- pool =" 100"
transacti onal ="f al se"
/>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with PostgreSQL

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=org.postgresgl.Driver, url=jdbc:postgresqgl://local host/I portal, username=test, and pass-
word=test.

Create a data source bound to jdbc/LiferayPool.

Tomcat with PostgreSQL

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nane="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"

<Resour cePar anms name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver C assNane</ nanme>
<val ue>or g. post gresql . Dri ver </ val ue>
</ par anet er >
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<par anet er >
<name>ur | </ name>
<val ue>j dbc: post gresql : / /1 ocal host /| portal </ val ue>

</ par anet er >

<par anet er >
<nane>user name</ nane>
<val ue>t est </ val ue>

</ par anet er >

<par anet er >
<nane>passwor d</ nane>
<val ue>t est </ val ue>

</ par anet er >

<par anet er >
<name>maxAct i ve</ nane>
<val ue>20</ val ue>

</ par anet er >

</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driver Cl assName="or g. postgresqgl . Dri ver"
url ="j dbc: postgresql://local host/| portal"
user name="t est"
password="test"
maxAct i ve="100"
max| dl e="30"
max\Wai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the IDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with PostgreSQL

Use the Administration Console to do the following:

Create a connection pool using jdbc:postgresql://localhost/Iportal asthe URL, org.postgresql.Driver as the driver,
test as the user name, and test as the password.

Create a data source bound to jdbc/LiferayPooal.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with PostgreSQL

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

74



Installation and Setup

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=org.postgresql.Driver,
url=jdbc:postgresql://localhost/Iportal, user=test, and password=test.

SAP

Create adatabase in SAP called Iportal. Load the script named portal-sap.sql.
BES with SAP

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<driver-dat asour ce-j ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<prop-type>Enuner at ed</ prop-type>
<pr op-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- nanme>di al ect </ pr op- nane>
<prop-type>Enuner at ed</ pr op-type>
<pr op- val ue>sapdb</ pr op- val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - name>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-witer>Fal se</log-witer>
<property>
<pr op- nane>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>com sap. dbt ech. j dbc. Dri ver SapDB</ pr op- val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>j dbc: sapdb: // | ocal host/| port al </ prop-val ue>
</ property>
<property>
<pr op- hame>user name</ pr op- name>
<prop-type>String</prop-type>
<pr op-val ue>t est </ prop- val ue>
</ property>
<property>
<pr op- nanme>passwor d</ pr op- nanme>
<prop-type>String</prop-type>
<prop- val ue>t est </ pr op- val ue>
</ property>
</driver-dat asour ce>
</jndi-definitions>

Copy the JDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with SAP

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.
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<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </j ndi - name>
<connection-url >
j dbc: sapdb:/ /1 ocal host/ I porta
</ connection-url >
<driver-class>com sap. dbtech. j dbc. Dri ver SapDB</ dri ver - cl ass>
<user - name>t est </ user - nane>
<passwor d>t est </ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with SAP

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | name="addServi ce">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. Jot nServi ce" >
<Set nane="Name" >Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="or g. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >

<Set
nanme="Dri ver Nane" >com sap. dbt ech. j dbc. Dri ver SapDB</ Set >
<Set nanme="Url">j dbc: sapdb:// | ocal host/| portal </ Set>
<Set nane="User ">t est </ Set >
<Set nane="Password" >t est </ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</Call>
</ New>
</ Arg>
</Call>

Copy the JDBC driver for to /lib. JIDBC drivers can be found from the database vendor's web site.

JONnAS with SAP

Create adata source bound to jdbc/LiferayPool by editing /conf/jonag/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool
dat asour ce. url =j dbc: sapdb: // | ocal host /| portal
dat asour ce. cl assname=com sap. dbt ech. j dbc. Dri ver SapDB
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dat asour ce. user nane=t est
dat asour ce. passwor d=t est
dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JIDBC drivers can be found from the database vendor's web site.

JRun with SAP

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:sapdb://localhost/Iportal asthe URL,
com.sap.dbtech.jdbc.DriverSapDB as the driver, test as the user name, and test as the password.

OracleAS with SAP

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sqgl . Dri ver Manager Dat aSour ce"
nanme="Li feray”
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xa/ Li f er ay XA"
ej b-l1 ocati on="j dbc/ Li f erayEJB"
connection-driver="com sap. dbt ech. jdbc. Dri ver SapDB"
url ="j dbc: sapdb:// | ocal host/ | portal "
user name="t est"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>

Copy the JDBC driver to /j2ee/lhome/lib. IDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Orion with SAP

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="com sap. dbt ech. j dbc. Dri ver SapDB"
url ="j dbc: sapdb:// | ocal host/| portal "
user nanme="test"
password="test"
i nactivity-tinmeout="30"

) schema="dat abase- schenas/"

>
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Copy the JDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with SAP

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:sapdb://localhost/Iportal asthe URL,
com.sap.dbtech.jdbc.DriverSapDB as the driver, test as the user name, and test as the password.

Resin with SAP

Create a data source bound to jdbc/LiferayPool and set the proper JIDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="com sap. dbtech.jdbc. Driver SapDB">
<ur | >j dbc: sapdb: / /| ocal host /I portal </ url >
<user >t est </ user >
<passwor d>t est </ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connecti ons>
<max-i dl e-ti nme>30s</ nmax-idle-ti ne>
</ dat abase>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with SAP

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
name="Li f er ayPool "
j ndi - nane="j dbc/ Li f er ayPool "
driver="com sap. dbt ech. j dbc. Dri ver SapDB"
url ="j dbc: sapdb:// | ocal host/| portal "
user name="t est"
password="test"
max- pool =" 100"
transacti onal ="f al se"

/>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with SAP

Use the Administration Console to do the following:
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Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=com.sap.dbtech.jdbc.DriverSapDB, url=jdbc:sapdb://localhost/Iportal, username=test, and
password=test.

Create a data source bound to jdbc/LiferayPooal.

Tomcat with SAP

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
nane="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
type="j avax. sql . Dat aSour ce"

<Resour cePar anms name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>com sap. dbt ech. j dbc. Dri ver SapDB</ val ue>
</ par anet er >
<par anet er >
<nane>ur | </ nanme>
<val ue>j dbc: sapdb: / /| ocal host/ | portal </ val ue>
</ par anet er >
<par anet er >
<nane>user nane</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<name>passwor d</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<nane>nmaxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5., create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/ROOT .xml.

<Context...>
<Resource
nane="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
dri ver Cl assNanme="com sap. dbt ech. j dbc. Dri ver SapDB"
url ="j dbc: sapdb:/ /| ocal host/ | portal "
user name="t est"
password="t est"
maxAct i ve="100"
max| dl e="30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.
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WebLogic with SAP

Use the Administration Console to do the following:

Create a connection pool using jdbc:sapdb://localhost/Iportal asthe URL, com.sap.dbtech.jdbc.DriverSapDB as the
driver, test as the user name, and test as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with SAP

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any referencesin the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class hame.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are
driver=com.sap.dbtech.jdbc.DriverSapDB, url=jdbc:sapdb://localhost/Iportal, user=test, and password=test.

SQL Server

Create adatabase in SQL Server called Iportal. Use Enterprise Manager to load the script named portal-
sql-server.sql.

BES with SQL Server

Create a data source bound to jdbc/LiferayPool by editing jndi-definitions and creating liferay.dar. DAR files are
custom to BES. Y ou can use the BES Deployment Descriptor Editor to create the DAR file.

<j ndi -definitions>
<vi si transact - dat asour ce>
<j ndi - nanme>j dbc/ Li f er ayPool </ j ndi - nane>
<driver-dat asour ce-] ndi nane>dat asour ces/ JdsLi ferayDri ver</dri ver-dat asour ce-j ndi nane>
<property>
<pr op- nane>connect i onType</ pr op- nane>
<pr op-type>Enuner at ed</ pr op-t ype>
<pr op-val ue>Di r ect </ pr op- val ue>
</ property>
<property>
<pr op- name>di al ect </ pr op- nane>
<prop-type>Enuner at ed</ prop-type>
<pr op-val ue>sql server </ prop-val ue>
</ property>
</ vi si transact - dat asour ce>
<dri ver-dat asour ce>
<j ndi - nane>dat asour ces/ JdsLi ferayDri ver </ ndi - nane>
<dat asour ce- cl ass- nane>or g. apache. conmons. dbcp. cpdsadapt er. Dri ver Adapt er CPDS</ dat asour ce-c
<l og-witer>Fal se</| og-witer>
<property>
<pr op- name>dri ver </ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>net . sourceforge.jtds.jdbc. Driver</prop-val ue>
</ property>
<property>
<pr op- name>ur | </ pr op- nane>
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<prop-type>String</prop-type>
<prop-val ue>j dbc:jtds: sql server://I|ocal host/| portal </ prop-val ue>
</ property>
<property>
<pr op- name>user nane</ pr op- nane>
<prop-type>String</prop-type>
<pr op-val ue>t est </ prop- val ue>
</ property>
<property>
<pr op- name>passwor d</ pr op- nane>
<prop-type>String</prop-type>
<prop- val ue>t est </ pr op- val ue>
</ property>
</driver-dat asource>
</jndi-definitions>

Copy the JIDBC driver to a path that can be picked up by BES. JDBC drivers can be found from the database
vendor's web site.

JBoss with SQL Server

Create a data source bound to jdbc/LiferayPool by editing liferay-ds.xml.

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<connection-url >
jdbc:jtds:sqgl server://local host/|porta
</ connecti on-url >
<driver-class>net.sourceforge.jtds.jdbc. Driver</driver-class>
<user - nane>t est </ user - nane>
<passwor d>t est </ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Copy the JIDBC driver for to /server/default/lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Jetty with SQL Server

Create a data source bound to jdbc/LiferayPool by editing /etc/jetty.xml.

<Cal | nane="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. JotnServi ce">
<Set nane="Nane" >Tr ansacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
nanme="Dri ver Nane" >net . sourceforge. jtds.jdbc. Driver</Set>
<Set

name="UWrl">j dbc:jtds: sql server://local host/| portal </ Set >
<Set nane="User" >t est </ Set >
<Set nane="Password">t est </ Set >
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</ New>
</ Arg>
<Ar g>
<New
cl ass="or g. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</Call>
</ New>
</ Arg>
</Call>

Copy the JIDBC driver for to /lib. IDBC drivers can be found from the database vendor's web site.

JONAS with SQL Server

Create a data source bound to jdbc/LiferayPool by editing /conf/jonas/liferay-ds.properties.

dat asour ce. nane=j dbc/ Li f er ayPool

datasource. url =jdbc:jtds:sqgl server:/ /| ocal host/| portal
dat asour ce. cl assnanme=net . sourceforge.jtds.jdbc. Driver
dat asour ce. user nane=t est

dat asour ce. passwor d=t est

dat asour ce. mapper =

Copy the JIDBC driver for to /lib/ext. JDBC drivers can be found from the database vendor's web site.

JRun with SQL Server

Use the Management Console to do the following:

Create a data source bound to jdbc/LiferayPool using jdbc:jtds:sglserver://localhost/Iportal asthe URL,
net.sourceforge.jtds.jdbc.Driver as the driver, test as the user name, and test as the password.

OracleAS with SQL Server

Create adata source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJIB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- sour ce
cl ass="com everm nd. sql . Dri ver Manager Dat aSour ce"
nanme="Li feray"
| ocati on="j dbc/ Li f er ayCor e"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa-| ocati on="j dbc/ xa/ Li f er ay XA"
ej b-1 ocati on="j dbc/ Li f erayEJB"
connection-driver="net.sourceforge.jt
url ="jdbc:jtds:sql server://|ocal host/
user name="t est"
password="test"
i nactivity-tineout="30"
schema="dat abase- schenas/"

ds.jdbc.Driver"
| portal™

/>

Copy the JDBC driver to /j2eelhome/lib. IDBC drivers can be found from the database vendor's web site.
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Make sure there isn't already another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy
it by removing its xml configuration.

Orion with SQL Server

Create a data source bound to jdbc/LiferayPool, create a Tx data source bound to jdbc/LiferayEJB, and set the prop-
er JDBC properties by editing /config/data-sources.xml.

<dat a- source
cl ass="com everm nd. sqgl . Dri ver Manager Dat aSour ce"
nanme="Li f eray"
| ocati on="j dbc/ Li f erayCore"
pool ed- | ocati on="j dbc/ Li f er ayPool "
xa- | ocati on="j dbc/ xal Li f er ay XA"
ej b-l1 ocati on="j dbc/ Li ferayEJB"
connection-driver="net.sourceforge.jt
url ="jdbc:jtds: sqgl server://local host/
user name="t est"
password="test"
i nactivity-tineout="30"
schema="dat abase- schemas/ "

.jdbc. Driver"

ds
| portal ™

/>

Copy the JDBC driver for to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Pramati with SQL Server

Use the Management Console to do the following;:

Create a data source bound to jdbc/LiferayPool using jdbc:jtds:sglserver://locahost/Iportal asthe URL,
net.sourceforge.jtds.,jdbc.Driver as the driver, test as the user name, and test as the password.

Resin with SQL Server

Create a data source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /conf/resin.conf.

<dat abase>
<j ndi - name>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="net.sourceforge.jtds.jdbc.Driver">
<url >jdbc:jtds:sql server://local host/I portal </url >
<user >t est </ user >
<passwor d>t est </ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connect i ons>
<max-idl e-ti me>30s</ max-idle-tine>
</ dat abase>

Copy the JDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

RexIP with SQL Server
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Create adata source bound to jdbc/LiferayPool and set the proper JDBC properties by editing /server.xml.

<dat asour ce
nanme="Li f er ayPool "
j ndi - name="j dbc/ Li f er ayPool "
driver="net.sourceforge.jtds.jdbc.Driver"
url ="jdbc:jtds:sql server://1ocal host/I portal”
user name="t est"
password="test"
max- pool =" 100"

} transactional ="f al se"

>

Copy the JIDBC driver to /lib. JDBC drivers can be found from the database vendor's web site.

Make sure there isn't another data source bound to jdbc/LiferayPool. If there is a duplicate service, undeploy it by
removing its xml configuration.

Sun JSAS with SQL Server

Use the Administration Console to do the following:

Create a connection pool org.apache.commons.dbcp.BasicDataSource as the data source class. The pool properties
are driverClassName=net.sourceforge.jtds.jdbc.Driver, url=jdbc:jtds.sqlserver://localhost/Iportal, username=test, and
password=test.

Create a data source bound to jdbc/LiferayPooal.

Tomcat with SQL Server

For Tomcat 5.0.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/localhost/liferay.xml.
<Context...>
<Resour ce
name="j dbc/ Li f er ayPool "

aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"

<Resour cePar ans name="j dbc/ Li f er ayPool " >
<par anet er >
<nane>dri ver C assNanme</ nane>
<val ue>net . sourceforge.jtds.jdbc. Driver</val ue>
</ par anet er >
<par anet er >
<nane>ur | </ nanme>
<val ue>j dbc: jtds: sql server://1ocal host/| portal </val ue>
</ par anet er >
<par anet er >
<nane>user name</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>t est </ val ue>
</ par anet er >
<par anet er >
<nane>maxAct i ve</ nane>
<val ue>20</ val ue>
</ par anet er >
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</ Resour cePar ans>
</ Cont ext >

For Tomcat 5.5.x, create a data source bound to jdbc/LiferayPool by editing /conf/Catalina/l ocal host/ROOT .xml.
<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driver C assNane="net . sourceforge.jtds.jdbc.Driver"
url ="jdbc:jtds:sql server://local host/I portal"
user name="test"
password="test"
maxAct i ve="100"
max| dl e=" 30"
maxWai t =" 10000"
/>
</ Cont ext >

For Tomcat 5.0.x and 5.5.x, copy the JDBC driver to /common/lib. JDBC drivers can be found from the database
vendor's web site.

WebLogic with SQL Server

Use the Administration Console to do the following:

Create a connection pool using jdbc:jtds:sglserver://localhost/Iportal as the URL, net.sourceforge.jtds.jdbc.Driver as
the driver, test as the user name, and test as the password.

Create a data source bound to jdbc/LiferayPool.

Create a Tx data source bound to jdbc/LiferayEJB.

WebSphere with SQL Server

Use the Administrative Console: Resources -> JDBC Providers.

Create a new user-defined JDBC provider. Remove any references in the class path. Set
org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS as the implementation class name.

Copy commons-dbcp.jar, commons-pool.jar, and your JDBC driver to /AppServer/lib/ext.

Create a data source bound to jdbc/LiferayPool. The custom properties are driver=net.sourceforge.jtds.jdbc.Driver,
url=jdbc:jtds:sglserver://localhost/Iportal, user=test, and password=test.

Upgrade to new versions of Liferay

Liferay provides default upgrade scripts to make it easier to upgrade to new versions of Liferay.

Run the upgrade scripts

1. Gototheext/sgl directory and run ant build-db. Thiswil automataically upgrade your database.
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Note: If you have modified Liferay's default tables, you may need to customize the upgrade script according to
your implementation. Upgrade scripts are located in the ext/sgl/update-* folders.

Regenerate classes

If you auto-generated classes using service.xml, you will need to paste in the new version of the DTD and gener-
ate your classes again.

Upgrading Themes from 3.6.1to 4.0.0

See Chapter 4: Theme Building for instructions on upgrading your theme from 3.6.1 to 4.0.0.

Mail Servers

Liferay Portal Enterprise can integrate with Washington IMAP+Sendmail, Cyrus IMAP+Postfix, and Dove-
cot+Postfix. Support for integration with Microsoft Exchange and other IMAP servers are planned and will be im-
plemented in the near future.

The portal synchronizes with the mail server's user authentication by adding a mail server account when a portal ac-
count is added, deleting a mail server account when a portal account is deleted, and updating a mail server account
when a portal account is updated. To do this, the portal must have privileges to modify and to update the mail serv-
er's user database.

The portal must also keep track of how email addresses map to certain accounts. For example, in the default installa-
tion, the portal mapstheuserid| i f eray. com 1 totheemail addresst est @i f eray. com

One possible deployment scenario isto run the mail EJBs on the mail server and run the portal EJBs on the web
server. In this case, the mail server and web server are two different machines. The portal EIBs will give abstract
commands (add/del ete/update user) to the remote mail EJBsto carry out. The mail EJBS then run the appropriate
system commands for the specific mail server and operating system.

Another possible deployment scenario is to have the mail EJBs and portal EJBs run on the same machine. This can
all be configured by editing por t al . properti es.

Users access their email through an IMAP server. Accessis limited to IMAP so that the portal does not have to be
programmed to know where to persist the mail.

Washington IMAP+Sendmail

1. Install Sendmail and Expect on your mail server. Expect allows you to add, delete, or update usersin one com-
mand. An example script for Red Hat isincluded in /mail-ejb/scripts/redhat.

2. Configure /portal-ejb/classes/portal .properties for your mail server.

3. Thefollowing instructions assume:
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* The server envronment is linux

e Theserver nameiscaled PORTAL_HOST

* Youareloggedin asroot

e Thedistribution is Liferay Portal Professional 3.2.0 (Bundled with Tomcat)
» Tomcat isinstalled at /usr/local/tomcat

e Tomcat is running under the user named tomcat, group name tomcat

e You areusing sendmail for email

» Portal sendmail users are created under the path /home/liferay/users

* sendmail isrunning on PORTAL_HOST

# Install expect command
apt-get install expect

# G ve tonctat user a password
passwd tontat

#gi ve tontat user a |login shell
vi /etc/passwd
toncat : x: 500: 500: : /usr/ | ocal /tontat : / bi n/ bash

# Use sudo to allow tontat to add users
vi sudo

Defaults | ogfile=/var/l og/sudol og
Def aul ts: t ontat timestanp_tinmeout=-1, passwd tries=1
toncat ALL=/usr/sbin/adduser, /usr/sbin/userdel, /usr/bin/passwd

# Enabl e UWi map
vi /etc/xinet.d/imp

# default: off
# description: The | MAP service allows renmpte users to access their nmail using
\

# an | MAP client such as Mutt, Pine, fetchmail, or Netscape \
# Communi cat or.
service i mp
{
socket _type = stream
wai t = no
user = root
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server = /usr/shin/impd
| og_on_success += HOST RATI ON

log _on_failure += HOST
di sabl e

no

# Restart the xinetd deanpn
/etc/rc.d/init.d/ xinetd restart

# Add Tontat mail/ Mil Session settings
vi fusr/local/tontat/conf/Catalinal/local host/Iliferay.xm

<par anet er >
<nanme>nai | . snt p. host </ nanme>
<val ue>l ocal host </ val ue>

</ par anet er >

<par amnet er >
<nane>mai | . i map. host </ nane>
<val ue>l ocal host </ val ue>

</ par anet er >

<par anet er >
<nane>mai | . st ore. pr ot ocol </ nane>
<val ue>i map</ val ue>

</ par anet er >

<par anet er >
<nane>nmi | . transport. protocol </ nanme>
<val ue>snt p</ val ue>

</ par anet er >

<par amnet er >
<nane>nai | . pop3. host </ name>
<val ue>l ocal host </ val ue>

</ par anet er >

# Make the email mapping table witable by tontat
chnod 664 fetc/mail/virtusertable

chnod 664 /etc/mail/virtusertable.db

chgrp tonctat /etc/mail/virtusertable

# Create lucent paths
nkdir /usr/local/tontat/liferay/lucene

# Create sendmail users path
nkdir /hore/liferay
nkdir /home/liferay/users

chown -R tontat /hone/liferay
chgrp -R tontat /hore/liferay
chnod -R 660 [ hore/liferay

# Create custom portal properties
# see http://ww.liferay.con static/content/portal.properties.htm
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vi /usr/local/tontat/comon/cl asses/ portal -ext. properties

mai | . hook. i mpl =com liferay.mail.util.Sendmail Hook

mai | . nx. updat e=t r ue

mai | . hook. sendnmai | . add. user=/usr/| ocal /t ontat/ bi n/ aut ouseradd %1%
mai | . hook. sendnmai | . change. passwor d=/ usr/ 1 ocal / t ontat/ bi n/ aut opasswd %1% %%
mai | . hook. sendnmi | . del et e. user=/usr/ | ocal /tontat/bi n/ aut ouserdel %1%
mai | . hook. sendnmai | . home=/ hone/ | i f eray/ users

mai | . hook. sendrai | . virtusertabl e=/etc/ mail/virtusertable

mai | . box. styl e=nmai | /

mai | . user nane. repl ace=true

passwor ds. al | ow. di cti onary. wor d=f al se

mai | . j unk-mai | . war ni ng. si ze=512000

mai | . t rash. war ni ng. si ze=512000

mai | . attachment s. max. si ze=3072000

mai | . audit.trail =r oot @ORTAL_HCST

lucene.dir /usr/local/tonctat/liferay/lucene/

# Create change password conmmand
vi /usr/local/tontat/bin/autopasswd

#!/ usr/ bi n/ expect -f
set password [lindex $argv 1]

spawn sudo /usr/bin/passwd [lindex $argv 0]
expect -i  $spawn_id "password: "

sleep .5

send "$password\r"

expect "password:"W

sleep .5
send "$password\r"”
expect eof

# Create user add command
vi /usr/local/tontat/bin/ aut ouser add

#!/ usr/ bi n/ expect -f

# 1lst argunment is the user id to add.

# Note: setting mail.username.replace=true in

/ conmon/ cl asses/ portal - ext. properties

# wll replace the ."s with 's in userid, which is required for |inux

set userid [lindex $argv 0]
spawn sudo /usr/shin/adduser $userid -s /bin/false
expect eof
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# Create user renove command
vi /usr/local/tontat/bin/ aut ouserdel

#!/ usr/ bi n/ expect -f

# 1st argunment is the user id to renmove

# Note: setting mail.usernane.replace=true in

/ conmon/ cl asses/ portal - ext. properties

# will replace the ."s with _'s in userid, which is required for |inux

set userid [lindex $argv O]
spawn sudo /usr/sbin/userdel -r $userid
expect eof

# Set conmand file perm ssions

chnod 700 /usr/ | ocal /tontat/ bi n/ aut opasswd
chown tontat /usr/local/tontat/bin/autopasswd
chgrp tontat /usr/local/tontat/bin/autopasswd
chnmod 700 /usr/ | ocal /tontat/bin/aut ouser add
chown tonctat /usr/local/tontat/bin/autouseradd
chgrp tontat /usr/local/tontat/bin/autouseradd
chnod 700 /usr/local /tontat/ bi n/ aut ouser del
chown tontat /usr/local/tontat/bin/autouserdel
chgrp tonctat /usr/local/tontat/ bin/ autouserdel

# Activate tontat sudo, so it never pronpts again

su tontat

/usr/ |l ocal /tontat/bin/aut ouseradd baduser nane

/usr/ |l ocal /tontat/bin/aut opasswd badusernane asst 1453
/usr/local /tontat/ bi n/aut ouserdel badusername

exit

Cyrus IMAP+Postfix

1. Install Fedora Core 4 [http://fedora.redhat.com/].
For aminimal installation, choose to install a custom server. Deselect all packages groups. Select the package
groups: Text-based Internet, Mail Server, DNS Name Server, FTP Server, MySQL Database, Network Servers,
Development Tooals, Legacy Software Development, Administration Tools, and System Tools.
Make sure the following RPMs are also selected. The packages cyrus-imapd and cyrus-imapd-utils are only
available in Fedora Core 2 and Fedora Core 4. They were not part of Fedora Core 1 and needed to be compiled
manually. In Fedora Core 4, they were moved to Extras and you will need to use yum to install these packages.
Mail Server: +cyrus-imapd, +cyrus-imapd-utils
MySQL Database: +mysql-server
Development Tools: +expect

2. Update Fedora. This may take awhile even if you have afast connection.
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rpm --import /usr/share/rhn/RPM-GPG-KEY -fedora

yum list

yum upgrade

Turn off Sendmail.

chkconfig --level 3 sendmail off

/etc/rc.d/init.d/sendmail stop

Edit /etc/sysconfig/saslauthd.

Replace MECH=shadowwith MECH=pam

Turn on Cyrus SASL.

chkconfig --level 3 saslauthd on

/etc/rc.d/init.d/saslauthd start

Download Cyrus IMAP. If you are using Fedora Core 2 or later, you can use the RPMs from Fedora: cyrus-
imapd and cyrus-imapd-utils. If you are using Fedora Core 1 or an earlier version of Red Hat, download cyrus-
imapd-2.1.16-6.src.rpm [http://www.invoca.ch/pub/packages/cyrus-imapd/2.1/cyrus-imapd-2.1.16-6.src.rpm]
and build the RPM for your environment from the source distribution.

Build Cyrus IMAP.

rpmbuild --rebuild cyrus-imapd-2.1.16-6.src.rpm

Install Cyrus IMAP.

rpm -i cyrus-imapd-2.1.16-6.i386.rpm

rpm -i cyrus-imapd-utils-2.1.16-6.i386.r pm

Turn on Cyrus IMAP.

chkconfig --level 3 cyrus-imapd on

[etc/re.d/init.d/cyrus-imapd start

Download the source distribution of Postfix [http://ftp.wl0.org/official/2.1/SRPM S/postfix-2.1.6-1.src.rpm].
Install Postfix with support for MySQL and Cyrus SASL.

rpm -ivh postfix-2.1.6-1.src.rpm

cd /usr/src/redhat/SOURCES

bash

export POSTFIX_MYSQL_REDHAT=1

export POSTFIX_SASL=2
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export POSTFIX_TLS=1

sh make-postfix.spec

exit

cd /usr/src/redhat/SPECS

rpmbuild -ba postfix.spec

cd /usr/src/redhat/RPM /1386

rpm -i --for ce postfix-2.1.6-1.mysql.sad 2.t1s.fc4.i386.rpm

Download the source distribution of PAM MySQL
[ http:/Iwww.invoca.ch/pub/packages/cyrus-imapd/contrib/pam_mysgl-0.5-0.src.rpm].

Install PAM MySQL.

rpm -ivh pam_mysgl-0.5-0.src.rpm
cd /usr/src/redhat/SPECS
rpmbuild -ba pam_mysgl.spec

cd /usr/src/redhat/RPM S/i386

rpm -i pam_mysql-0.5-0.i386.rpm

Copy /mail-gjb/scripts/fedora/cyrus/mysql_virtual.cf to /etc/postfix/mysgl_virtual.cf. Modify mysgl_virtual.cf
to point to your MySQL database.

Edit /etc/postfix/virtual. Add the lineyour domai n. com anyt hi ng for each virtual domain that Postfix
will manage. A correspending entry is needed in the MySQL database so that email to postmas-
ter@yourdomain.com can be delivered to a Cyrus IMAP account.

Transform /etc/postfix/virtual to aformat Postfix can read.
postmap /etc/postfix/virtual

Edit /etc/postfix/master.cf. Replace the two instances of / cyr us/ bi n/ del i ver with/
usr/lib/cyrus-inmapd/ deliver.Addthesetwo lines:

procmail unix - n n - - pi pe
fl ags=R user=cyrus argv=/usr/bin/procmail -t -m USER=${user}

EXTENSI ON=${ ext ensi on} /hone/cyrus/procmailrc

Edit /etc/postfix/main.cf. Add these lines:

#

# Custom Settings

#

nynetworks = 127.0.0.0/8, 192.168.0.0/16, 128.135.12.7/32

mai | box_command = /usr/bin/procmail -t -a "$EXTENSI ON'
mai | box_transport = procnail
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10.

virtual _maps = hash:/etc/postfix/virtual,
mysql : /etc/ postfix/nysql _virtual.cf

snmtpd recipient _restrictions = pernmt_nynetworks, check client_access
hash: /et c/ postfi x/ pop-before-smp, check_rel ay_donmai ns

Set mynet wor ks to the IPs that are allowed to connect to Postfix. Turn on Postfix.

chkconfig --level 3 postfix on

[etc/rc.d/init.d/postfix start

Copy /mail-gjb/scripts/fedora/cyrus/procmailrc to /home/cyrus/procmailrc. Make sure the cyrus user can access
the script.

chown cyrus:mail /home/cyrus
chown cyrus:mail /home/cyrus/procmailrec.

Copy /mail-gjb/scripts/fedora/cyrus/cyrus adduser to /usr/bin/cyrus_adduser. Edit cyrus_adduser and replace
localhost with the mail server's host name. Make sure the script can be executed.

chmod u+x /usr/bin/cyrus adduser.

Copy /mail-gjb/scripts/fedoral/cyrus/cyrus_userdel to /usr/bin/cyrus_userdel. Edit cyrus userdel and replace loc-
alhost with the mail server's host name. Make sure the script can be executed.

chmod u+x /usr/bin/cyrus_userdel.

Note

If you copy cyrus_adduser and cyrus_userdel from a Windows environment to a Linux environment, you
need to run dos2unix cyrus_adduser to convert the file so that Linux can read the file correctly.

Edit /etc/pam.d/pop so that POP authentication is checked viaMySQL . Remove the current lines and add these
lines:

#YPAM 1. 0

auth sufficient pamnysql.so user=dbuser passwd=dbpassword host=127.0.0.1
db=cyrus

t abl e=CyrusUser usercol um=user|d passwdcol um=password_ crypt =0

account required pam nysql.so user=dbuser passwd=dbpassword host=127.0.0.1
db=cyrus
t abl e=CyrusUser usercol um=userld passwdcol um=password_ crypt =0

Edit /etc/pam.d/imap so that IMAP authentication is checked via MySQL . Remove the current lines and add
theselines:

#9%AM 1. 0

auth sufficient pamnysql.so user=dbuser passwd=dbpassword host=127.0.0.1
db=cyrus

t abl e=CyrusUser usercol um=userld passwdcol um=password_ crypt =0

account required pam nysql.so user=dbuser passwd=dbpassword host=127.0.0.1
db=cyrus
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11.

12.

13.

t abl e=CyrusUser usercol um=user|d passwdcol um=password_ crypt =0

Turn on MySQL.

chkconfig --level 3 mysgld on

/etc/rc.d/init.d/mysgld start

Configure MySQL so that it can be accessed by the username dbuser and password dbpassword.
use mysql;

insert into user values ('127.0.0.1', " dbuser", password(" dbpassword"), " Y","Y","Y", "Y", "Y", "Y",
TYTLTYTTY LYY Y Y YT,

Create the database and tables that will be used to authenticate IMAP users.
create database cyrus;

use cyrus;

createtable CyrusUser (userld varchar (75) not null primary key, password_ var char (75) not null );

createtable CyrusVirtual ( emailAddress varchar (75) not null primary key, userld varchar(75) not null

);

The Expect scriptscyr us_adduser andcyr us_user del that are used to add and delete Cyrus IMAP
users require a default cyrus user to authenticate with.

insert into CyrusUser (userld, password_) values (‘cyrus, 'cyrus password');

Every virtual domain requires a postmaster @yourdomain.com entry so that email to postmas-
ter@yourdomain.com can be delivered to a Cyrus IMAP account.

insert into CyrusVirtual (emailAddress, userld) values (‘postmaster @your domain.com’,
'your_domain_1');

Create adefault account for your_domain_1.

insert into CyrusUser (userld, password_) values ('your_domain_1', 'your_password');

insert into CyrusVirtual (emailAddress, userld) values (‘joe.blogs@yourdomain.com', 'your _domain_1");
quit;

cyrus adduser cyrus password your_domain_1

Turn on SpamAssassin.

chkconfig --level 3 spamassassin on

/etc/rc.d/init.d/spamassassin start

Download ClamAYV [http://crash.fce.vutbr.cz/crash-hat/3/clamav/clamav-0.86.1-1.i386.rpm].

Install ClamAV.
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14.

15.

rpm -i clamav-0.86.1-1.i386.rpm
Turn on ClamAV.

chkconfig --level 3 clamd on
/etc/rc.d/finit.d/clamd start
Download ClamAssassin [http://drivel.com/clamassassin/clamassassin-1.2.2.tar.gz].
Install ClamAssassin.

gunzip clamassassin-1.2.2.tar.gz
tar xvf clamassassin-1.2.2.tar

cd clamassassin-1.2.2

Jconfigure

cp clamassassin /usr/local/bin

Edit /usr/local/bin/clamassassin.

Set SUBJECTHEADto "[ VI RUS] ".

Copy /mail-gjb/scripts/fedora/cyrus/procmail _vacation to /usr/local/bin/procmail _vacation. Make sure the
script can be executed.

chmod u+x /usr/local/bin/procmail_vacation.

Download SendEmail [http://caspian.dotconf.net/menu/Software/ SendEmail/sendEmail-v1.52.tar.gz] .
Install SendEmail.

gunzip sendEmail-v1.52.tar.gz

tar xvf sendEmail-v1.52.tar

cd sendEmail-v1.52

chmod u+x sendEmail

chown cyrus:mail sendEmail

cp sendEmail /usr/local/bin

Download the source distribution of Pop-before-smtp [http://sourceforge.net/projects/popbsmtp].
Pop-before-smtp requires perl-TimeDate and perl-Net-Netmask.

Install perl-TimeDate from the distributed RPM.

Install perl-Net-Netmask.

perl -MCPAN -e‘install Net::Netmask'

Install Pop-before-smtp.
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gunzip pop-before-smtp-1.38.tar.gz

tar xvf pop-before-smtp-1.38.tar

cd pop-before-smtp-1.38

chown root:root *

cp pop-befor e-smtp.init /etc/rc.d/init.d/pop-before-smtp
cp pop-before-smtp /usr/shin/

cp pop-befor e-smtp-conf.pl /etc

Edit /etc/pop-before-smtp-conf.pl by uncommenting and modifying certain sections so it matches the following
information.

$dbfile = '/etc/postfix/pop-before-sntp';
$grace = 120*60;

# Set the log file we will watch for pop3d/inmapd records.
$file_tail{'name'} = "'/var/log/maillog";

# For Cyrus (including a tweak for I P addrs that don't resolve):
$pat = "~(... .. ..o ) VSt (?2:pop3d|imapd)\[\d+\]:
Turn on Pop-before-smtp.
chkconfig --level 3 pop-before-smtp on
/etc/rc.d/init.d/pop-before-smtp start
16. Restart your mail server.

shutdown -r now

Dovecot+Postfix

First build a generic Liferay email hook, ShellHook.java, that shells out al of the email methods. Y ou install it by
adding these lines to portal-ext.properties: mai | . hook. i mpl =com liferay. mail.util. Shel | Hook

mai | . hook. shel | . scri pt=/usr/sbin/ miladm n. ksh
mai | . box. styl e=I NBOX

We next built a generic Korn Shell Script, mailadmin.ksh, that implements each method for Dovecot, or any other
email system you want. It supports an interactive command line interface for testing:

mai | admi n. ksh --hel p
mai | admi n. ksh
mai | admi n. ksh addForward [userld] [enunil Addresses]

mai | adm n. ksh addUser [userld] [password] [firstNanme] [m ddl eNanme] [ ast Nane]
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[ emai | Addr ess]

mai | adm n. ksh addVacati onMessage [userld] [emnil Address] [vacati onMessage]
mai | admi n. ksh del et eEmai | Addr ess [user | d]

mai | adm n. ksh del et eUser [userld]

mai | admi n. ksh updat eBl ocked [user|d] [blockedEmail Address]

mai | adm n. ksh updat eEmai | Address [userld] [enail Address]

mai | admi n. ksh updat ePassword [userld] [password]

All of the codeisin SVYN. mailadmin is at: mail-gb/scripts/fedora/lksh/mailadmin.ksh Here are the step-by-step in-
stallation instructions:

# Edit SASL-auth authentication to use MySQL with the Postfix setup

vi /etc/pamd/smp

#YPAM 1. 0

auth sufficient pamnysql.so user=DBUSR passwd=DBPASSWD host =127.0. 0.1 db=mai |
t abl e=post fi x_users usercol um=enmai | passwdcol utm=cl ear crypt=0

account required pam mnmysql.so user=DBUSR passwd=DBPASSWD host=127.0.0.1

db=rai | tabl e=postfix_users usercol um=email| passwdcol utmm=cl ear crypt=0

# CONFI GURE VVAI L USER AND EMAI L PATHS

groupadd -g 510 vnail

useradd -u 510 -g vrmail vmail
nkdir -p /var/vmail/EMAI LDOVAI N
chown -R vmail:vmail /var/vmail
chnmod -R 770 [var/vmai |

# Add vrmail user to tontat group and tontat user to vnail group

# Note the vmail uid, 510, is inserted into the postfix_users table bel ow
vi [etc/group

t ontat : x: 500: vnai |

vmai | : x: 510: t ontat

# CONFlI GURE MYSQL
# Add DBUSR to MySql database for managi ng enail tables

nysqgl -u root -p

use nysql;

insert into user values ('127.0.0.1', "DBUSR', ol d_password("DBPASSW'), "Y",
IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII' IIYII);

commt;

qui t

# Login as enmail user and build enmnil database, "mail", and postfix tables
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nysgl -u DBUSR -p

create database nail;
use mail ;

CREATE TABLE postfix_alias (
idint(11) unsigned NOT NULL auto_increnent,
alias varchar(128) NOT NULL default "',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)

) TYPE=MyI SAM

CREATE TABLE postfix_relocated (
idint(11) unsigned NOT NULL auto_increnent,
emai | varchar(128) NOT NULL default "',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)

) TYPE=MyI SAM

CREATE TABLE postfix_transport (
idint(11) unsigned NOT NULL auto_increnent,
domai n varchar(128) NOT NULL default '',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (id),
UNI QUE KEY donai n (donai n)

) TYPE=My| SAM

CREATE TABLE postfix_users (
idint(11) unsigned NOT NULL auto_increnent,
emai | varchar(128) NOT NULL default "',
cl ear varchar(128) NOT NULL default '',
crypt varchar(128) NOT NULL default "',
nane tinytext NOT NULL,
uid int(11) unsigned NOT NULL default '1004',
gid int(11) unsigned NOT NULL default '1004',
honedi r tinytext NOT NULL,
mai | dir tinytext NOT NULL,
guota tinytext NOT NULL,
access enum('Y' ,"'N ) NOT NULL default "Y',
postfix enum('Y ,"'N ) NOT NULL default "Y',
PRI MARY KEY (i d),
UNI QUE KEY email (emmail)

) TYPE=MyI SAM

CREATE TABLE postfix_virtual (
idint(11) unsigned NOT NULL auto_increnent,
emai | varchar (128) NOT NULL default '',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)

) TYPE=MyI SAM

CREATE TABLE postfix_access (

idint(10) unsigned NOT NULL auto_increnent,

source varchar(128) NOT NULL default '',

access varchar(128) NOT NULL default '',

type enum('recipient'," sender', ' client') NOT NULL default 'recipient',
PRI MARY KEY (id)
) TYPE=My| SAM

commi t;
# Add an enmmil donmin

I NSERT | NTO " postfix_transport™ VALUES
(3, EMAILDOVAIN , "virtual :");
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# Add an emmil user (automated by Liferay using Shell Hook, and nmil adm n. ksh)

# vmail uid is 510

I NSERT | NTO " postfix_users’™ VALUES

(17,' LI FERAYUSR@EMAI LDOVAI N, ' LI FERAYPWD , "' ,"'"',510,510,"'/var/vmail',"' EMAI LDOVAI N/ LI FERAYLU
# Add an emnil forward

I NSERT | NTO "postfix_virtual = VALUES

(27,' LI FERAYLOGQ N , ' LI FERAYUSR@EMAI LDOVAI N ) ;

comm t;
qui t

# CONFI GURE POSTFI X

cd /etc/postfix/
rm-rf ssl/
rm-rf sasl/

vi [etc/postfix/nysql-aliases.cf
user = DBUSR

password = DBPASSWD

dbnane = nmail

table = postfix_alias

select field = destination
where_field = alias

hosts = 127.0.0.1

vi [etc/postfix/nysqgl-client.cf

user = DBUSR

password = DBPASSWD

dbnane = nai

table = postfix_access

select field = access

where field = source

addi tional _conditions = and type = 'client
hosts = 127.0.0.1

vi [etc/postfix/nysql-recipient.cf

user = DBUSR

password = DBPASSWD

dbname = nmi

table = postfix_access

select _field = access

where field = source

addi tional conditions = and type = 'recipient
hosts = 127.0.0.1

vi [etc/postfix/nysql-relocated.cf
user = DBUSR

password = DBPASSWD

dbname = mai l

table = postfix_rel ocated

select _field = destination

where field = emil

hosts = 127.0.0.1
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vi [etc/postfix/nysqgl-sender. cf

user = DBUSR

password = DBPASSWD

dbnane = nai

table = postfix_access

select _field = access

where field = source

addi tional _conditions = and type = 'sender'
hosts = 127.0.0.1

vi [etc/postfix/nysql-transport.cf
user = DBUSR

password = DBPASSWD

dbnane = nai

table = postfix_transport

select field = destination

where field = domain

hosts = 127.0.0.1

vi /etc/postfix/nysqgl-virtual-gid.cf
user = DBUSR

password = DBPASSWD

dbname = mai l

table = postfix_users

select _field = gid

where field = enail

addi tional _conditions = and postfix ="'y
hosts = 127.0.0.1

vi /etc/postfix/nysqgl-virtual - maps. cf
user = DBUSR

password = DBPASSWD

dbname = mai l

table = postfix_users

select field = maildir

where field = email

addi tional _conditions = and postfix ="'y
hosts = 127.0.0.1

vi [etc/postfix/nysql-virtual-uid.cf
user = DBUSR

password = DBPASSWD

dbname = il

tabl e = postfix_users

select field = uid

where field = email

addi ti onal _conditions = and postfix ="'y
hosts = 127.0.0.1

vi [etc/postfix/nysql-virtual.cf
user = DBUSR

password = DBPASSWD

dbnane = nmail

tabl e = postfix_virtual

select field = destination
where field = email

hosts = 127.0.0.1

chnod 640 /etclpostfix/nysql-*
chown root: postfix /etc/postfix/nysql-*

vi [etc/postfix/min.cf
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# see /usr/share/postfix/main.cf.dist for a coomented, fuller version of this
file.

# Do not change these directory settings - they are critical to Postfix
operati on.

command_directory = /usr/sbin

daenon_directory = /usr/libexec/postfix

programdirectory = /usr/libexec/ postfix

smt pd_banner = $nyhost nane ESMIP $mai | _nane

set gi d_group post dr op

biff = no

append_dot _mydonain = no

nyhost name = EMAI LDOVAI N

nyorigin = $nmyhost nanme

nydestinati on = EMAI LDOVAI N, $transport_naps

rel ayhost =

nmynet works = 127.0.0.0/8

mai | box_comand =

mai | box_size Iimt =0

recipient_delimter = +

snt pd_sasl _auth_enabl e = yes

sntpd _recipient _restrictions = permt_sasl_authenticated, pernit_mynetworKks,
rej ect _unauth_destination

snt pd_sasl _security_options = noanonynous

snt pd_sasl | ocal donal n = $nyhost nane

broken_sasl _auth clients = yes

sntpd_recipient_restrictions = permt_mynetworks, permt_sasl_authenticated,
check_reci pi ent _access mnysqgl :/etc/postfix/nmysql-recipient.cf,
rej ect _unauth_destination, permt

snt pd_sender _restrictions = check_sender_access

nysql : /et c/ postfix/mysql -sender. cf

sntpd_client _restrictions = check client_access

nmysql :/etc/ postfix/mysqgl-client.cf

alias_maps = nysql :/etc/postfix/nysql-aliases.cf

rel ocated _naps = nysql:/etc/postfix/nysql-rel ocated. cf
transport _maps = nysql:/etc/postfix/nmysqgl-transport.cf

virtual _nmaps = nysql:/etc/postfix/nysql-virtual.cf
virtual _nmail box_base = /var/vnmai

virtual _mail box_maps = nysql :/etc/ postfix/nysql-virtual - maps. cf
virtual _uid_maps = nysql:/etc/postfix/mnmysql-virtual -uid.cf
virtual _gid maps = nysql :/etc/postfix/mysql-virtual-gid.cf

| ocal _recipient_maps = $alias_maps $virtual _nmail box_naps

chnod 644 [ etc/postfix/ min.cf
chown root:root /etc/postfix/min.cf

vi /etc/postfix/naster.cf
sntp inet n - n - - snt pd

pi ckup fifo n - n 60 1 pi ckup
cl eanup uni x n - n - 0 cl eanup
gngr fifo n - n 300 1 gngr
rewite uni x - - n - - trivial-rewite
bounce uni x - - n - 0 bounce
def er uni x - - n - 0 bounce
trace uni x - n - 0 bounce
verify uni x - - n - 1 verify
flush uni x n - n 10007 0 flush
proxymap unix - - n - - pr oxynap
sntp uni x - - n - - sntp

rel ay uni x - - n - - sntp
showg uni x n - n - - showg




Installation and Setup

error uni x - - n - - error

| ocal uni x - n n - - | oca
vi rtual uni x - n n - - virtua
[mp uni x - - n - - [mp
anvi | uni x - - n - 1 anvi
mai l drop unix - n n - - pi pe

fl ags=DRhu user=vnai | argv-/usr/local/bin/naildrop -d ${recipient}

ol d-cyrus unix - n n pi pe

flags=R user=cyrus argv=/usr/lib/cyrus- |napd/dellver -e -m ${ext ensi on}
${user}

cyrus uni x - n - pi pe
$?ser—§yrus ar gv= /usr/l|b/cyrus |napd/del|ver -e -r ${sender} -m ${extension}

user

uucp uni x - n n - pi pe

fl ags=Fghu user=uucp argv=uux -r -n -z -a$sender - $next hop! rmail . postfix
($reci pient)

i fmail uni x - n - pi pe
flags=F user=ftn argv= /usr/llbllfna|ll|fnall -r $next hop ($recipient)
bsnt p uni x - n

pi
flags=Fg. user=foo argv= /usr/local/sbln/bsntp -f $sender $nexthop $reci pi ent
procmail unix - n i pe
fl ags=R user=cyrus argv= /usr/b|n/procna|l -t -n1USER—${user}
EXTENSI ON=${ ext ensi on} /home/ cyrus/procnailrc

chnod 644 /etc/postfix/ mster.cf
chown root:root /etc/postfix/master.cf

# CONFI GURE DOVECOT
cd

wget

http://dag. w eers. com packages/ dovecot/ dovecot-0.99. 13-1. 1. el 3.rf.i386.rpm
apt-get install rh-postgresql-1libs

rpm-Uvh dovecot-0.99.13-1.1.el3.rf.i386.rpm

vi [/etc/dovecot. conf

protocols = imaps pop3s i map pop3

ssl _disable = yes

ssl _cert file = /etc/ssl/certs/dovecot. pem

ssl key file = /etc/ssl/private/dovecot. pem
login = imap

| ogi n_executable = /usr/libexec/dovecot/i map-1ogin
l ogin = pop3

| ogi n_executable = /usr/|ibexec/dovecot/pop3-1ogin
mai | _extra_groups = nai

default _mail_env = maildir:/var/vmail/%l/ %/ Mail dir
i map_execut abl e /usr/libexec/ dovecot/i map
pop3_execut abl e /usr/libexec/ dovecot/ pop3

auth = default

aut h_mechani sms = plain

aut h_default _real m = EMAI LDOVAI N

aut h_userdb nysqgl /etc/dovecot-nysql.conf

aut h_passdb nysqgl /etc/dovecot-nysql.conf

aut h_user = root

aut h_verbose = yes
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vi /etc/dovecot-nysql . conf
db_host = 127.0.0.1

db_port = 3306

db = mai l

db_user = DBUSR

db_passwd = DBPASSWWD

db client flags =0

default _pass_schene = PLAIN

password_query = SELECT cl ear FROM postfix _users WHERE emai| = '%@d' or

emai | = ' % @MAI LDOVAI N

user_query = SELECT maildir, uid, gid FROM postfix _users WHERE emai | = ' %@d'
or enanil = '%@NAl LDOVAI N

# CONFI GURE LI FERAY

# configure mail adm n. ksh
cp mail adm n. ksh /usr/sbin
vi  /usr/sbin/mailadmn. ksh

DOVAI N=EMAI LDOVAI N # Donmmi n bei ng managed

MYSQL_ USERNAVE=DBUSR # MySQ user

MYSQL_ PASSWORD=DBPASSWVD # MySQ. password

TOMCAT_UI D=500 # Mail File Creation user id - tontat
VMAI L_Gd D=510 # Mail File Creation group id - vmail
chnod 750 [ usr/sbin/miladm n. ksh

chown tontat:tontat /usr/sbin/miladmn. ksh

# create mailadnin log file

t ouch /var/ | og/ mail adm n. | og
chnod 660 /var/| og/ mai |l adm n. | og
chown tontat:tonctat /var/log/ nail adm n.| og

# configure liferay to use nmil adm n. ksh

vi /usr/local/tontat/comon/cl asses/ portal -ext. properties
mai | . hook. i mpl =com i feray. mail.util. Shel |l Hook
mai | . hook. shel | . scri pt=/usr/sbin/miladm n. ksh
mai | . box. styl e=I NBOX

# update these JARs with |atest from SVN HEAD
/usr/local/tontat/comon/lib/ext/mail-ejb.jar -> add
comliferay.nail.util.ShellHook. cl ass
/usr/local/tontat/comon/lib/ext/portal-ejb.jar -> update
comliferay.portal.util.PropsUil.class
/usr/local/tonctat/comon/lib/ext/portal-ejb.jar -> update
comliferay.util.StringUil.class

# Configure Tontat

#add nmmil/ Mail Sessi on settings
vi [/usr/local/tontat/conf/Catalina/local host/Iliferay.xm
<par amet er >
<nane>mai | . snt p. host </ nane>
<val ue>l ocal host </ val ue>
</ par anet er >
<par anet er >
<nane>mai | . i map. host </ nanme>
<val ue>l ocal host </ val ue>
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</ par anet er >

<par anet er >
<nane>mai | . st ore. pr ot ocol </ nanme>
<val ue>i map</val ue>

</ par anet er >

<par anet er >
<nane>nmi | . t ransport. protocol </ nanme>
<val ue>snt p</ val ue>

</ par anet er >

<par anet er >
<nane>mai | . pop3. host </ nane>
<val ue>| ocal host </ val ue>

</ par anet er >

# Enabl e autostart on reboots
chkconfig postfix on
chkconfi g dovecot on

# Verify Install Conmands

tail -f 50 /var/log/maillog
tail -f 50 /var/l og/ messages

# Restart sasl authd before Postfix, so that Postfix doesn't start with

# a bad SASL setup, otherwise it doesn't answer sntp requests
/etc/init.d/ saslauthd restart

# make sure saslauthd restarts
ps -ef | grep saslauthd | grep -v grep

# make sure postfix restarts
/etc/init.d/ postfix restart
ps -ef | grep postfix | grep -v grep

# make sure dovecot restarts
/etc/init.d/ dovecot restart
ps -ef | grep dovecot | grep -v grep

r eboot

# make sure everything starts

ps -ef | grep postfix | grep -v grep
ps -ef | grep dovecot | grep -v grep
ps -ef | grep saslauthd | grep -v grep
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# Test SMIP by sending an email to LI FERAYUSR@ENAI LDOVAI N

tel net |ocal host 25

EHLO EMAI LDOVAI N

MAIL FROM t est @ est. com

RCPT TO LI FERAYUSR@ENAI LDOVAI N
DATA

Test msg

qui t

# Test SMIP by sending an emmil to alias LIFERAYLOG N

tel net | ocal host 25
EHLO EMAI LDOVAI N

MAI L FROM t est @ est. com
RCPT TO. LI FERAYLOG N
DATA

Test mnsg

qui t

#TEST | MAP by | ogging in as LI FERAYUSR@MAI LDOVAI N

tel net | ocal host imap

LOG N LI FERAYUSR@ENAI LDOVAI N LI FERAYPWD
STATUS "1 NBOX" ( MESSACES)

SELECT "1 NBOX"

FETCH 1 BODY[ HEADER]

LOGOUT

X X X X X

Test using usedld without a Domain nane
el net | ocal host inmap

LOG N LI FERAYUSR LI FERAYPWD

STATUS "1 NBOX" ( MESSACES)

SELECT "1 NBOX"

FETCH 1 BODY[ HEADER]

LOGOUT

X X X X X 3t

Microsoft Exchange

Coming soon...

Multiple Portal Instances

Liferay was built from the ground up to be used by application service providers. The following is a sample list of
portals running off of one portal instance hitting one database and shows the capabilities of Liferay: ht-
tp://demo.liferay.net, http://my.ccuc.net, http://my.3sixteen.com, http://www.gatewayfriends.org, ht-
tp://www.jasonandiris.com. Usersin each of these portals have no information about the other portals. They are sep-
arated by domain and each portal existsin its own space based on the company'sid.
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JBoss+Jetty

Coming soon...

JBoss+Tomcat

Edit C:\Windows\system32\drivers\etc\hosts so that www.al pha.com and www.beta.com resolve to your local
machine. Thiswill help in testing the setup.

127.0.0.1 www. al pha. com
127.0.0.1 ww. beta. com

Install JBoss+Tomcat.
Rename /server/default/depl oy/ext.ear/portal -web-complete.war to portal -web-alphawar.
Copy /server/default/depl oy/ext.ear/portal-web-al pha.war to portal -web-beta.war.

Edit /server/default/depl oy/ext.ear/portal -web-al pha.war/WEB-INF/web.xml and change the value of the com-
pany id to alpha.com.

<cont ext - par an»
<par am nane>conpany_i d</ par am nanme>
<par am val ue>al pha. conx/ par ant val ue>
</ cont ext - par anp

On startup, the portal will create the necessary database entries and create a default user account with
t est @l pha. comastheloginandt est asthe password.

Repeat this step for /server/default/depl oy/ext.ear/portal-web-beta.war/WEB-INF/web.xml but replace al-
pha.com with beta.com.

Edit /server/default/depl oy/ext.ear/portal -web-al pha.war/WEB-I NF/jboss-web.xml to add the context root and
virtual host.

<j boss- web>
<security-donai n>j ava: /j aas/ Port al Real nx/ security-domai n>
<cont ext - r oot >/ </ cont ext - r oot >
<vi rtual - host >ww. al pha. conx/ vi rt ual - host >

</ j boss- web>

Repeat this step for

/ server/defaul t/depl oy/ ext. ear/ portal - web- bet a. war/VEB- | NF/ j boss-web. xm
but replace al pha.comwi th beta.com

Edit /server/default/deploy/ext.ear/META-INF/application.xml.

Remove the old reference to portal-web-complete.war and add the references to portal -web-al pha.war and
portal-web-beta.war.

<nmodul e>
<web>
<web- uri >port al - web- al pha. war </ web- uri >

106



Installation and Setup

<cont ext - root >/ </ cont ext - r oot >
</ web>
</ nodul e>
<nodul e>
<\web>
<web- uri >port al - web- bet a. war </ web-uri >
<cont ext - r oot >/ </ cont ext - r oot >
</ web>
</ nodul e>

7. Edit /server/default/deploy/jbossweb-tomcat50.sar/server.xml to add the alpha and beta hosts.
<Engi ne name="j boss. web" def aul t Host =" ww. al pha. com' >

<Host name="www. al pha. cont

'<'D'ef aul t Cont ext cooki es="true" crossContext="true" override="true"

/>
</ Host >
<Host nane="ww. bet a. cont
'<i3éf aul t Cont ext cooki es="true" crossContext="true" override="true"
/>
</ Host >
</ Engi ne>

8. Start JBosstTomcat and access the portals with your browser at http://www.al pha.com and ht -
t p: // www. bet a. com Your user login and password combinationsaret est @l pha. com t est and
test @eta.comtest.

Jetty

Coming soon...

Orion

1. Thestepsfor Orion are more complicated because Orion allows you to share two serviet WARS. Instead of
copying the entire portal -web-complete.war (several megs) for each portal instance, you can have amini WAR
that contains the basic XML information and have it reference the larger portal-web.war.

2. Edit C:\Windows\system32\drivers\etc\hosts so that www.al pha.com and www.beta.com resolve to your local
machine. Thiswill help in testing the setup.

127.0.0.1 ww. al pha. com
127.0.0.1 ww. bet a. com

3. Instal Orion with the instructions for your Development Environment [??7]. The instructions for Orion will not
make sense unless you are developing from the source.

4. Edit /portal/web-sites'web-sites.xml and add entries for alpha.com and beta.com.

<web-site id="al pha. coni>
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<forward-url>/c</forward-url>
</ web-site>
<web-site i d="beta.cont>
<forward-url >/ c</forward-url>
</ web-site>

5. Runant clean start deploy from /portal.
6. Edit /orion/config/application.xml and add entries for alpha.com and beta.com.
<web- modul e i d="al pha. com web" path="../applications/al pha.comweb.war" />
<web- nodul e i d="beta.com web" path="../applications/beta.comweb.war" />
7. Edit /orion/config/server.xml and add entries for alpha.com and beta.com.
<web-site pat h="./web-sites/al pha.comweb.xm" />
<web-site path="./web-sites/beta.comweb.xm" />
8. Create /orion/config/web-sites/al pha.com-web.xml.
<web-site virtual - host s="ww. al pha. coni' >
<def aul t - web- app applicati on="default" name="al pha. com web"
| oad- on-startup="true" />
<web-app application="default" nanme="portal -web" root="/portal"
| oad- on-startup="true" />

<access-log path="../../1og/al pha. com web-access. |l og" />
</ web-site>

On startup, the portal will create the necessary database entries and create a default user account with
t est @l pha. comastheloginandt est asthe password.
Repeat this step for /orion/config/web-sites/beta.com-web.xml but replace al pha.com with beta.com.

9. Start Orion and access the portals with your browser at http://www.al pha.com and http://www.beta.com. Y our
user login and password combinations aret est @l pha. com t est andt est @et a. coni t est .

Tomcat

Coming soon...
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Chapter 3. Customizing the Portal

The following instructions are for those who wish to customize the portal with their own portlets that will not be
given back to the general public. These instructions are meant to keep custom code separated from the Liferay code
so that upgrades can be made easily. The Ant scripts referred to by these instructions are only available for
JBoss+Jetty, JBoss+Tomcat, OracleAS, Orion, RexIP, and WebL ogic and have not yet been made available for the
other supported application servers.

Follow the instructions found in Devel opment Environment if you want to modify the actual source and contribute
your changes back to the project.

Download and unzip the source to /portal. From there, type ant start. Then type ant build-ext to create /ext which is
your extension environment. The location of /ext is configured in /portal/rel ease.properties.

Y ou should see the following directories: /ext/downl oads, /ext/ext-ear, /ext/ext-gjb, /ext/ext-lib, /ext/ext-web, /

ext/lib, /ext/portlets, /ext/servers, /ext/sgl, and /ext/web-sites. Read /ext/readme.txt for basic instructions on how to
deploy the extension EAR on the various application servers.

/ext

1. Copy /ext/app.server.properties to /ext/app.server.${ user.name} .properties where ${ user.name} isthe user
name you used to log into your operating system.

Edit /ext/app.server .${user.name}.properties and set app.server.type=jboss-jetty to use JBoss/Jetty as your ap-
plication server. Y ou can modify the value of app.server.type to use other application servers.

2. Copy /ext/build.properties to /ext/build.${ user.name}.properties where ${ user.name} is the user name you used
tolog into your operating system.

Edit /ext/build.${user.name}.properties and set jsp.precompile=on to precopmile JSPs for JBoss+Jetty or
JBoss+Tomecat. Thistakes afew minutes and should only be used when deploying to a production server.

/lext/downloads

1. Download liferay-portal-ent-4.0.0-jboss-j etty.zip
[http://prdownl oads.sourceforge.net/Iportal/liferay-portal -jboss-j etty-4.0.0.zip?downl oad] to /ext/downloads.

Run ant install-jboss-j etty under /ext/serversto install JBoss+Jetty to /ext/servers/jboss-jetty.
2. Download liferay-portal-ent-4.0.0-jboss-tomcat.zip to /ext/downl oads.
Run ant install-jboss-tomcat under /ext/serversto install JBoss+Tomcat to /ext/servers/jboss-tomcat.

3. Download liferay-portal-pro-4.0.0-jetty.zip
[http://prdownl oads.sourceforge.net/lportal/liferay-portal -jetty-4.0.0.zip?downl oad] to /ext/downloads.

Run ant install-jetty under /ext/serversto install Jetty to /ext/serverdjetty.

4. Download liferay-portal-ent-4.0.0-jonas-jetty.zip
[http://prdownl oads.sourceforge.net/Iportal/liferay-portal -jonas-j etty-4.0.0.zip?downl oad] to /ext/downl oads.

Run ant install-jonas-jetty under /ext/serversto install JOnA S+Jetty to /ext/servers/jonas-jetty.
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Download liferay-portal-ent-4.0.0-jonas-tomcat.zip
[http://prdownl oads.sourceforge.net/Iportal/liferay-portal -jonas-tomcat-4.0.0.zip?downl oad] to /ext/downl oads.

Run ant install-jonas-tomcat under /ext/serversto install JOnAS+Tomcat to /ext/servers/jonas-tomcat.
Download oc4j_extended.zip [http://www.oracle.com/] to /ext/downl oads.
Run ant install-oc4j under /ext/serversto install OracleAS to /ext/servers/ocs;.

Download orion2.0.7 .zip [http://www.orionserver.com/mirrordownl oad.jsp?file=orion2.0.6.zip] to /
ext/downloads.

Run ant install-orion under /ext/serversto install Orion to /ext/servers/orion.

Download liferay-portal-tomcat-jdk5-4.0.0.zip

[http://prdownl oads.sourceforge.net/Iportal/liferay-portal-tomcat-jdk5-4.0.0.zip?downl oad] to /ext/downloads if
you are using Java 1.5.

If you are using Java 1.4 Download liferay-portal-tomcat-4.0.0.zip
[http://prdownl oads.sourceforge.net/l portal/liferay-portal -tomcat-4.0.0.zip?downl oad]

Run ant install-tomcat under /ext/serversto install Tomcat to /ext/servers/tomcat.

/ext/ext-ear

Run ant deploy from /ext/ext-ear to deploy your custom EAR to your specified application server (see/
ext/app.server.properties).

Y our custom EAR utilizesthe Liferay JARs and WARS contained in /ext/ext-ear/modules. Thisallows you to
easily upgrade Liferay because all the functionality is packed into archives.

lext/ext-ejb

Important filesin this directory are /ext/ext-gjb/classes/portal -ext.properties, /
ext/ext-gjb/classes/system-ext.properties, and /ext/ext-gjb/cl asses/content/L anguage-ext.properties. See Proper-
ties and Languages.

Run ant deploy from /ext/ext-ejb to compile your source and to deploy your classes to the expanded EAR in
your specified application server's deployment directory.

/ext/ext-lib

Place any extra dependent librariesin here. They will be copied over to the deployment directory when you run
ant deploy from /ext.

/ext/ext-web
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1. Runant deploy from /ext/ext-web.

If /ext/ext-web/tmp does not exist, the script will unjar /ext/ext-ear/modul es/portal -web.war into /
ext/ext-web/tmp. The script will then copy everything from /ext/ext-web/docroot over to /ext/ext-web/tmp and
then copy everything from /ext/ext-web/tmp to the deployment directory of your specified application server.
This provides an easy way to extend the portal without changing the source and makes upgrading very easy.

2. Toadd aportlet, edit /ext/ext-web/docroot/WEB-INF/portlet-ext.xml, /
ext/ext-web/docroot/WEB-INF/liferay-portlet-ext.xml, /ext/ext-web/docroot/WEB-INF/liferay-display.xml,
and /ext/ext-ejb/classes/content/L anguage-ext.properties. These *-ext.xml files are read after their parent files
areread and override their parent values.

See Portlet Examples for information on general portlet design.

lext/lib

1. Thisdirectory contains all of the portal's deployment time dependent libraries and compile time dependent lib-
raries. They will be copied over to the deployment directory when you run ant deploy from /ext.

/ext/portlets

1. You can hot deploy portlets by putting WAR filesin this directory. See Hot Deploy for more information.

/ext/servers

1. Seethe section on /ext/downloads and read /ext/readme.txt.

lext/sq|

1. Thisdirectory contains all of the portal's database scripts. See the section called Databases.

There are also two files named test.properties and test.script that are copied over to your specified application
server's bin directory when you run ant deploy from /ext. The two files are used by Hypersonic and contain a
snapshot of the portal's default data.

/ext/web-sites

1. All thefilesin /ext/web-sites/liferay.com-web/docroot are copied to the deployment directory when you run
ant deploy from /ext or /ext/ext-web.

By default, /ext/web-sites/liferay.com-web/docroot/index.html forwards the user to ht-
tp://localhost/c/extranet/home. Y ou can replace this file to pretty up the default page or change the default be-
havior.
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Y ou can add more instances of the portal by adding different versions of liferay.com-web in /ext/web-sites. Be
sure to edit each instance's web.xml and change the company _id parameter. The directory structureis setup in
this manner so that you can easily add different instances of the portal based on the company _id and virtual
hostname. We are working to upgrade the script to automate this process. For now, read the section called Ap-
plication Service Provider for more information.

Eclipse

1. Youcandownload a.pdf document outlining instructions on how to customize the portal using Eclipse.
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Chapter 4. Building Themes
Themes - Liferay Portal 4.0.0

One of the biggest changes for themesin Liferay Portal 4.0.0 isthat hot-depl oyable themes must now use Velocity
templates. The following outlines why this change was necessary:

Why Hot-Deployable Themes must use Velocity Tem-
plates:

Up until Liferay Portal 4.0.0RC2, Liferay used to place its JARs in the shared class loader. The benefit of thiswas
that all web applications could access Liferay's classes since they were in the shared class loader. The drawback was
that JARs in the shared class loader would automatically override JARs in other web applications. So if aweb ap-
plication required Hibernate 2.0 and Liferay required Hibernate 3.0, this would cause conflicts because the JARs in
the shared class loader would override the JARs in the web application.

Starting from Liferay Portal 4.0.0 final, Liferay no longer placesits JARsin the shared class loader. This alows
Liferay to work with web applications that require different versions of Struts, Hibernate, etc. without any changes
to the code. This also means that hot-deployabl e themes cannot access Liferay's classes because they are not in the
shared class |oader.

Here's amore concrete example Tomcat's shared class |oader is here: tomcat/common/lib/ext. Instead of pla-
with Tomcat asthe servlet contain-  cing its JARs in the shared class loader, Liferay now puts them here: tomcat/
er: liferay/WEB-INF/lib. Web applications in tomcat/webapps cannot access

Liferay's classes because they are no longer in tomcat/common/lib/ext.

If your theme is named *.war, it is aweb application. For example, ant-
themes-4.0.0.war [??7] is aweb application. These themes are also called hot-
deployable themes since you can deploy them at runtime. Themes that have a
war extension must use Velocity templates because they cannot access
Liferay's classes.

Should | use Velocity or JSP?

Use Vel ocity for cleaner code and better maintainability. We converted all of our community themes [??7] to use
Velocity. These themes are a great way to learn how to build your own themes using Velocity. Also see Velo-
cityTaglib.javafor alist of tags that are available to you.

Use JSP for flexibility or if you do not have timeto learn Velocity. If you want to create themes using JSP, you will
need to create them in ext/ext-web/docroot/html/themes. See portal/portal-web/docroot/html/themes for examples on
how to create JSP themes.

Note: All themes developed in ext/themes or themes that have a .war extension cannot access Liferay's classes be-
cause of the new class |oader. These themes must be developed using Velocty templates. On the other hand, JSP
themes must be developed in ext/ext-web/docroot/html/themes. These themes must be developed here because they
need to access Liferay's classes.

Upgrading Themes from 3.6.1 to 4.0.0 - Velocity

Convert your themeto Velocity. See our community themes[??7] for examples on how to create themes using Velo-
city templates.
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Upgrading Themes from 3.6.1to 4.0.0 - JSP

Port your theme to the ext/ext-web/docroot/html/themes directory. If you do not know how to create an extension
environment, read this section first: http://content.liferay.com/4.0.0/docs/qui ckstart/ch04s01.html [??7]

The following guidelines will help you to port your theme to Liferay Portal 4.0.0.

If you developed your theme as a*.war file or if you developed your theme in ext/themes, deploy your theme
to your server. Then copy the resulting theme directory to ext/ext-web/docroot/html/themes. Skip this step if
your theme is already located in ext/ext-web/docroot/html/themes.

Example: If your theme is ant-themes-4.0.0.war, deploy this theme to your server. If you are using Tomcat, the
theme will be deployed to tomcat/webapps. Copy the resulting "ant-themes-4.0.0" directory and al of its con-
tents to ext/ext-web/docroot/html/themes

When you are finished the directory structure should look like this: ext/
ext-web/docroot/html/themes/ant-themes-4.0.0. If your "ant-themes-4.0.0" directory is empty you have not de-

ployed the theme correctly.

2. Convert the JSPs:

Before

After

<liferay:runtime-portlet

<liferay-portlet:runtime

<liferay:include flush="true’

<liferay-util:include Remove "flush" attribute

layoutld plid

getLayoutld getPlid

getUserld getOwnerld

getResTotal getResolution Only use this method in css.jsp

LayoutServiceUtil.getL ayout

LayoutL ocal ServiceUtil .getL ayout

tilesSubNav

This variable was removed

3. Converticonsin portlet_top.jsp to <liferay-portlet> taglib icons:

<liferay-portlet:icon-configuration /> <liferay-portlet:icon-edit /> <liferay-portlet:icon-edit-guest />
<liferay-portlet:icon-help /> <liferay-portlet:icon-print /> <liferay-portlet:icon-minimize />
<liferay-portlet:icon-maximize /> <liferay-portlet:icon-close />

4. Convert hrefsin top.jsp to use themeDisplay getter methods

getURLMyA ccount getURL SignOut getURL AddContent getURL PageSettings getURL Signin

5. Convert “Communities’ to “My Places”

<div id="layout-my-places"'> <liferay-portlet:runtime portletName="<%= PortletKeysMY _PLACES %>" />

</div>

6. Images

» Liferay convention isto put all custom images into images/custom

» Copy default images from Classic theme.

7. CSSStyles
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Remove any styleswith “nl1” or “w1” in the name

Add the following styles:

portal -add-content |ayout-column_column-? layout-column-highlight portlet-dragging-placehol der layout-

my-places

Change the following styles:

Before

After

#gamma-tab

.gammartab

#eurrent .current

Themes - Liferay Portal 3.6.1

Thistutorial will explain Liferay Portal’s themes feature in detail. It will also discuss how to use Themesin conjunc-
tion with other features to easily build your website within Liferay Portal.

Themes make it possible to easily switch to different presentations or "look and feel" layers. Within asingle .war
file, adesigner/devel oper can deliver an integrated package of JSP (or Velocity), Javascript, image, and configura-
tion files that will control all presentation logic and design attributes for a portal community. Liferay Portal comes

with a handful of pre-made themes that showcase its versatility:
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Different themes can be assigned to specific user groups (a.k.a. communities)
» Users can choose a unique theme for their own personal portal page
» Both Java Server Page (JSP) and Velocity (VM) languages are supported

» Themes are hot-deployable as .wars (when supported by the app server)

To select adifferent theme, go to the L ook and Feel section in the header bar and choose one of the available
themes and a corresponding color scheme. The processis as straightforward as setting a new desktop background in
Windows.

Making Your Own Theme

Making a new theme requires only four main steps:

=

Configure properties

2. Edit templates (JSP or VM)

3. Define CSS styles

4. Code JavaScript (optional)

Let'stake ahigh-level look at how Liferay created the JSP-based "Brochure" theme (Figure 2.6) by modifying afew
thingsin a copy of the "Classic" theme (Figure 2.1).

Note: If you want to see an example using VM, take alook at the bundled "Velacity" theme (Figure 2.3).

Configuration

First, we created a copy of the "Classic" theme’s directory and renamed it "brochure.” (Figure 2.1.1.1). We then de-
leted the color-schemes directory because we decided we would only have one color scheme for the "Brochure”
theme. Although you do not have to follow the layout shown here, this convention will make your themes easier to
organize and keep them standard.
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I partal-ear
|2 partal-ejb
= ) portal-web
= | docroat
| applets
| Flash
= ) html
|2 camman
s
| portal
| portlet
) sound
El themes
= ) brochure
) images
) templates
I classic
) genesis
I welacity
=) WEB-INF
I il
|2 portlets
Figure 2.1.1.1 Directory structure

Once a directory is created to house your new theme, you need to let Liferay know the new theme' s directory loca-
tion. Thisisdonein liferay-look-and-feel . xml (Figure 2.1.1.2). Notice that the theme configuration shows theme
id="brochure" and identifies the compatible version. The root-path, templates-path and images-path are also set
here. Make sure that these values match your directory structure.

<l ook- and- f eel >

<conpati bility>

<version>3. 6. 1</ ver si on>

</conpatibility>

<t heme i d="brochure" nanme="Brochure">

<r oot - pat h>/ ht M / t henes/ br ochur e</ r oot - pat h>

<t enpl at es- pat h>/ ht M / t henes/ br ochur e/ t enpl at es</t enpl at es- pat h>
<i mages- pat h>/ ht m / t henes/ br ochur e/ i mages</i mages- pat h>
<t enpl at e- ext ensi on>j sp</t enpl at e- ext ensi on>

<col or-schene id="01" name="Defaul t">

<l-- color-schene content onitted to sinplify exanple -->
</ col or-scheme>

</t heme>

</ | ook-and-f eel >
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Figure 2.1.1.2 Liferay-look-and-feel .xml

Templates

Now that Liferay Portal is configured to load your theme, the next step isto edit the template files that give the
theme its uniqueness. Hereis a brief description of some of the templates that are used in the default theme.

init.jsp Initializes variables and properties needed for the theme.
CSsSjsp Contains CSS style definitions for your entire theme.
portal_normal.jsp Controlsthe layout of portal templates for normal pages.
portal_pop_up.jsp Controlsthe layout of portal templates for pop-ups.
top.jsp Draws the top of the portal.

bottom.jsp Draws the bottom of the portal.

navigation.jsp Draws the navigation bar of the portal.

portlet_top.jsp Draws the top of each portlet.

Draws the top of each portlet. Draws the bottom of each portlet.

javascript.jsp Contains JavaScript declarations.

Each template controls the layout of a particular area within the portal. For instance, portlet_top.jsp controls the top
portion of each portlet; navigation.jsp determines how the navigation bar will look.

Keep in mind that not all of these templates require modification nor are you limited to the ones mentioned here.
Feel free to add another template to control a different area of the portal. Just make sure to include the template in
portal normal.jsp and/or portal _pop_up.jsp.

A number of changes were made to these templates for the brochure theme. In the figures below, you can see one
such major change made to the placement and appearance of the portal configuration menu (Figures 2.1.2.1 and
2.1.2.2):

Figure2.1.2.1 The "Classic" theme's portal config menu isintegrated with the tabs.

Figure 2.1.2.2 The "Brochure" theme's portal config menu isrelocated to the top of the portal.

Inthe"Classic" theme, the portal configuration menu is part of the navigation bar. It consists of buttons and a drop-
down menu. In contrast, the "Brochure" theme has the portal configuration menu rel ocated to the top of the portal

and separated from the navigation bar. Also notice that the buttons are now simple text links. Some of the required
code changes are displayed below in Figure 2.1.2.3:

<di v id="I|ayout -out er-si de-decoration">
<di v id="layout-inner-side-decoration">
<div id="I|ayout-top-decoration">

<di v id="layout-corner-ul"></div>

<di v id="layout-corner-ur"></div>

</ di v>

<div id= "Iayout—box">

<div id="Ilayout-top">

<div id="I| ayout-1| ogo" >

<a class="bg" href="<% theneD spl ay. get Pat hFri endl yURL() %/ guest/hone"><i ny
border="0" hspace="0" src="<% theneDi spl ay. get ConpanyLogo() %"
vspace="0"></a>

</ div>

<c:if test="<% theneDi splay.isSignedln() %">
<di v id="layout-user-menu">
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<a style="font-size: 8pt;" href="<% thenebDi splay. get URLSi gnCut ()
%" ><bean: nessage key="sign-out" /></a> -

<c:if test="<%

GetterUtil.getBool ean(PropsUtil.get(PropsUtil.UN VERSAL PERSONALI ZATI ON)) ||
Rol eLocal Servi ceUtil .i sPowerUser(user.getUserld()) %">

<a style="font-size: 8pt" href="<% thenebi spl ay. get Pat hMai n()

%/ portal / personalize_forward?group_i d=<% portletGoupld %"><%

L?ngp?geUt il.get(pageContext, "content-and-|layout") %</a> -

</fc:iif>

<c:if test="<%

GetterUtil.getBool ean(PropsUtil.get(PropsUtil.LOOK AND FEEL MODI Fl ABLE)) %" >
<a style="font-size: 8pt" href="<% thenmeD spl ay. get Pat hMai n()

%/ portal /1l ook_and_feel forward?group_i d=<% portlet Goupld %"><%
LanguageUti | . get (pageContext, "l ook-and-feel") %</a> -

<fc:rif>

<font class="portlet-font" style="font-size: 8pt;">
<% Languageltil . get (pageContext, "ny-communities") %

</font>

<% String selectedStyle = "styl e=\"background: " +
col or Schene. get Portl et MenuBg() + "; color: " +

col or Schene. get Port | et MenuText () + ";\" "; %

<font size="2">
<sel ect name="ny_comunities_sel" style="font-famly: Verdana, Arial;

font-size: smaller; font-weight: normal;" onChange="self.location = "'<%
t hemeDi spl ay. get Pat hMai n() %/ portal /group_forward?group_id='" + this.value;">
<option <% !layout.isGoup() ? selectedStyle : "" % val ue="<%

Group. DEFAULT_PARENT_GROUP_I D %" ><% LanguageUtil . get (pageContext, "desktop")
%</ opti on>

<% Li st myConmunities = UserLocal Serviceltil.getGoups(user.getUserld());

for (int 1 =0; i < nyCommunities.size(); i++) {
Group nyCommunity = (G oup)nyConmunities.get(1);
%

<option <% |ayout.isGoup() &&

| ayout . get Groupl d() . equal s(myConmunity. get Goupld()) ? selectedStyle +
"selected" : "" % value="<% nyComunity.get Goupld() %"><%
nyConmuni ty. get Name() %</ option>

<%} %

</ sel ect >
</ font>
</div>
</c:if>

Figure 2.1.2.3 top.jsp for the "Brochure" theme

CSS Styles

Another major part of every theme is the collection of presentation attributes such as font size, background color,
padding, and margin. The best way to control these attributes in your theme is to use cascading style sheets (CSS).
As mentioned briefly above, css.jsp contains all the CSS style definitions for your theme. Liferay Portal’ s default
themesinclude all JSR-168 standard style definitions. Y ou may also add theme-specific style definitions to css,jsp.
Using the templates and adding custom images as necessary, you can use standard and custom style definitions to
give your theme adistinctive look and fedl. Let’slook at some of the style changes made in the "Brochure" theme.
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Header Bar

. portlet-header-bar
background-col or: #e0e0eO;
margin: 0 1px 0 1px;
paddi ng: 3px Opx 3px 0px;
position: relative;
z-index: 2;

}

<%@include file="init.jsp" %

<div class="portlet-container" style="wi dth: <% portletDi splay.getWdth()
0" >

<di v class="portl et-header-bar">

<c:if test="<% Validator.isNotNull (portletDisplay.getTitle()) %">

<div class="portlet-title">

<b> <% portletDi splay.getTitle() % </b>

</ div>

<fc:if>

The style definition portlet-header-bar is used in the portlet_top template. The portlet_top templateis used to draw
the top of each portlet within the portal. Asyou can see from the portlet-header-bar definition, the header bar for
each portlet should have a gray background color, with asmall margin on its sides, padding on top and bottom, posi-
tioned relatively and with a z-index of 2.

Dynamic Style Values

Style values can be retrieved dynamically from color scheme variables defined in liferay-look-and-feel.xml. Because
the style sheet is a JSP file, you can use JSP tags to dynamically assign some of your style definition values. For ex-
ample:

.portlet-title {
color: <% col or Schene.getPortletTitleText() %
font-famly: Tahoma, Arial;
font-size: smaller;
vertical-align: mddle;

In the above code, portlet-title's color attribute hasits value retrieved dynamically. This way, depending on the color
scheme selected on the "L ook and Feel" page in the portal, the title bar will have a color appropriate to the currently
selected color scheme.

Please refer to the theme user guide for more information.
JavaScript

Y ou can use JavaScript to create a more dynamic interface for your theme. To use a script, put the script fileinside
your theme directory, then provide the location of thisfile in the script declarationinj avascri pt . j sp. For ex-
ample, if your JavaScript fileiscalledmy_script.js anditislocatedinht m / t hemes/ ny_t henes/ | s,
make the following declarationinj avascri pt.j sp:

<scri pt |anguage="JavaScript" src="<% theneD spl ay. get Pat hTheneRoot ()
%/ js/ny_script.js"></script>
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The JSP expression <% t heneDi spl ay. get Pat hThenmeRoot () % helps keep you from hard-coding in-
formation in your templates. Refer to the API to see other variables and methods available to you.

Both the "Clean" theme (Figure 2.5) and the "Genesis' theme (Figure 2.4) use JavaScript to create a dynamic inter-
face.

CMS + Portal = Website

In addition to themes, Liferay Portal has several enhancements that make it very straightforward to combine static
CMS articles and functionality-rich portlets on the same portal page. One direct application of this capability isto
create your public website using Liferay, and thereby enable the inclusion of portlets on your website. Not only
would you be able to reuse functional components and find innovative ways to use them, but you could also quickly
build new pages out of common components within atightly-managed CM S framework.

As an example, suppose an insurance company wants to show their prospective customers how much they can save
by switching to their insurance plan. Online visitors can go to their website, fill out a short form, and receive pricing
information instantaneously. If this insurance company uses Liferay to build their website, they can easily develop a
pricing calculator portlet, grant guest access, and display it on the front page of their website. The CM S-managed
article describing the plan can be placed right beside the calculator portlet.

Also, incorporating portlets into your website helps to encourage reuse. |f two different pages on your website need
to offer the same functionality, one portlet can simply be placed in both pages.

Liferay Portal also comes with portlets specifically designed to help you build a public website easily. The Bread-
crumb Portlet keeps track of how deep a user has gone into the navigation of a site. The Navigation Portlet can be
configured to act as a standard nested navigation menu. These and other portlets can be re-used and easily included
on every content page where they are needed. Once the main Theme layout has been created, pages can be put to-
gether using these portlets without touching the presentation code. Layout is handled strictly through portal page
configuration.

Besides providing functionality, a website also needs to provide information. Liferay Portal allows CMS articlesto
be inserted into your portal just like any other portlet. You can thus easily bring various articles together to assemble
awebsite.

Using the above example, the insurance company may want one portlet containing a CM S article describing their
pricing. Right next to it is another portlet with CM S articles on customer testimonials. The layout of the page the art-
iclesliveinis managed within the portal’ s admin section, and the content and layout of the individual articlesis eas-
ily maintained through the journal portlet.

Liferay Portal also ships with the Runtime Portlet and the Portlet Aggregator. The Runtime Portlet is used to embed
portletsinto CMS articles. This portlet is used at Liferay.com to embed an instance of the Login Portlet within the
article that is displayed on the main web page.

The Portlet Aggregator provides aflexible meansto lay out several portlets. Y ou are no longer confined to the strict
rigidity of acolumn layout, but you can set the layout of several portlets dynamically using HTML and CSS.

Note: For documentation on Liferay’s CMS, please seethe Liferay Portal User Guide.

Example of CMSand Web Portal I ntegration

Liferay’s main website was recently rebuilt to utilize the portal instead of using linked CM S pages. In this new ver-
sion, each page on the website is alayout (page) comprised of several different portlets. Toillustrate, let’s take

Liferay’s "Company Overview" page as an example. Figure 2.1.4.1 shows the webpage with each of the five portlets
marked. (Y ou can view the actual page here)
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= .LIFERAY

B Erterprisa. Opan Source. For Life COMPANY - PRODUCTS « SERVICES - DOCLMENTATION - NEWS . DOWRLOADS

1. Journal
Content 3. Journal Content Portiet
Partlet

# s oy

4. Breadcrumb Portlet

2. Navigation

Portlet
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Figure 2.1.4.1 Company Overview

"Company Overview," like most other pages on Liferay.com, is a portal layout (page) with two columns, one narrow
and one wide, containing various portlets that supply its content. Portlets two and four, denoted in Figure 2.1.4.1, are
instances of the Navigation and Breadcrumb Portlets, respectively. The remaining three portlets are instances of the
Journa Content portlet; each containsits own CM S article. Portlet one and three contain a single picture each, and
portlet five contains a detailed overview of Liferay.

Y ou can add, delete, and organize page layouts by using the Admin section (Figure 2.1.4.2), accessed by the "Con-
tent and Layout" button.
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Figure 2.1.4.2 Admin Portlet

For the Company page, we added the "Company" layout right under the "Home" layout. Also notice the Friendly
URL field. Thisfield allows you to assign asimple URL to alayout. So instead of linking to this page with the URL
www.liferay.com/c/portal/layout?p_p_id=34... [about:blank], you can use asimplified URL like
www.liferay.com/web/guest/company [about:blank].

Once the "Company" page layout has been added, you can add different portlets to quickly assemble your webpage.

For example, to add the Breadcrumb Portlet to the right column:

1. Goto the bottom of the right column
2. Choose Breadcrumb in the dropdown menu

3. Click the Add button

To add aCMS article in the left column:

1. Go to the bottom of the left column

2. Choose Journal Content in the dropdown menu

3. Click the Add button

4. Click the Edit button to specify the ID of the article you want

5. Specify whether you would like to see a border
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6. Add an optiona title and click the Save Settings button

Note: When assembling your webpage, remember to extract all the presentation attributes to your theme. Thisway,
all the attributes are centralized. For example, to remove the gap between the wide and narrow columns, we set the
"margin” attribute in the "Brochure" theme to zero.

Conclusion

Liferay providesalot of flexibility and control to customize the overall user experience of your portal or website.
The availability of anumber of different waysto manage, use, and display CM S content and portlets provides limit-
less possibilities for innovation using Liferay Portal.

To see Liferay Portal in action, visit demo.liferay.net and create a user account for yourself. Y ou can also explore
Liferay.com to get a sense of how the portal was used to build that site and begin to imagine the possibilities for
your own website or portal.
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Chapter 5. Code Generation

service.xml

Liferay Portal features a convenient code generation modul e that allows the devel oper to auto generate al of the
"Mode" components for a portlet. The business and persistance tier classes are auto generated based on specifica
tions outlined in afile called servicexml. Each portlet can have its own servicexml where the portlet and each en-
tity in the portlet are defined. A portlet entity is defined as a table specifying primary keys, audit fields, and other
fields used in the table as well as any finder methods that will be required. Custom portlet exceptions can also be
auto generated.

Below is an example service.xml file for the Bookmarks Portlet.

<?xm version="1.0"?>

<! DOCTYPE servi ce-builder PUBLIC "-//Liferay//DTD Service Builder 4.0.0//EN

"http://ww. |iferay.comdtd/Iliferay-service-builder_4 0 0.dtd">

<servi ce-builder root-dir=".." package-path="comliferay.portlet">
<portl et name="Bookmarks" short-nanme="Booknarks" />
<entity name="Bookmar ksEntry" | ocal -service="true"

renot e-service="true">

<l-- PKfields -->
<colum name="entryld" type="String" primry="true" />
<l-- Audit fields -->

<col um nane="conpanyl d" type="String" />
<col um name="userld" type="String" />
<col um nane="creat eDate" type="Date" />
<col um name="nodi fi edDate" type="Date" />

<l-- Oher fields -->

<col um nanme="fol derld" type="String" />
<col um nane="name" type="String" />
<colum nane="url" type="String" />

<col um nanme="coments" type="String" />
<col um name="visits" type="int" />

<l-- Oder -->

<order by="asc">

<order-col um nane="fol derld" />

<or der - col um nane="nane" case-sensitive="fal se" />
</ or der >

<l-- Finder nethods -->
<finder nane="Fol derld" return-type="Collection">
<finder-col um nane="folderld" />
</ finder>
<!-- References -->
<ref erence package-path="comliferay.portal" entity="Resource"

/>
</entity>
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<entity name="BookmarksFol der" |ocal -service="true"
renot e-servi ce="true">

<I-- PK fields -->

<colum nane="fol derld" type="String" primry="true" />
<l-- Group instance -->

<col um name="groupld" type="String" />

<l-- Audit fields -->

<col um nanme="conpanyl d* type="String" />
<col um name="userld" type="String" />
<col um name="creat eDate" type="Date" />
<col um nane="nodi fi edDate" type="Date" />

<l-- Oher fields -->

<col um nanme="parent Fol der| d" type="String" />
<col um name="nanme" type="String" />
<col um name="description" type="String" />

<l-- Oder -->

<order by="asc">

<or der - col uim nane="parent Fol derld" />

<or der - col um nane="nane" case-sensitive="fal se" />
</ order>

<l -- Finder methods -->

<fi nder name="G oupld" return-type="Coll ection">
<fi nder-col um nane="groupld" />
</finder>
<fi nder name="G P" return-type="Coll ection">
<fi nder-col um nane="groupld" />
<fi nder-col um nane="parent Fol derld" />
</ finder>

<l-- References -->

/ <ref erence package-path="comliferay.portal" entity="Resource"
>
</entity>
<exceptions>
<excepti on>Ent r yURL</ excepti on>
<except i on>Fol der Nanme</ excepti on>
</ excepti ons>
</ servi ce-buil der>

Upon reading service.xml found in the Bookmarks portlet, the following model classes are generated. Each model
classreflects atable in the database. Never edit BookmarksEntryModel. Do edit BookmarksEntry to add hand mas-
saged code. BookmarksEntry is generated once and extends BookmarksEntryModel. This allows the ease of gener-
ated code and flexibility of hand massaged code.

Most of the EJBs, HBMs, and Models are generated through the ant task build-service, which reads the file ser-
vicexml in /portal-ejb. Each portlet that persist data has its own servicexml (do a search in /portal-ejb and you will
get alist back). Copy thisfile to /portal-e/b when you want to generate the persistence classes for that portlet. Thisis
an internal tool that is built on top of the XDoclet engine.
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For example, upon reading servicexml found in the Bookmarks portlet, the following model classes are generated.
Each model class reflects atable in the database. Never edit BookmarksEntryModel. Do edit BookmarksEntry to
add hand massaged code. BookmarksEntry is generated once and extends BookmarksEntryModel. This allows you
the ease of generated code and flexibility of hand massaged code.
com.liferay.portlet.nookmarks.model.BookmarksEntry

com.liferay.portlet.noookmarks.model.Bookmar ksEntryM odel
com.liferay.portlet.nookmarks.model.Bookmar ksFolder

com.liferay.portlet.nookmarks.model.Bookmar ksFolder M odel

Hibernate classes are generated that map to the model classes. This allows for an n-tier architecture for cases where
your model classes are marshalled across the wire and your Hibernate classes are not.

com.liferay.portlet.oookmarks.service.per sistence.BookmarksentryHBM
com.liferay.portlet.bookmarks.ser vice.per sistence.Bookmar ksFolderHBM

Persistence methods to add, update, delete, find, remove, and count the Hibernate entries are generated as the default
persistence mechanism.

com.liferay.portlet.noookmarks.ser vice.per sistence.Bookmar ksEntryPer sistence
com.liferay.portlet.bookmarks.ser vice.per sistence.Bookmar ksFolder Per sistence

Helper classes are generated that call the persistence methods. By default, the helper classes call the Hibernate per-
sistence methods to update the database. Y ou can override thisin portal .properties and set your own persistence
class aslong as it extends the default persistence class. This means you can customize where you store your data. It
can be atraditional database, a LDAP server, or even something el se.
com.liferay.portlet.noookmarks.ser vice.per sistence.Bookmar ksEntryUtil
com.liferay.portlet.bookmarks.ser vice.per sistence.Bookmar ksFolder Util

Pooling classes are also created to minimize object creation. Behavior can be modified in portal.properties.
com.liferay.portlet.oookmarks.ser vice.per sistence.Bookmar ksEntryPool
com.liferay.portlet.bookmarks.ser vice.per sistence.Bookmar ksFolder Pool

POJO implementations that extend Principal Bean are generated to hold business logic that check the caller principal
and can be called remotely. Calling getUserld() returns the user id of the current user. Calling getUser() returns the
User model that represents the current user. The Session EJB that extends the POJO implementation implements
Principal SessionBean.

For example, these classes allow you to delete a bookmark entry or folder only if you are the creator of that entry or
folder.

These classes are only generated once if they do not already exist.
com.liferay.portlet.noookmarks.serviceimpl.Bookmar ksEntryServicel mpl
com.liferay.portlet.noookmarks.ser vice.impl.Bookmar ksFolder Servicel mpl

Helper classes are generated based on the POJO implementations. They help save devel oper time and prevent pol-

luted code. Instead of writing many lines of code just to look up the appropriate Session EJB wrapper or POJO im-
plementation, you simply call BookmarksEntryServiceUtil.addEntry to call the equivalent method in Bookmark-
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SEntryServicelmpl.addEntry.

BookmarksEntryServiceUtil calls BookmarksFolderServiceFactory to look up the class that implements Bookmark-
sEntryService. BookmarksFol derServiceFactory defersto Spring and settings in portal .properties on whether to load
the Session EJB wrapper or the plain POJO implementation. The Session EJB extends the POJO implementation.
com.liferay.portlet.noookmarks.ser vice.ejb.Bookmar ksEntryServiceEJB
com.liferay.portlet.bookmarks.ser vice.ejb.Bookmar ksEntryServiceEIBI mpl
com.liferay.portlet.bookmarks.ser vice.ejb.Bookmar ksEntryServiceHome
com.liferay.portlet.bookmarks.service.spring.BookmarksEntryService

com.liferay.portlet.noookmarks.ser vice.spring.Bookmar ksEntryServiceFactory
com.liferay.portlet.oookmarks.ser vice.spring.Bookmar ksEntrySer viceUtil
com.liferay.portlet.noookmarks.ser vice.ejb.Bookmar ksFolder ServiceEJB
com.liferay.portlet.oookmarks.service.eb.Bookmar ksFolder ServiceEJBImpl
com.liferay.portlet.noookmarks.ser vice.ejb.Bookmar ksFolder ServiceHome
com.liferay.portlet.bookmarks.seervice.spring.Bookmar ksFolder Service
com.liferay.portlet.bookmarks.service.spring.Bookmar ksFolder Ser viceFactory
com.liferay.portlet.bookmarks.ser vice.spring.Bookmar ksFolder Ser viceUtil

Tunneling classes are generated so that devel opers can call the POJO implementations over port 80. An example of
thisisgivenin section V of this document.

com.liferay.portlet.bookmarks.service.http.Bookmar ksEntryServiceHttp
com.liferay.portlet.noookmarks.ser vice.http.Bookmar ksFolder ServiceHttp

Soap classes are generated so that devel opers can call the POJO implementations over port 80. Soap is slower than
tunneling because tunneling streams request in binary format. Soap is more flexible than tunneling because the client
classes are not limited to Java.

com.liferay.portlet.bookmarks.ser vice.http.Bookmar ksEntrySer viceSoap

com.liferay.portlet.noookmarks.ser vice.http.Bookmar ksFolder Ser viceSoap

POJO implementations classes that do not extend Principal Bean are generated to hold business logic that do not
check the caller principal and can be called locally. These classes exist so that business logic can be easily integrated
with other projects.

These classes are only generated once if they do not already exist.
com.liferay.portlet.noookmarks.serviceimpl.Bookmar ksEntryL ocal Ser vicel mpl
com.liferay.portlet.bookmarks.ser vice.impl.Bookmar ksFolder L ocal Ser vicel mpl

Helper classes are aso generated.

com.liferay.portlet.boookmarks.ser vice.gjb.Bookmar ksEntryL ocal ServiceEJB

com.liferay.portlet.nookmarks.service.ejb.Bookmar ksEntryL ocal ServiceEJBImpl
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com.liferay.portlet.nookmarks.service.ejb.Bookmar ksEntryL ocal ServiceHome
com.liferay.portlet.noookmarks.ser vice.spring.Bookmar ksEntryL ocal Service
com.liferay.portlet.bookmarks.service.spring.BookmarksEntryL ocal Ser viceFactory
com.liferay.portlet.noookmarks.ser vice.spring.Bookmar ksEntryL ocal Ser viceUtil
com.liferay.portlet.bookmarks.service.ejb.Bookmar ksFolder L ocal ServiceEJB
com.liferay.portlet.nbookmarks.ser vice.ejb.Bookmar ksFolder L ocal Ser viceEIBI mpl
com.liferay.portlet.noookmarks.service.ejb.Bookmar ksFolder L ocal Ser viceHome
com.liferay.portlet.noookmarks.ser vice.spring.Bookmar ksFolder L ocal Service
com.liferay.portlet.nookmarks.service.spring.Bookmar ksFolder L ocal Ser viceFactory
com.liferay.portlet.noookmarks.ser vice.spring.Bookmar ksFolder L ocal Ser viceUtil

Some of our users needed to call the Local Service classes remotely, so Remote Service classes that parallel their
Local counterparts are also generated.

com.liferay.portlet.bookmarks.ser vice.gjb.Bookmar ksEntryRemoteSer viceEJB
com.liferay.portlet.nookmarks.ser vice.ejb.Bookmar ksEntryRemoteSer viceEJBI mpl
com.liferay.portlet.bookmarks.ser vice.g b.Bookmar ksEntryRemoteSer viceHome
com.liferay.portlet.nookmarks.ser vice.spring.Bookmar ksEntryRemoteSer vice
com.liferay.portlet.oookmarks.ser vice.spring.Bookmar ksEntryRemoteSer viceFactory
com.liferay.portlet.bookmarks.service.spring.BookmarksEntryRemoteSer viceUtil
com.liferay.portlet.bookmarks.ser vice.gjb.Bookmar ksFolder RemoteSer viceEJB
com.liferay.portlet.oookmarks.ser vice.gjb.Bookmar ksFolder RemoteSer viceEJBI mpl
com.liferay.portlet.bookmarks.ser vice.gb.Bookmar ksFolder RemoteSer viceHome
com.liferay.portlet.noookmarks.service.spring.Bookmar ksFolder RemoteSer vice
com.liferay.portlet.bookmarks.ser vice.spring.Bookmar ksFolder RemoteSer viceFactory

com.liferay.portlet.nookmarks.ser vice.spring.Bookmar ksFolder RemoteSer viceUtil
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Chapter 6. Deployment
Hot Deploy

Liferay allows you to easily hot deploy layout templates, JSR 168 portlets, and themes. Layout templates allow port-
lets to be arranged inside the constraints of custom layouts. JSR 168 portlets add functional abilities to the portal.
Themes modify the look and feel of the portal. Layout templates, portlets and themes can be deployed at runtime by
utilizing the hot deploy features of Liferay.

Layout Templates, Portlets and Themes

1. Gotothedrive whereyou installed your server. Check to see that /homel/liferay/deploy exists. If it does not,
createit. You can also customize the location of this directory from the Admin portlet:

Admin o
Server Auto Deploy Enterprise Portlets Users
Deploy Directory home/liferay/deploy

Destination Directory
Interval

Unpack WAR
Tomcat Library Directory |./common/libiest

Save

2. Start the server. The server will now automatically scan for *.war files.

3. Download one of the layout templates, sample portlets or themes to /home/liferay/deploy. Click here
[http:/www.liferay.com/web/guest/downloads/samples] for alist of sample portlets, themes and layouts. (Any
JSR 168 compliant portlet WAR will work aswell.)

4. Instal either JBosstJetty, JBoss+Tomcat, Jetty, Resin, Tomcat or WebSphere.

5. If you have already set up the extension environment, you can hot deploy portlets, layouts or themes by drop-
ping them into ext/portlets, ext/layouttpl or ext/themes respectively. Then run ant deploy from that directory.

Notes: If the hot deploy feature does not work, make sure that your *.war fileis a JSR 168 compliant portlet
WAR, theme or layout. (Y ou cannot use themes and layouts designed for Liferay Portal v3.6.1 or layouts and
themes that were designed for other portals).
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Chapter 7. Security and Permissions

Introduction

Fine grain permissioning is one of the main new features of Liferay Portal. Developers can now implement access
security into their custom portlets, giving administrators and users alot more control over their portlets and contents.
This document will provide a reference for implementing this new security feature into their custom portlets. De-
velopers should first read the Security and Permissions section of the Liferay User Guide before continuing with this
document.

Overview

Adding fine grain permissioning to custom portlets consists of four main steps (also known as DRAC):

1. Defineall resources and their permissions.

2. For all the resources defined in step 1, register them into the permission system. Thisis also known simply as
“adding resources.”

3. Associate the necessary permissions to these resources.

4. Check permission before returning resources.

Implementing Permissions

In this section, each of the four main steps in adding Liferay’ s security feature into custom portlets (built on top of
the Liferay portal) will be explained. The following are two definitions that are important to remember.

Resour ce: ageneric term for any object represented in the portal. Example of resources includes
portlets (e.g., Message Boards, Calendar, etc.), Java classes (e.g., Message Board Topics, Calendar
Events, etc.), and files (e.g., documents, images, etc.). Permission: an action acting on aresource.
For example, the view in *viewing the calendar portlet” is defined as apermission in Liferay.

Keep in mind that the permission for a portlet resource isimplemented alittle differently from the other resources
such as Java classes and files. In each of the subsections below, the permission implementation for the portlet re-
source is explained first, then the model (and fil€) resource.

Defining Resources and Actions

For your custom portlet, Liferay portal needs to know whether there are resources that require permission and
whether there are custom permissions. Thisinformation is encapsulated in an XML filefoundinthe port al /
portal - ej b/ cl asses/ resour ce-act i ons directory. If your portlet only needs the view and the configura-
tion permission, and that the portlet doesn’t use any models with permission, then you do not need to create this

XML file. Thereason isthat all portletsin Liferay automatically inherit these two permissions. However, if your
portlet does have custom permission and/or uses models that have custom permissions, then you will need to create
an XML file defining the resources and actions. Let’stakealook at bl ogs. xm inportal /

portal -ej b/ cl asses/ resour ce-act i ons and see how the blogs portlet defined these resources and ac-
tions:
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<?xm version="1.0"?>

<resour ce-acti on- mappi ng>
<portl et-resource>
<portl et - name>33</portl et - nane>
<support s>
<acti on- key>ADD ENTRY</ acti on- key>
<acti on- key>CONFI GURATI ON</ act i on- key>
<action- key>VI EW/ acti on- key>
</ supports>
<comuni ty-def aul t s>
<acti on- key>VI EW&/ act i on- key>
</ comuni ty-def aul t s>
<guest - def aul t s>
<acti on- key>VI EW&/ acti on- key>
</ guest - def aul t s>
<guest - unsupport ed>
<act | on- key>ADD ENTRY</ acti on- key>
</ guest - unsupport ed>
</ portlet-resource>
<nodel - r esour ce>
<nodel - nane>com | i feray. portl et. bl ogs. nodel . Bl ogsCat egor y</ nodel - nane>
<portlet-ref>
<portl et - name>33</portl et - nane>
</portlet-ref>
<support s>
<acti on- key>DELETE</ acti on- key>
<act i on- key>PERM SSI ONS</ act i on- key>
<act i on- key>UPDATE</ act i on- key>
<action-key>VI EW/ acti on- key>
</ supports>
<comuni ty-defaul t s>
<action- key>VI EW/ acti on- key>
</ comuni ty-defaul ts>
<guest - def aul t s>
<acti on- key>VI EW&/ act i on- key>
</ guest - def aul t s>
<guest - unsupport ed>
<act | on- key>UPDATE</ act i on- key>
</ guest - unsupport ed>
</ nodel - r esour ce>
<nodel - r esour ce>
<nodel - nane>com | i feray. portl et. bl ogs. nodel . Bl ogsEnt r y</ nodel - nane>
<portlet-ref>
<portl et - name>33</portl et - nane>
</portlet-ref>
<support s>
<act i on- key>ADD COMMENT</ acti on- key>
<acti on- key>DELETE</ acti on- key>
<act i on- key>PERM SSI ONS</ act i on- key>
<act i on- key>UPDATE</ act i on- key>
<acti on- key>VI EW&/ acti on- key>
</ supports>
<comuni ty-defaul t s>
<action-key>VI EW/ acti on- key>
</ communi ty- def aul t s>
<guest - def aul t s>
<acti on- key>VI EW&/ act i on- key>
</ guest - def aul t s>
<guest - unsupport ed>
<act | on- key>UPDATE</ act i on- key>
</ guest - unsupport ed>
</ nodel - r esour ce>
</resource-action- nappi ng>
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Portlet Resource

Inthe XML, the first thing defined is the portlet itself. Right under the root element

<resour ce-acti on- mappi ng>, we have achild element called <por t| et - r esour ce>. In this element,
we define the portlet name, which is 33 in our case. Next, we list al the actions this portlet supports under the
<support s> tag. Keep in mind that thisis at the portlet level. To understand what should be listed here, de-
velopers should ask themselves what actions belong to the portlet itself or what actions are performed on the portlet
that may require a security check. In our case, users need permission to add an entry (ADD_ENTRY), configure blogs
portlet settings (CONFI GURATI ON), and view the blogsitself (VI EW. Each of these supported permissionsis with-
initsown <act i on- key> tag. After we' ve defined al the actions that require a check, we move on to define
some of the default permission settings. The communi t y- def aul t s tag defines what actions are permitted by
default for this portlet on the community (group) page the portlet resides. Put it another way, what should a user that
has access to the community this portlet resides be able to do minimally? For the blogs portlet, a user with access to
the community containing the blogs portlet should be able to view it. Likewise, the guest - def aul t s tag defines
what actions are permitted by default to guests visiting alayout containing this portlet. So if a guest has access to the
community page that contains a blogs portlet, the guest should, at the very least, be able to view the portlet accord-
ingto bl ogs. xm (not necessarily the content of the portlet). Otherwise, the guest will see an error message with-
in the portlet. Depending on your custom portlet, you may add more actions here that make sense. The guest -
unsupport ed tag contains actions that a visiting guest should never be able to do. For example, the guest visiting
the blogs portlet should never be able to add a blog entry since the blog belongs to either a user or a group of users.
So even if auser wants to grant guests the ability to add ablog entry to her blog, there is no way for her to grant that
permission becausethe bl ogs. xm  doesn’t permit such an action for guests.

Model Resource

After defining the portlet as a resource, we move on to define models within the portlet that aso reguire access
check. The model resource is surrounded by the <nodel - r esour ce> tag. Within thistag, we first define the
model name. This must be the fully qualified Java class name of the model. Next we define the portlet name that this
model belongsto under theport| et - ref tag. Though unlikely, amodel can belong to multiple portlets, which
you may use multiple <por t | et - nane> tagsto define. Similar to the portlet resource element, the model re-
source element also allows you to define a supported list of actions that require permission to perform. Y ou must list
out al the performable actions that require a permission check. Asyou can see for ablog entry, a user must have
permission in order to add comments to an entry, delete an entry, change the permission setting of an entry, update
an entry, or simply to view an entry. The<cormmuni t y- def aul t s> tag, the<guest - def aul t s> tag, and the
<guest - unsupport ed> tag areal similar in meaning to what’s explained for portlet resource in section 3.1.1.

Default.xml

After defining your permission scheme for your custom portlet, you then need to tell Liferay the location of thisfile.
For Liferay core, the XML filewould normally resideinport al /

portal -ej b/ classes/resource-actions and areference to the file would appear in thedef aul t . xm
file. For the EXT environment, the recommended setup isto put your XML filein ext /

ext - ej b/ cl asses/ resour ce-acti ons. Create afilecalled def aul t - ext . xm and model it after the
defaul t.xm file. Add all your custom resource-action XML filesinthedef aul t - ext . xm file. Then copy
the property resource.actions.configsfound in por t al . properti es and pasteitintoport al -

ext . properti es. Lastly, add acommato the end of the property value and then add the path to your de-

faul t-ext.xmn file (i.e.re-

source. actions. confi gs=resource-actions/default.xm,h resource-actions/default-e
xt . xm ) Below isan example of thedef aul t . xn file.

<?xml version="1.0"?7>
<resour ce-acti on- nappi ng>

<resource file="resource-actions/portal.xm" />
<resource file="resource-actions/blogs.xm" />
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<resource file="resource-actions/booknmarks. xm" />
<resource file="resource-actions/cal endar.xm" />
<resource file="resource-actions/comunities.xm" />
<resource file="resource-actions/docurentlibrary.xm" />
<resource file="resource-actions/inmagegallery.xm" />
<resource file="resource-actions/journal.xm" />
<resource file="resource-actions/nessageboards. xm" />
<resource file="resource-actions/polls.xm" />

<resource file="resource-actions/shopping. xm" />

<resource file="resource-actions/w ki.xm" />
</ resource-action- mappi ng>

Adding Resources

After defining resources and actions, the next task is to write code that adds resources into the permissioning system.
A lot of thelogic to add resourcesis encapsulated in the Resour ceLocal Ser vi cel npl class. So adding re-
sourcesis as easy as calling the add resource method in Resour ceLocal Servi celti| class.

public void addResources(
String conpanyld, String groupld, String userld, String nane,
String prinKey, boolean portletActions,
bool ean addCommuni t yPer mi ssi ons, bool ean addGuest Per ni ssi ons);

For all the Java objects that require access permission, you need to make sure that they are added as resources every
time anew oneis created. For example, every time a user adds a new entry to her blog, theaddResour ces(...)
method is called to add the new entry to the resource system. Here’ s an example of the call from the Bl og-
sEntryLocal Servi cel npl class.

Resour celLocal Servi ceUtil.addResour ces(
entry. get Conpanyld(), entry.getGoupld(), entry.getUserld(),
Bl ogsEntry. cl ass. get Name(), entry.getPrimaryKey().toString(),
fal se, addCommunityPerni ssions, addGuest Perni ssions);

The parametersconpanyl d, gr oupl d, and user | d should be self explanatory. The nane parameter isthe
fully qualified Java class name for the resource object being added. The pr i nKey parameter isthe primary key of
the resource object. Asfor thepor t | et Act i ons parameter, set thisto trueif you're adding portlet action permis-
sions. In our example, we set it to f al se because we' re adding amodel resource, which should be associated with
permissions related to the model action defined in bl ogs. xm . TheaddContruni t yPer mi ssi ons and the
addCuest Per m ssi ons parameters are inputs from the user. If set to true, Resour ceLocal Ser vi ce will
then add the default permissions to the current community group and the guest group for this resource respectively.

Ul Interface

If you would like to provide your user the ability to choose whether to add the default community permission and
the guest permission for the resources within your custom portlet, Liferay has a custom JSP tag you may useto
quickly add that functionality. Simply insert the<Il i f er ay- ui : i nput - per mi ssi ons / > tag into the appro-
priate JSP and the checkboxes will show up on your JSP. Of course, make sure the tag is within the appropriate

<f or e tags.

Deleting Resources

To prevent having alot of dead resources taking up space in the Resour ce_ database table, you must remember
to remove them from the Resour ce_ table when the resource is no longer applicable. Simply call thedel e-

t eResour ce( ..) methodin Resour ceLocal Servi celti | . Here's an example of ablogs entry being re-
moved:
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Resour celLocal ServiceUtil . del et eResour ce(
entry. get Conpanyl d(), BlogsEntry. cl ass. get Nanme(),
Resour ce. TYPE_CLASS, Resource. SCOPE_I NDI VI DUAL,
entry.getPrimaryKey().toString());

Adding Permission

Portlet Permission

On the portlet level, no code needs to be written in order to have the permission system work for your custom port-
let. Your custom portlet will automatically have al the permission features. If you' ve defined any custom permis-
sions (supported actions) in your portlet-resource tag in section 3.1, those are automatically added to alist of permis-
sions and users can readily choose them. Of course, for your custom permissions to have any value, you'll need to
show or hide certain functionality in your portlet. Y ou can do that by checking the permission first before perform-
ing the intended functionality. Thiswill be covered in section 3.4.

Model Permission

In order to allow a user to set permissions on the model resources, you will need to expose the permission interface
to the user. This can be done by adding two Liferay Ul tag to your JSP. The first oneisthe
<liferay-security: perm ssi onsURL> tag which returns a URL that takes the user to the page to config-
ure the permission settings. The second tag isthe<I i f er ay- ui : i con> tag that shows a permission icon to the
user. Below isan example found inthefilevi ew _entry _content. | sp.

<liferay-security: perm ssi onsURL
nodel Resour ce="<% Bl ogsEntry. cl ass. get Nane() %"
nodel ResourceDescription="<% entry.getTitle() %"
resour cePrinKey="<% entry.getPrimaryKey().toString() %"
var="entryURL"
/>

<liferay-ui:icon inmge="perm ssions" url="<% entryURL %" />
The attributes you need to provide to the first tag are nrodel Resour ce, nodel Resour ceDescri ption,re-
sour cePri nKey, and var. The nodel Resour ce attributeisthe fully qualified Java object class name. It then

getstrandated in Language. pr operti es to amore readable name (underlined inred in figure 3.3.2.1).

nodel . resource.com liferay. portlet.bl ogs. nodel . Bl ogsEntry=Entry
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Asfor thenodel Resour ceDescri pti on attribute, you can passin anything that best describes this model in-
stance. In the example, the blogs title was passed in, which is reflected in figure 3.3.2.1 with the blue underline. The
resour cePri nmKey attribute is simply the primary key of your model instance. The var attribute is the vari-
able name this URL String will get assigned to. This variableis then passed tothe<l i f er ay- ui : i con> tag so
the permission icon will have the proper URL link. There's also an optional attributer edi r ect that's available if
you want to override the default behavior of the upper right arrow link shown in figure 3.3.2.1. That isall you need
to do to enable users to configure the permission settings for model resources!!

Checking Permissions

The last major step to implementing permission to your custom portlet isto check permission. Thismay be donein a
couple of places. For example, your business layer should check for permission before deleting a resource, or your
user interface should hide a button that adds a model (e.g., a calendar event) if the user does not have permission to
do so.

Checking Portlet Resource Permission

Similar to the other steps, the default permissions for the portlet resources are automatically checked for you. Y ou
do not need to implement anything for your portlet to discriminate whether a user is alowed to view or to configure
the portlet itself. However, you do need to implement any custom permission you have defined in your resource-ac-
tions XML file. In the blogs portlet example, one custom supported action is ADD_ENTRY. There are two placesin
the source code that check for this permission. Thefirst oneisinthefilevi ew_ent ri es. j sp. The presence of
the add entry button is contingent on whether the user has permission to add entry (and also whether the user isin
tab one).

<%

bool ean showAddEntryButton = tabsl. equal s("entries") &&

Por t | et Per mi ssi on. cont ai ns( per m ssi onChecker, plid, PortletKeys. BLOGS,
Act i onKeys. ADD _ENTRY) ;

%

The second place that checks for the add entry permissionisinthefile Bl ogsEnt r ySer vi cel npl . (Notice the
difference between thisfile and the Bl ogsEnt r yLocal Ser vi cel npl .) IntheaddEnt r y(..) method, acal is
made to check whether the incoming request has permission to add entry.

Por t | et Per mi ssi on. check(
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get Per m ssi onChecker (), plid, PortletKeys. BLOGS,
Act i onKeys. ADD_ENTRY) ;

If the check fails, it throwsaPr i nci pal Except i on and the add entry request aborts. Y ou’re probably wonder-
ing what the PortletPermission class and the PermissionChecker class do. Let’s take alook at these two classes.

PermissionChecker

The PermissionChecker class has amethod called hasPer m ssi on( ..) that checks whether a user making are-
source request has the necessary access permission. If the user isnot signed in (guest user), it checks for guest per-
missions. Otherwise, it checks for user permissions. This classis available to you in two places. First in your busi-
ness logic layer, you can obtain an instance of the PermissionChecker by calling the get Per i ssi onCheck-
er () methodinsideyour Ser vi cel npl class. Thismethod is available because al Ser vi cel npl (hot Loc-
al Servi cel npl ) extendsthe Pri nci pal Bean class, which implementsthe get Per mi ssi onChecker ()
method. The other place where you can obtain an instance of the PermissionChecker classisin your JSPfiles. If
your JSP file contains the portlet tag <por t | et : def i neQbj ect s / > or includes another JSP file that does,
you'll have an instance of the PermissionChecker class available to you viathe per mi ssi onChecker variable.
Now that you know what the Per m ssi onChecker doesand how to obtain an instance of it, let’' stake alook at
Liferay’s conventionin using it.

PortletPermission

Port| et Per mi ssi onisahelper classthat makesit easy for you to check permission on portlet resources (as op-
pose to model resources, covered later in section 3.4.2). It has two static methods called check( ..) and another
two caled cont ai ns( ..) . They are al essentially the same. The two differences between them are:

1. Onlyonecheck(.) methodandonecont ai ns(..) method take in the portlet layout ID variable (pl i d).

2. Thecheck( ..) methodsthrow anew Pri nci pal Except i on if user does not have permission, and the
cont ai ns(..) methods return a boolean indicating whether user has permission.

Thecont ai ns(..) methods are meant to be used in your JSP files since they return a boolean instead of throwing
an exception. The check(...) methods are meant to be called in your business layer (Servicelmpl). Let’ s revisit the
blogs portlet example below. (The addEntry(...) method is found in BlogsEntryServicelmpl.)

public Bl ogsEntry addEntry(
String plid, String categoryld, String[] tags, String title,
String content, int displayDateMonth, int displayDateDay,
int di splayDateYear, int displayDateHour, int
di spl ayDat eM nut e,
bool ean addConmuni t yPer m ssi ons, bool ean addGuest Per ni ssi ons)
t hrows Portal Exception, SystenmException {

Portl et Perm ssi on. check(
get Per mi ssi onChecker (), plid, PortletKeys. BLOGS,
Act i onKeys. ADD_ENTRY) ;

return Bl ogsEntrylLocal ServiceUtil.addEntry(
getUserld(), plid, categoryld, tags, title, content,
di spl ayDat eMont h, di spl ayDat eDay, di spl ayDat eYear,
di spl ayDat eHour ,
di spl ayDat eM nut e, addConmuni t yPer mi ssi ons,
addCGuest Per m ssi ons) ;

}

BeforetheaddEnt ry(..) method callsBl ogsEntryLocal Servi celtil.addEntry(..) toaddablogs
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entry, itcallsPort | et Per m ssi on. check( ..) tovalidate user permission. If the check fails, aPri nci p-

al Except i on isthrown and an entry will not be added. Note the parameters passed into the method. Again, the
get Per m ssi onChecker () method isreadily availablein al Ser vi cel npl classes. Thepl i d variableis
passed into the method by its caller (most likely fromaPor t | et Acti on class). Port | et Keys. BLOGS isjust a
static St r i ng indicating that the permission check is against the blogs portlet. Act i onKeys. ADD_ENTRY isaso
a static String to indicate the action requiring the permission check. Y ou’ re encouraged to do likewise with your cus-
tom portlet names and custom action keys.

Whether you need to passin a portlet layout ID (plid) depends on whether your custom portlet supports mul-
tipleinstances. Let'stake alook at the message board portlet for example. A community may need three sep-
arate page layouts, each having a separ ate instance of the message boar d portlet. Only by using the portlet
layout 1D will the permission system be able to distinguish the three separ ate instances of the message board
portlet. Thisway, permission can be assigned separately in all threeinstances. Though in general, most port-
letswon’t need to usethe portlet layout 1D in relation to the permission system.

Service vs. LocalService

Sincethe Ser vi cel npl classextendsthe Pri nci pal Bean class, it has access to information of the current user
making the service request. Therefore, the Ser vi cel npl classistheideal place in your business layer to check
user permission. Liferay’s convention is to implement the actual businesslogic inside the Local Ser vi cel npl
methods, and then the Ser vi cel npl calsthese methodsviathe Local Servi ceUti | classafter the permis-
sion check completes successfully. Your Por t | et Acti on classes should make callsto Ser vi ceUt i | (wrapper
to Ser vi cel npl ) guaranteeing that permission isfirst checked before the request is fulfilled.

Checking Model Resource Permission

Checking model resource permission isvery similar to checking portlet resource permission. The only major differ-
enceisthat instead of calling methods found in the PortletPermission class mention previously, you heed to create
your own helper class to assist you in checking permission. The next section will detail how thisis done.

Custom Permission Class

It is advisable to have a helper class to help check permission on your custom models. This custom permission class
issimilar to the PortletPermission class but is tailored to work with your custom models. While you can implement
this class however you like, we encourage you to model after the PortletPermission class, which contains four static
methods. Let’ stake alook at the Bl ogsEnt r yPer i ssi on class.

public class Bl ogsEntryPermni ssion {

public static void check(
Per m ssi onChecker perm ssi onChecker, String entryld,
String actionld)
throws Portal Exception, SystenException {

if (!contains(permssionChecker, entryld, actionld)) {
t hr ow new Pri nci pal Exception();
}

}

public static void check(
Per m ssi onChecker perm ssi onChecker, Bl ogsEntry entry,
String actionld)
throws Portal Exception, SystenmException {

if (!contains(permn ssionChecker, entry, actionld)) {
t hrow new Pri nci pal Exception();
}

}

public static bool ean contai ns(
Per mi ssi onChecker perm ssi onChecker, String entryld,
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String actionld)
t hrows Portal Exception, SystenmException {

Bl ogsEntry entry =
Bl ogsEntryLocal Serviceltil.getEntry(entryld);

return contai ns(perni ssionChecker, entry, actionld);

}

public static bool ean contai ns(
Per m ssi onChecker perm ssi onChecker, Bl ogsEntry entry,
String actionld)
t hrows Portal Exception, SystemException {

return permni ssionChecker. hasPerm ssi on(
entry.getGoupld(), BlogsEntry.class. get Nane(),
entry.getPrimaryKey().toString(), actionld);

Again, the two check(...) methods are meant to be called in your business layer, while the two containg(...) methods
can be used in your JSP files. Asyou can seg, it's very similar to the PortletPermission class. The two notable differ-
ences are:

1. Instead of having the por t | et | d asone of the parameters, the methods in this custom class take in either an
entryl d oraBl ogsEnt ry abject.

2. None of the methods need to receive the portlet layout ID (pl i d) as aparameter. (Y our custom portlet may
choose to use the portlet layout ID if need be.)

Let's see how this classis used in the blogs portlet code.

public BlogsEntry getEntry(String entryld) throws Portal Exception,
Syst enException {

Bl ogsEnt r yPer m ssi on. check(
get Per m ssi onChecker (), entryld, ActionKeys.VIEW;

return Bl ogsEntrylLocal Serviceltil.getEntry(entryld);

Inthe Bl ogsEnt rySer vi cel npl classisamethod called get Ent r y( ..) . Before this method returns the blogs
entry object, it calls the custom permission helper class to check permission. If this call doesn’t throw an exception,
the entry isretrieved and returned to its caller.

<c:if test="<% Bl ogsEntryPerm ssion. contai ns(perni ssionChecker, entry,
Act i onKeys. UPDATE) %" >
<portlet:render URL wi ndowSt at e="<% W ndowSt at e. MAXI M ZED. t oSt ri ng()
%" var="entryURL">
<portlet:param name="struts_action" val ue="/bl ogs/edit_entry"
/>
<portlet:paramname="redirect" value="<% currentURL %" />
<portlet:param name="entryl d" val ue="<% entry.getEntryld()
%w" >
</ portlet:render URL>

<liferay-ui:icon image="edit" url="<% entryURL %" />
</c:if>
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Inthevi ew_entry_content. jspfile theBl ogsEntryPermni ssi on. cont ai ns(..) methodiscalledto
check whether or not to show the edit button. That's all thereisto it!

Summary

Let’sreview what we' ve just covered. Implementing permission into your custom portlet consists of four main
steps. First step isto define any custom resources and actions. Next step is to implement code to register (or add)
any newly created resources such asa Bl ogsEnt ry object. The third step is to provide an interface for the user to
configure permission. Lastly, implement code to check permission before returning resources or showing custom
features. Two major resources are portlets and Java objects. Thereis not alot that needs to be done for the portlet re-
source to implement the permission system since Liferay Portal has alot of that work done for you. You mainly fo-
cus your efforts on any custom Java objects you' ve built. Y ou’' re now well on your way to implement security to
your custom Liferay portlets! For other user guides, please visit the Liferay Developer Zone at: ht-
tp://www.liferay.com/web/guest/devzone

Additional Information

Roles

If you're wondering how the Liferay user roles, community roles, and organization / location roles should be imple-
mented in your custom portlet, this brief section will address that. The short answer is, nothing needs to be de-
veloped specifically for user, community, and organization / location roles to work with your custom portlets.
Liferay’s permission system has all that provided for you. When the hasUser Per mi ssi on(..) method iscalled
within the Per mi ssi onChecker class, Liferay checksall the roles the current user has, whether they’ re organiz-
ation / location roles, community roles, or user roles.

Using your own Security System in Liferay

Here' sabrief outline of how you can use your own security system in Liferay.

» Createyour own Per mi ssi onChecker classthat extends Liferay’s Per mi ssi onChecker class.

* Register thisnew classinportal . properties (orportal -ext. properties forthe EXT environ-
ment) under the per m ssi ons. checker property.

* OverridethehasUser Per i ssi on( ..) method and the hasGuest Per ni ssi on( ..) method with your
own calls to your permission system.

* Youcancaltheset Val ues(..) method to pull in parameters from the request object that your permission
checker might need (e.g., user 1 d, proj ect ed, etc).

* Youcancalthereset Val ues(..) method to wipe out old parameters.

* Overridethei sAdm n(..) method.

Database Schema View

Reviewing how Liferay stores all the permission information in the database may help you gain a better understand-
ing to the entire permission system.

 Theresource_ tablecontainsal the registered resources outlined in section 3.2.
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» Every possible secure action that can be done to aresource will result in arow inthe per mi ssi on_ table. For
example, aBl ogsEnt ry resource may havearow in per m ssi on_ for the view action, and another for the
update action.

permissionld || companyld || actionld || resourceld
1 liferay.com LIFDATE 3
10 liferay.com W EW ¥
11 liferay.com LIPDATE g
12 liferay.corm W EWY d
13 liferay.corm LIFDATE =]
14 liferay.com WENWY 4

»  Whether a user has permission to a resource depends on the roles the user has, or the community (groups) and
organization the user isin (green tables). If those roles or groups contain the needed per i ssi onl d in the
permissions table (in blue), then the user has access to the resource.
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Chapter 8. Tutorials
Portlets

Liferay Portal Enterprise builds upon the Portlet API [http://www.jcp.org/en/jsr/detail 7id=168] (JSR 168) to provide
users with arich set of portlets. The following are examples from the portlets bundled with Liferay. Follow thein-
structions found in Hot Deploy to learn how to hot deploy external WARSs that are not bundled with Liferay.

Hello World

1. Thisportlet is defined in /portal-web/docroot/\WWEB-INF/portlet.xml.

<portlet>
<portl et -name>47</ portl et - name>
<di spl ay- name>Hel | o Wor |l d</ di spl ay- name>
<portlet-class>
comliferay.portlet.helloworld.HelloWrldPortl et
</portlet-class>
<expi rati on-cache>0</ expirati on-cache>
<support s>
<m me-type>text/htm </ m nme-type>
</ supports>
<portlet-info>

<title>Hello Wrld</title>
<short-title>Hell o Wrld</short-title>
<keywor ds>Hel | o Wor| d</ keywor ds>

</portlet-info>
<security-role-ref>

<rol e- name>Power User</r ol e- nane>
</security-role-ref>
<security-role-ref>

<rol e- nane>User </ r ol e- nanme>
</security-role-ref>

</portlet>

The unique id associated with this portlet is 47. The HelloWorldPortlet class extends
javax.portlet.GenericPortlet. The source of this class shows that it does nothing more than print out Hello
World. This portlet is viewable by HTML browsers. Thetitleis defined in portlet-info. Users must have either
the Power User or User role to access this portlet. The roles can be changed at run time via the Admin portlet.

2. Additional definitions for this portlet are found in /portal-web/docroot/WEB-INF/liferay-portlet.xml.

<portlet id="47" struts-path="hello_world" narrow="true" />

Theid valuein liferay-portlet.xml must match the portlet-name value in portlet.xml. The struts-path value
tells Struts that all requests starting with http://localhost/c/hello_world/* are considered part of this portlet's
scope. Seethe Mail portlet to better understand this feature. The narrow value, if set to true, means this portlet
will be rendered in the narrow column. This value can be changed at run time viathe Admin portlet.

3. Display information for this portlet is found in /portal -web/docroot/WEB-INF/liferay-display.xml and makes it
possible for users to add this portlet via the personalize pages screen.

<category nane="category.test">
<portlet id="47" />
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<portlet id="48" />
</ cat egory>

When a user goes to personalize pages and clicks on a category to choose a portlet, the Hello World portlet is
available under the category with the name that matches the key category.test. The value for thiskey is defined
in /portal-j b/classes/content/L anguage.properties.

category.test=Test

IFrame

1. Thisportlet is defined in /portal-web/docroot/WEB-INF/portlet.xml.

<portlet>
<portl et - nane>48</ portl et - name>
<di spl ay- nanme>I| Fr ane</ di spl ay- nane>
<portlet-class>omliferay.portlet.|FranmePortlet</portlet-class>
<expi ration-cache>0</expiration-cache>
<support s>
<m nme-type>text/htnm </ m me-type>
<portl et-node>edit</portlet-node>
</ support s>
<resource-bundl e>com liferay. portlet. Strut sResourceBundl e</resource-bundl e>
<portl et-preferences>
<pr ef erence>
<nane>sr c</ name>
<val ue>ht t p: / / ww. gf a. or g</ val ue>
</ pref erence>
<pr ef erence>
<name>aut h</ nane>
<val ue>f al se</val ue>
</ pref erence>
<preference>
<name>aut h-t ype</ nanme>
<val ue>basi c</ val ue>
</ preference>
<pr ef erence>
<nanme>f or m net hod</ nanme>
<val ue>post </ val ue>
</ pref erence>
<pr ef erence>
<nane>user - nanme</ name>
<val ue></val ue>
</ pr ef erence>
<preference>
<name>passwor d</ nanme>
<val ue></val ue>
</ preference>
<pr ef erence>
<nane>hi dden- vari abl es</ nane>
<val ue>var 1=hel | o; var 2=wor | d</ val ue>
</ pref erence>
</ portl et-preferences>
<security-role-ref>
<r ol e- name>Power User </r ol e- nane>
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</security-role-ref>
<security-role-ref>
<rol e- name>User </ r ol e- name>
</security-role-ref>
</portlet>

The unique id associated with this portlet is 48. The |FramePortlet class extends javax.portlet.GenericPortlet.
The source [http://content.liferay.com/document/api/portal -ejb/com/liferay/portl et/ FramePortl et.java.html] of
this class shows that this class prints an IFRAME tag that references an external site. This portlet is editable
and viewable by HTML browsers. The preferences bind the name src with the default value of ht-
tp://lwww.gfa.org.

The auth value, if set to true, will attempt to authenticate the user to the external |Frame application. The auth-
type value can be set to basic or form. Basic authentication appends the login information to the URL and form
authentication requires a post to the external |Frame application. The form-method value can be set to get or
post. Thisisonly used if you are using form authentication. The user-name value sets the user name for au-
thentication. If you are using basic authentication, then you just need to set the user name. If using form authen-
tication, you need to set the user name as akey value pair like acme_|ogin=test@acme.com. The password
value sets the password for authentication. If using basic authentication, you just need the password. If using
form authentication, set the password as akey value pair like acme_password=password. The hidden-vari-
ables valueis used for form authentication. Some forms require certain prepopulated fields in order to proceed
with authentication. Separate each key and value with a= and each key value pair with a ;. Users must have
either the Power User or User role to access this portlet. The roles can be changed at run time viathe Admin
portlet.

Thetitle isfetched by StrutsResourceBundle and is configured in/
portal-ejb/classes/content/L anguage. properties.

javax.portlet.title.48=lFrane

Additional definitions for this portlet are found in /portal-web/docroot/WEB-INF/liferay-portlet.xml.
<portlet id="48" struts-path="ifranme" />

Theid valuein liferay-portlet.xml must match the portlet-name value in portlet.xml. The struts-path value
tells Struts that all requests starting with http://localhost/c/iframe/* are considered part of this portlet's scope.
See the Mail portlet to better understand this feature.

Display information for this portlet is found in /portal-web/docroot/WEB-INF/liferay-display.xml and makesiit
possible for users to add this portlet via the personalize pages screen.

<category nane="category.test">
<portlet id="47" />
<portlet id="48" />

</ cat egory>

When a user goes to personalize pages and clicks on a category to choose a portlet, the IFrame portlet is avail-
able under the category with the name that matches the key category.test. The value for thiskey is defined in/
portal-€jb/classes/content/L anguage. properties.

category. test=Test
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Calendar

1. Thisportlet is defined in /portal-web/docroot/\WWEB-INF/portlet.xml.

<portlet>
<portl et - nanme>8</ portl et - nane>
<di spl ay- nanme>Cal endar </ di spl ay- name>
<portlet-class>comliferay.portlet.JSPPortlet</portlet-class>
<l ni t - parane
<nane>vi ew j sp</ nane>
<val ue>/ portl et/ cal endar/vi ew. j sp</val ue>
</init-paranpr
<expi ration-cache>0</expiration-cache>
<support s>
<m me-type>text/htm </ m nme-type>
</ support s>
<resour ce-bundl e>com | i feray. portlet. Strut sResourceBundl e</resour ce-bundl e>
<security-role-ref>
<r ol e- nanme>Power User </r ol e- nane>
</security-role-ref>
<security-role-ref>
<r ol e- name>User </ r ol e- name>
</security-role-ref>
</portlet>

The unique id associated with this portlet is 8. The JSPPortlet class extends javax.portlet.GenericPortlet. The
source of this class shows that this class looks for the init parameters and forwards to the appropriate JSP de-
pending on the portlet mode. This portlet is viewable by HTML browsers. Users must have either the Power
User or User role to access this portlet. The roles can be changed at run time via the Admin portlet.

2. Thetitleisfetched by StrutsResourceBundle and is configured in /
portal-gjb/classes/content/L anguage.properties.

javax.portlet.title.8=Cal endar
3. Additional definitions for this portlet are found in /portal-web/docroot/WEB-INF/liferay-portlet.xml.

<portl et
i d="8"
struts-pat h="cal endar"
schedul er-cl ass="com liferay. portlet.cal endar.job. Schedul er"
pr ef erences-shari ng-type="user"
show portl et -access-deni ed="true"

, show portlet-inactive="true"

>

Theid value in liferay-portlet.xml must match the portlet-name value in portlet.xml. The struts-path value tells
Struts that all requests starting with http://localhost/c/calendar/* are considered part of this portlet's scope. See
the Mail portlet to better understand this feature. The schedul er-class value must be a class that implements
Scheduler and is called to schedule Quartz jobs for this portlet. The preferences-sharing-type value indicates
the preferences sharing type of the portlet. If set to none, preferences are not shared and each page will haveits
own set of preferences. If set to user, preferences are shared by user if the portlet isin a personal page or by
group if the portlet isin agroup page. If set to company, preferences are shared across the entire company. The
show-portlet-access-denied value, if set to true, means non-permissioned users are shown that they do not have
access to the portlet. The default valueis set in portal .properties. The show-portlet-inactive value, if set to true,
means users are shown that the portlet isinactive (if the portlet isinactive). The default valueis set in
portal.properties.
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4. Display information for this portlet is found in /portal-web/docroot/WEB-INF/liferay-display.xml and makes it
possible for users to add this portlet via the personalize pages screen.

<cat egory nane="cat egory. comunity">
<portlet id="8" />
</ cat égor y>

When a user goes to personalize pages and clicks on a category to choose a portlet, the Calendar portlet is
available under the category with the name that matches the key category.community. The value for thiskey is
defined in /portal -ej b/classes/content/L anguage.properties.

cat egory. comuni t y=Communi ty

Message Boards

1. Thisportlet is defined in /portal-web/docroot/WEB-INF/portlet.xml.

<portlet>
<portl et -nanme>19</ portl et - name>
<di spl ay- name>Message Boar ds</di spl ay- name>
<portlet-class>omliferay. portlet. nessageboards. MBPortl et</portlet-class>

<init-paranp

<nane>edi t - j sp</ name>

<val ue>/ portl et/ message_boards/edit.jsp</val ue>
</init-paran>
<i nit-paranr

<nane>vi ew j sp</ nane>

<val ue>/ portl et/ message_boards/ vi ew. j sp</val ue>
</init-paranpr
<expi ration-cache>0</expiration-cache>
<support s>

<m me-type>text/htm </ m nme-type>

<portl et-node>edit</portl et-node>
</ supports>

<resour ce-bundl e>com |i feray. portlet. Strut sResourceBundl e</resour ce-bundl e>

<portl et-preferences>

<pref erence>

<nanme>nessages- per - page</ name>
<val ue>25</val ue>

</ pref erence>
</ portl et-preferences>
<security-role-ref>

<rol e- name>Power User </r ol e- nane>
</security-role-ref>
<security-role-ref>

<r ol e- nane>User </ r ol e- nane>
</security-role-ref>

</ portlet>

The unique id associated with this portlet is 19. The MBPortlet class extends JSPPortlet. This portlet is editable
and viewable by HTML browsers. The preferences bind the name messages-per -page with the default value of
25. Users must have either the Power User or User role to access this portlet. The roles can be changed at run
time viathe Admin portlet.

147



Tutorials

2. Thetitleisfetched by StrutsResourceBundle and is configured in /
portal-ejb/classes/content/L anguage. properties.

javax.portlet.title. 19=Message Boards
3. Additional definitions for this portlet are found in /portal-web/docroot/WEB-INF/liferay-portlet.xml.

<portlet id="19" struts-path="nessage boards"
i ndexer-class="com liferay. portlet. messageboards. util.|ndexer"
pr ef erences-shari ng-type="user" />

Theid valuein liferay-portlet.xml must match the portlet-name value in portlet.xml. The struts-path value
tells Struts that all requests starting with http://localhost/c/message_boards/* are considered part of this portlet's
scope. Seethe Mail portlet to better understand this feature. The indexer -class value must be a class that imple-
ments Indexer and is called to create or update a search index for this portlet. The preferences-sharing-type
value indicates the preferences sharing type of the portlet. If set to none, preferences are not shared and each
page will have its own set of preferences. If set to user, preferences are shared by user if the portlet isin a per-
sonal page or by group if the portlet isin agroup page. If set to company, preferences are shared across the en-
tire company.

4. Display information for this portlet is found in /portal-web/docroot/WEB-INF/liferay-display.xml and makes it
possible for users to add this portlet via the personalize pages screen.

<cat egory nane="cat egory. comuni ty">
<portlet id="19" />
</ cat égor y>

When a user goes to personalize pages and clicks on a category to choose a portlet, the Message Boards portl et
is available under the category with the name that matches the key category.community. The value for this key
is defined in /portal-ejb/classes/content/L anguage.properties.

cat egory. communi t y=Comuni ty

Mail
1. Thisportlet is defined in /portal-web/docroot/WEB-INF/portlet.xml.

<portlet>
<portl et -nane>1</portl et-nane>
<di spl ay- name>Mai | </ di spl ay- nane>
<portlet-class>omliferay.portlet.mail.Mil Portlet</portlet-class>
<init-paranp
<nane>Vi ew j sp</ nane>
<val ue>/portlet/mil/viewjsp</val ue>
</init-parane
<expi rati on-cache>0</ expi rati on-cache>
<support s>
<m me-type>text/htm </ m me-type>
<portl et-nmode>edit</portlet-node>
</ support s>
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<resource-bundl e>com liferay. portlet. Strut sResourceBundl e</resource-bundl e>
<portl et-preferences>
<pr ef erence>
<nanme>ht ml - f or mat </ nane>
<val ue>t rue</val ue>
</ preference>
<pr ef erence>
<name>f or war d- addr ess</ nane>
</ pref erence>
<pref erence>
<name>si ghat ur e</ nanme>
</ pref erence>
<preference>
<nane>col - or der </ name>
<val ue>f sdz</ val ue>
</ preference>
<pr ef erence>
<nane>or der - by- col </ nane>
<val ue>d</ val ue>
</ preference>
<pr ef erence>
<name>or der - by-t ype</ nanme>
<val ue>desc</val ue>
</ pr ef erence>
<preference>
<name>nessages- per - portl et </ nane>
<val ue>5</ val ue>
</ preference>
<pr ef erence>
<nane>nessages- per - page</ nanme>
<val ue>25</val ue>
</ preference>
<pr ef erence>
<name>nessage- header s</ nane>
<val ue>1</val ue>
</ pr ef erence>
<preference>
<name>i ncl ude- ori gi nal </ nanme>
<val ue>t rue</ val ue>
</ preference>
<pr ef erence>
<nane>ori gi nal -t ext-i ndi cat or </ nane>
<val ue>0</val ue>
</ preference>
<pr ef erence>
<name>r epl y-t o- addr ess</ nanme>
</ pr ef erence>
<preference>
<name>new- mai | - noti fi cati on</ name>
<val ue>2</ val ue>
</ preference>
<pr ef erence>
<nane>f ol der - names</ nane>
</ preference>
<pr ef erence>
<name>bl ocked</ nane>
</ pr ef erence>
</ portlet-preferences>
<security-role-ref>
<rol e- nanme>Power User </r ol e- nane>
</security-role-ref>
<security-role-ref>
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<rol e- nanme>User </ r ol e- nanme>
</security-role-ref>
</portlet>

The unique id associated with this portlet is 1. The MailPortlet class extends JSPPortlet. This portlet is editable
and viewable by HTML browsers. Users must have either the Power User or User role to access this portlet.
The roles can be changed at run time viathe Admin portlet.

Thetitleisfetched by StrutsResourceBundle and is configured in /
portal-€jb/classes/content/L anguage.properties.

javax.portlet.title.1=Mil
Additional definitions for this portlet are found in /portal-web/docroot/WEB-INF/liferay-portlet.xml.

<portlet id="1" struts-path="mail" preferences-sharing-type="user" />

Theid valuein liferay-portlet.xml must match the portlet-name value in portlet.xml. The struts-path value
tells Struts that all requests starting with http://localhost/c/mail/* are considered part of this portlet's scope. If a
user's request path falls inside the defined struts-path, then all of the portlet's objects will be available inside the
forwarded Action classes and JSP pages as defined in /portal-web/docroot/WEB-INF/struts-config.xml and /
portal-web/docroot/WEB-INF/tiles-defs.xml. For example, if the user requests ht-
tp://localhost/c/mail/view_folder, then the user is forwarded to ViewFolderAction. This class has accessto the
javax.portlet.PortletConfig, javax.portlet.RenderRequest, and javax.portlet. RenderResponse objects through the
user's request. These objects are stored as request attributes with the class names as keys. The JSPs that Struts
forward to have access to these objects via the <portlet:defineObjects /> tag. User are not allowed to access any
paths that fall in http://localhost/c/mail/* unless the have the required roles to access this portlet.

Display information for this portlet is found in /por tal-web/docr oot/WEB-I NF/lifer ay-display.xml and
makes it possible for users to add this portlet via the personalize pages screen.
<cat egory nane="cat egory.comunity">
<portlet id="1" />
</ cat égor y>
When a user goes to personalize pages and clicks on a category to choose a portlet, the Mail portlet is available

under the category with the name that matches the key category.community. The value for this key is defined
in /portal-ej b/classes/content/L anguage. properties.

cat egory. comuni t y=Communi ty
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Chapter 9. Code Conventions

We are proud and passionate about super clean code. Wrap lines at 80 spaces and use real tabs equivalent to 4
spaces. Follow the Java Code Conventions and read The Elements of Java Style. And ABOVE all else, follow the

precedence of the rest of the code.
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