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Preface

This document isintended as areference guide for Liferay Portal 4.0. It is still awork in progress and currently at
Release Candidate 1. Contributions are welcome. Please email <j shum@ i f er ay. con® to provide documents
that you have written and would like to contribute back to the community. Topic suggestions are also welcome.

Need Help? Forums: http://forums.liferay.com
Tracker: http://support.liferay.com

Mailing List: Subscribe [http://lists.sourceforge.net/lists/listinfo/l portal -devel opment] or Browse
[http://sourceforge.net/mailarchivel/forum.php?forum=Iportal -devel opment] Please search through the mailing list
first if you have anissue.

The mailing list contains alot of information because we've been using it for many years. However, itsthreading is
limited and does not allow you to continue a conversation that started a few months ago. We've switched to user for-
ums [http://forums.liferay.com] so the community can have a better place to discuss their experiences with Liferay.

If you find abug or have a new feature request, please post it on our tracker [http://support.liferay.com].

We also offer professional support services where your company can be assigned a Liferay developer that will en-
sure that your questions are answered promptly so that your project is never compromised. Purchased support al-
ways getsfirst priority. This business model allows us to build a company that can contribute a great portal to the
open source community.

If your company uses Liferay, please consider purchasing support. Liferay has an extremely liberal license model
(MIT, very similar to Apache and BSD), which means you can rebundle Liferay, renameiit, and sell it under your
name. We believe free means you can do whatever you want with it. Our only source of revenue is from profession-
al support and consulting.
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Chapter 1. User Administration

We will begin with an introduction to some new functionality in Liferay 4.0. This chapter will give an in depth tu-
torial on the Enterprise Admin, Organization Admin, and Location Admin portlets. Step-by-step instructions and
screen shots are provided to guide users through various administration functions which are new to portal.

Overview

This document on user administration portlets begins by providing an overview of entitiesinvolved in the adminis-
tration portlets. Thiswill be followed by instructions on using each of the three administration portlets.

Administration Portlets

Liferay Portal provides three administration portlets: Enterprise Admin, Organization Admin, and Location Admin.
The three portlets provide different scopes of administration.

Enterprise
Admin
Organization Crrganization Organization
Admin Admin Admin
Location Location Location Location Location Location
Admin Admin Admin Admin Admin A cdmin

Asillustrated by the diagram, the Enterprise Admin Portlet has the highest level of administrative functions. It has
accessto all organizations, locations, and users. The Organization Admin Portlet can access its own information and
information for any locations and users that belong to it. The Location Admin Portlet can access its own information
and any usersthat belong to it. This user guide will only address user administration functions contained within the
various administration portlets. See the Permissions Users Guide for instructions on assigning permissions to exist-
ing portlets for individual organizations, locations, and users.

User

A user isan individual who performs tasks using the portal.

Organizations and Locations

Organizations and locations represent a corporate hierarchy. An organization represents a parent corporation. An ex-
ample would be Liferay USA. A location represents a child corporation of an organization, often times distinguished
by its geographic location. Organizations can have any number of |ocations. Example locations of the Liferay USA
organization might be Liferay Chicago, Liferay San Francisco, and Liferay Los Angeles. A user can only belong to a
single organization and location.
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User Groups

A user group isagrouping of users. Unlike organizations and locations, user groups have no context associated with
them. They are purely a convenience grouping that aids administrators in assigning permissions and roles to a group
of usersinstead of individual users or assigning a group of users to acommunity. A user can belong to any number
of user groups. Both roles and individual permissions can be assigned to user groups, and every user that belongsto
that user group will receive the role or permission.

Enterprise Administration Portlet

Enterprise Administration has the highest level of administrative functions. It has access to all organizations, loca-
tions, and users.

How to view, search, add, and edit organizations

Organizations are at the top of the group hierarchy and allows the configuration of permissionsto a broad number of
usersin the system.

Viewing Organizations

1. Click on the Organizations tab in the Enterprise Admin Portlet to display the Organizations screen.

Enterprise Admin

| ocation: Rales
Midriwe St iy Ain

Couniny [tegion
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2. Aligting of organizations appears on the bottom of the Organizations Screen. Click on an organization you
want to view. A screen will appear showing the organization's information.

Enterprise Admin &
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Searching Organizations

1. Click on the Organizations tab in the Enterprise Admin Portlet.
2. Typeorganization information in the input fields and select from the menu options.

3. Click Search.

Adding Organizations

1. Click onthe Organizationstab in the Enterprise Admin Portlet.
2. Click Add.
3. Enter organization’'s information in the Name input field.
4. Select from the Country, Status, and Region menus.
5. Click Save.
Enterprise Admin G
Orepaniaitiony Locations Roles
Marine Couniry ]
e (R B4 lovion ]
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6. Toadd additional organizations, repeat steps 1-5.

Editing Organizations

Y ou can edit organization information.

1. Click on the Organizationstab in the Enterprise Admin Portlet.

2. Locate organization you want to edit. Click the Edit icon (@) to the right of the organization.

w

Type changes in the Name input field. Select from the Country, Status, and Region menus to make changes.

Ea

Click Save.

How to view, search, add, and edit locations
L ocations can give you broad permissioning and grouping within an organization.
Viewing Locations

You can view alist of al locations or you can view alist of locations that belong to a specific organization.
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Viewing All Locations

1. Click onthe L ocationstab in the Enterprise Admin Portlet.

2. Aligting of locations appears on the bottom of the Locations Screen. Click on alocation you want to view.

Enterprise Admin @«
Users Oroanizations Locationy
Marine Siront iip]
Conniry Iu:._uipn
el | el

Hame Region Country

Liferay Chicago Hinois United States @ o
Liferay Hong Kong China @ frig 3
Liferay London United Kingdom @ a3
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Liferay 5an Francisco California United States @’ f f\
Liferay Shanghai China E? 2 8

Viewing locations that belong to a specific organization

1. Click on the Organizationstab in the Enterprise Admin Portlet.

2. Click ontheView Locations(@) icon located to the right of an organization. A screen will appear showing

all organizations that belong to a specific organization.

Searching Locations

1. Tosearchfor locations, click on the L ocations tab in the Enterprise Admin Portlet.

2. Type Location information in the input field and select from the menu options.

3. Click Search.

Adding Locations

1. Click onthe Locationstab in the Enterprise Admin Portlet.
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2. Click Add.
3. Enter location information in Name input field.

4. Select from the Country, Organization, Status, and Region menus.
Enterprise Admin @

sers Drganizations | areaiiony Raoles
e Couniry [ el
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5. Click Save.
6. Toadd additional locations, repeat steps 1-5.

You can also add organizations through the Organizations Screen

Editing Locations

1. Toedit location information, click on the L ocations tab in the Enterprise Admin Portlet.

2. Locate the location you want to edit. Click the Edit icon (@) on the right of the location.

3. Typechangesin the Nameinput field. Select from the Country, Organization, Region, and Status menu to
make changes.

4, Click Save.

How to view, search, add, edit, deactivate, restore, and
delete users

Viewing Users

Viewing All Users

Y ou can view active and deactivated users.

1. Click onthe Userstab in the Enterprise Admin Portlet.

2. A ligting of users appears on the bottom of the Users Screen. Click on a user you want to view. To see alist of
additional users, click on the page numbers.

3. Toview deactivated users, click on the Active menu from the Users Screen, and select No.
4. Click Search to display alisting of deactivated users.
5. Repeat step 2.
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Viewing users that belong to a specific organization

1. Click on the Organizations tab.

2. Click the View User icon (ﬁ) located to the right of an organization.
3. Click on auser to view.
Viewing users that belong to a specific location

1. Click onthe Locations tab.

2. Click the View User icon (i:k) located to the right of alocation.

3. Click onauser to view.

Searching Users

1. Tosearchfor auser, click onthe Userstab in the Enterprise Admin Portlet.

2. Typeuser namein the input fields and select from the menus. To search for an active user, select Y es from the
Active menu. To search for adeactivated user, select No.

3. Click Search.

Adding Users

1. Toaddauser, click onthe Userstab in the Enterprise Admin Portlet.

2. Click Add.
3. Enter user’sinformation in the input field and select from the pull down menus.
Enterprise Admin L=
Lo Or
Proie [} Frinail Addelroy
Firt: Marno irchelay sunry el [ 1 [ae] | vven [ae] 5]
Miclelley Maarie tienuelor Muk: [
Pt Marne Chrepaniarion AL
St [ e Locuiion b
Mickrrie Job Tidn
LRI
4. Click Save.

5. Toadd additional users, repeat steps 1-4.
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You can also add usersthrough the L ocation Screen:
a. Click onthe Locationstab in the Enterprise Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the location you want to add a user to.

c. Enter user’sinformation in the input fields and select from the pull down menus.
d. Click Save.

e. Toadd additional users, repeat steps 1-4

You can also add usersthrough the Organization Screen:

a. Click onthe Organizations tab in the Enterprise Admin Portlet.

b. Click onthe Add User icon ( éf) located to the right of the organization you want to add a user to.

c. Enter user'sinformation in the input field and select from the pull down menus.
d. Click Save.

e. Toadd additional users, repeat steps 1-4.

Editing Users

1. Toedit user information, click on the Userstab in the Enterprise Admin Portlet.
2. Click on the user you want to edit. A screen will appear displaying the user's innormation.

3. Typechangesinthe First Name, Middle Name, Last Name, Email, and Job Title input fields. Select from
the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4. Click Save.

Deactivating Users

1. Todeactivate auser, click on the Userstab in the Enterprise Admin Portlet.

2. Click on the box located next to the user you want to deactivate.

3. Click Deactivate.

4. Todeactivate all userslisted on apage, click the box located next to the Name column. Click Deactivate.

5. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click Cancel if
you do not want to deactivate the selected users.

Restoring Users
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To restore deactivated users, click on the User stab in the Enterprise Admin Portlet.
Click on the Active menu, and select No.

Click Search to display alisting of deactivated users.

Enterprise Admin

Roles

Loy

Firss Mgt Micleller Miarine Lagists Mg Liringil Aalelros Acihen
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Aaded | | Dedevies ity
Hame Job Title Location City Region
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Click on the box located next to the user you want to reactivate.
Click Restore.
Torestore al userslisted on apage, click in the box located next to the Name column.

Click Restore.

Deleting Users

A w D

o

How to view, search, add, edit, delete, and assign user

Country

China

ir

To delete a user you need to first deactivate the user. Follow instructions in the Deactivating User s section to

deactivate a user.

Click on the Userstab in the Enterprise Admin Portlet.

Click on the Active menu, and select No.

Click Search to display alisting of deactivated users.

Click on the box located next to the user you want to delete.

Click Delete.

To delete all userslisted on a page, click the box located next to the Name column.

Click Delete.

A screen will appear asking if you want to permanently delete the selected users. Click OK to delete. Click

Cancel if you do not want to delete the selected user.

groups

User Groups can be used to group users to simplify the process of assigning roles and permissions to a number of
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users and to simplify the process of assigning a number of users to acommunity.

Viewing User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.

2. Alisting of user groups appears on the bottom of the screen. Click on a user group you want to view. NOTE:
Clicking on a user group will only display the name and description of the group. To actually view the users as-
sociated with the user group, click on the Assign icon.

Enterprise Admin -
Jsers Organizations Locations Jser Groups Roles

fame
[ Mame
(Il Liferay Chicago Lisers @ E=RE s |
- Liferay Los Angeles Lisers @ = @ m
[ Liferay Mew york Users @ ! @ (]
- Liferay San Francisco Users @} @ @ E&l

Searching User Groups

1. Tosearchfor user groups, click on the User Groups tab in the Enterprise Admin Portlet.
2. Typeauser group namein the "Name" input field.

3. Click Search.

Adding User Groups

1. Click onthe User Groupstab inthe Enterprise Admin Portlet.
2. Click Add.
3. Enter aname for the user group in the Name input field.

4. Optionally, enter a description for the user group in the Description text area.
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Enterprise Admin (=

Idsers Organizations Locations IJ=ser Groups Roles

Marne

Crascription

Save

5. Click Save.

6. Toadd additional user groups, repeat steps 1-5.

Editing User Groups

1. Toedit user group information, click on the User Groups tab in the Enterprise Admin Portlet.

2. Locate the user group you want to edit. Click the Edit icon (Eﬁ) on the right of the user group.

3. Typechangesin the Nameinput field and, optionally, the Description text area.

4, Click Save.

Deleting User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.

2. Todeete asingle user group, click on the Deleteicon (m ) to the right of the user group. Click OK to delete.

3.  Todeete multiple user groups, check the boxes located to the left of the user groups you want to delete.
4. Click the Delete button.

5. Toddete al user groups listed on a page, check the box located next to the Name column.

6. Click the Delete button.

7. A screen will appear asking if you want to permanently delete the selected user groups. Click OK to delete.
Click Cancel if you do not want to delete the selected user groups.

Assigning Users to User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.

2. Click on the Assign icon (@) to the right of the user group. For this example, assume the Assign icon for the

10
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Liferay San Francisco Users user group was clicked. The following screen is displayed.

Enterprise Admin (=

| Jzers Organizations Locations |J=er Groups Roles
Edit &Assignrments for User Group: Liferay San Francisco Users
Current Available

First Marme Middle Marnez Last Marne Ernail Address Active
Ye: =|

And x| [ Search |

Update Aszociations

r MName Email Address

Mo users were found,

3. Click onthe Availabletab tolist al of the available users in the system. For this example, we are only inter-
ested in the users with "SFQO" in their name

4. Search for the desired users using the search form. For this example, enter "sfo" into the Last Name input field
and click Search.

5. Check the boxes to the left of the desired users. If you would like to select al of the users on the page, check
the box next to the Name column.

6. Click the Update Associations button.

7. To confirm the desired users were successfully associated with the user group, click on the Current tab.

Organization Administration Portlet

Various functions can be performed to your organization and to location and users that belong to your organization.

How to view and edit your organization

Viewing your organization

1. Click onthe Organizationstab in the Organization Admin portlet to display the Organization Screen.

2. Your organization appears on the bottom of the Organization Screen. Click on the organization to view.

Organization Admin &

Users Oriuniation Locations

Hame ity Region Country
Liferay USA Calfornia United States

Editing your organization

11
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1. Toedit your organization, click on the Or ganizationstab in the Organization Admin Portlet.

2. Click the Edit icon (@) located to the right of the organization listing.

3. Typechangesin the Nameinput field. Select from the Country, Region, and Status menu to make changes.

4, Click Save.

How to view, search, add, and edit locations that belong
to your organization

Viewing Locations

1. Toview thelocation you belong to, click on the L ocations tab in the Organization Admin Portlet.

2. Aligting of locations appears on the bottom of the Locations Screen. Click on alocation you want to view.

Organization Admin e
Users Urg Lanartiony
[ Slroot Ciiy Aip
Couniry . [tneion
e | [l

Aand v
Kame City Region Country
Liferay Chicago Tlinois United States EF 3
Liferay Los Angeles California United States @ gF B
Liferay Mew York Mew York United States @) g‘;’ gik
Liferay San Francisco Calfornia United States @ 3 &

3. A location information screen will appear.
You can also view locations through the Organization Screen:
a.  Click onthe Organization tab in the Organization Admin Portlet.

b. Click onthe View L ocation icon (@) located to the right of your organization.
c. Click onalocationto view.
Searching Locations

1. Tosearchfor locations that belong to your organization, click on the L ocations tab in the Organization Admin
Portlet.

12
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2. Typelocation information in the text boxes and select from the menu options.

3. Click Search.

Adding Locations

1. Toaddlocationsto your organization, click on the L ocationstab in the Organization Admin Portlet.
2. Click Add.

3. Enter location information in Name input field.

4. Select from the Country, Status, and Region menus.

5.  Click Save.
Organization Admin L

| oeaiions
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6. Toadd additional locations, repeat steps 1-5.
You can also add locations through the Organization Screen:
a  Click on the Organization tab in the Organization Admin Portlet.

b. Click onthe Add Location icon () located to the right of the organization.

c. Enter thelocation'sinformation in the input fields and select from the menus.

d. Click Save.

Editing Locations

1. Toedit locations that belong to your organization, click on the L ocations tab in the Organization Admin Port-
let.

2. Locate the location want to edit. Click the Edit icon (@)-) located to the right of the location listing.

3. Typechangesinthe Nameinput fields. Select from the Country, Region, and Status menu to make changes.
4, Click Save.

How to view, search, add, edit, and deactivate users that
belong to your organization
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Viewing Users
You can view all usersthat belong to your organization or view users that belong to a specific location.

Viewing All Users

1. Click onthe Userstab in the Organization Admin Portlet.

Organization Admin

Usory Organization Locations

Firsi: Magroe Micleller Magrowe Lt Magrine | rindil Adlelronsy

A ] | dewn

2. Alisting of users appears on the bottom of the Users Screen. Click on a user you want to view. To view addi-
tional users, click on the page numbers to see additional user listings.

You can also view usersthrough the Organization Screen:
a.  Click onthe Organization tab in the Organization Admin Portlet.

b. Click ontheView Usersicon .:':.El‘) located to the right of the organization.
c. Click onauser toview.
Viewing users that belong to a specific location

1. Click onthe Locations tab.

2. Click onthe View Usersicon (..*(Ek) located to the right of alocation.

3. Click on auser to view.

Searching Users

1. Tosearch for users that belong to your organization, click on the User s tab in the Organization Admin Portlet.

2. Typeuser namein the input fields and select from the menu.
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Organization Admin g

U olsors Droanzation Locations

Frst Mgt Micleller Miariwe Lagsts Midring Lainail Alelros
L Joe Blogas Liferay Los Angeles Calfornia United States
[] Tesk LAX 1 Liferay Los Angeles California United States
[] Test LAX 10 Liferay Los Angeles Calfornia United States
[] Test LAX 100 Liferay Los Angelas California United States
[] Test LAX 11 Liferay Los Angeles Calfornia United States
[] Test LAX 12 Liferay Los Angeles Calfornia United States
[] Test LAX 13 Liferay Los Angeles Calfornia United States

3. Click Search.

Adding User

1. Toadd usersto your organization, click on the User stab in the Organization Admin Portlet.
2. Click Add.

3. Enter user’sinformation in the input fields and select from the pull down menus.
Organization Admin &=

Usors | iOrganization Lacations

e | Ll Aclelro

Firss: Harie Lirchikay dursury [} [ 1 [ae] [ 10500 [se] ]

Micleller Magrine tiendor Ml [v

Laps: Magrne Orgpaniaiion  Liforay USA
AT | | nedtion el
st L _ ‘

ik Joh Tide

4. Click Save.

5. Toadd additional users, repeat steps 1-4.
You can also add usersthrough the Organization Screen:
a  Click on the Organizations tab in the Organization Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the organization.
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c. Enter user’sinformation in the input fields and select from the pull down menus.
d. Click Save.

e. Toadd additional users, repeat steps 1-4.

Editing User

1. Toedit user information, click on the User stab in the Organization Admin Portlet.
2. Click on the user you want to edit.

3. Typechangesinthe First Name, Middle Name, Last Name, Email, and Job Title input fields. Select from
the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4, Click Save.

Deactivate User

1. Todeactivate users, click on the Userstab in the Organization Admin Portlet.

2. Click onthe box located next to the user you want to deactivate.

3. Click Deactivate.

4. Todeactivate al userslisted on a page, click the box located next to the Name column. Click Deactivate.

5. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click Cancdl if
you do not want to deactivate the selected users.

How to view, search, add, edit, delete, and assign user
groups
See section 2.4, but replace all references to the Enterprise Admin Portlet with Organization Admin Portlet.

Location Administration Portlet

Various functions can be performed to your location and users that belong to alocation.

How to view and edit your location

Viewing your location

1. Toview your location, click on the L ocations tab in the Locations Admin portlet.

2. Your location appears on the bottom of the Location Screen. Click on the location to view.
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Location Admin =
Lowation
Hame City Region Country
Liferay Los Angeles California United States i ead

Editing your location

To edit your location, click on the L ocation tab in the Location Admin Portlet.

Click the Edit icon (@) located to the right of the location listing.

Type changes in the Name input field. Select from the Country, Region, and Status menus to make changes.

Click Save.

How to view your organization

Y ou can view your organization’s services, email addresses, addresses, phone numbers, websites, and comments.

1.

2.

Click on the Organization tab in the Location Admin Portlet.

Click on the organization that appears on the bottom of the screen.

Location Admin gl
Users Chranisaiion Location
Hame City Region Country
Liferay USA calfornia United Statas o

How to view, search, add, edit, and deactivate users

Viewing Users

Click on the User stab in the Location Admin Portlet.

A listing of users appears on the bottom of the Users Screen. Click on a user you want to view. To view addi-
tional users, click on the page numbers and click on a user you want to view.

Y ou can also view usersthrough the L ocation Screen:
a  Click on the Location tab in the Location Admin Portlet.

b. Click the View Usersicon (ﬁ) located to the right of the location. A User Screen will appear.

c. Click onauser to view.
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You can also view usersthrough the Organization screen:
a. Click onthe Organization tab in the Location Admin Portlet.

b. Click onthe View User icon ( ﬁ) located to the right of the organization.

c. Click onauser to view.

Searching Users

Y ou can search for a user listed or not listed on the display.

1. Click the Userstab in the Location Admin Portlet.

2.  Typeuser namein the input fields and select from the menu.

Location Admin &
Lo Organization Location
First: Marne Miclelley Migrine Lt Marne il Acdelrons;

] Joe Blogags Liferay Los Angeles Calfornia United States
[ Test LAX 1 Liferay Los Angeles California United States
] Test LAX 10 Lifaray Los Angeles Califarnia United States
] Test LAX 100 Liferay Los Angeles California United States
] Test LAX 11 Liferay Los Angeles Calfornia Unrited States
] Test LAX 12 Liferay Los Angeles Calfornia United States
] Test LAX 13 Liferay Los Angeles Calfarnia United States

3. Click Search.

Adding Users

1. Toadd users, click on the Userstab in the Location Admin Portlet.
2. Click Add.

3. Enter user’sinformation in the input fields and select from the pull down menus.

18



User Administration

Location Admin

(REATEH Orga “gat
Profix i Pl Acledross
Vi Marne Birthelay dumsury a0 8] 1o s T8
Miclell M Gioniler Muk:  [se]
L Marie Uhrgpanizaiion  Liforay USA
Lo T D vy Los Anegolig
Gftix [l I oeation iy 1o Anegek
) Joh Tide
Mickririne
BRI
4, Click Save.

5. Toadd additional users, repeat steps 1-4.
You can also add user through the Or ganization Screen:
a.  Click on the Organizations tab in the Location Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the organization.

c. Enter user'sinformation in the input fields and select from the pull down menus.

e

Click Save.

e. Toadd additional users, repeat steps 1-4.

Editing Users

1. Toedit user information, click on the Userstab in the Location Admin Portlet.
2. Click on the user you want to edit.

3. Typechangesinthe First Name, Middle Name, Last Name, Email, and Job Title input fields. Select from
the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4. Click Save.

Deactivating Users

1. Todeactivate users, click on the User s tab in the Location Admin Portlet.
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Location Admin

Ll Organization Location

Lipa: M Miclellir Marie [t M Fringil Aclelrowy

2. Click on the box located next to the user you want to deactivate.

3. Click Deactivate.

Location Admin L=
A Croanization Locakion

[t Marne Micleller Migrie Lt Mg Laingil Aelelros

(e ]

] [ |
] Liferay Los Angele: United States
] Test LAX 1 Liferay Los Angeles California United States
] Test LAX 10 Liferay Los Angeles Calfornia Unrited States
] Test LAX 100 Liferay Los Angeles Calfornia United States
] Test LAX 11 Liferay Los Angeles Calfarnia United States
] Test LAX 12 Liferay Los Angeles California United States
] Test LAX 13 Liferay Los Angeles Calfornia United States

4. Todeactivateall userslisted on apage, click the box located next to the Name column. Click Deactivate.

5. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click Cancdl if
you do not want to deactivate the selected users.

How to view, search, add, edit, delete, and assign user
groups

See section 2.4, but replace all references to the Enterprise Admin Portlet with Location Admin Portlet.
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Chapter 2. Community Administration

This chapter will provide areference for administering communities within Liferay Portal 4.0. It will include adis-
cussion of how to create and manage communities, as well as how to create and manage the pages and users within a
community. For a discussion of how to administer permissions for acommunity, please see Chapter 3.

Overview

A community is defined as a grouping of users by interest or skill set. For example, a“Pet Lovers' community
would consist of users who have an interest in their pets, while a“ Tech Support" community would consist of users
who have the skills to provide technical support to an organization. A user can belong to any number of communit-
ies (NOTE: In previous versions of Liferay, communities were called groups). Communities are entitiesin and of
themselves -- they do not belong to a specific organization or location.

A community contains a collection of pages. Each page consists of one or more portlets. Every community must
have at |east one page (represented by tabs) to be active, but there is no limit to how many pagesit can have. Users
can be assigned directly to acommunity or indirectly via an organization, location, or user group. User assignments
will be discussed in alater section. Communities can either be open or closed. Open communities allow a user to
join or leave them at any time without any type of approva from Administrators. Closed communities can only re-
ceive new users who are explicitly assigned by Administrators. These concepts will also be discussed in alater sec-
tion.

Once a user has been assigned either directly or indirectly to acommunity, and assuming that community has at
least one page defined, that user will see the community appear as an item in the My Places menu. By clicking on
that menu item, the user will be taken to the selected community.

Communities are managed viathe Communities Portlet. This portlet can be used to create, update, and delete com-
munities; control the permissions of communities (including permission delegation); manage the pages of com-
munities; assign users to communities (either directly or indirectly); and join or leave open communities. The pages
of acommunity can either be managed viathe Communities Portlet or by using the Add Content and Page Settings
links. Examples of how all this works are provided in later sections.

Asageneral rule, objectsin the portal can only belong to one community. For example, if a Message Board portlet
is added to the " Support” community, al of the topics created through that portlet belong only to the "Support” com-

munity. There are only afew objects that don't belong to a single community such as organizations, locations, and
user groups. These exception objects span al communities.

Communities Portlet

The Communities Portlet allows Administrators the ability to create and manage communities and their associated
pages. Regular users can use the Communities Portlet to join or leave open communities

How to view, search, add, edit, and delete communities

Viewing Communities

1. Logintothe porta asan Administrator

2. Addthe Communities portlet to your page (if it doesn't already exist) by clicking on the Add Content link,
searching for "Communities’, clicking the Add button next to the portlet, and clicking the Finished button).
Click on the Current tab in the Communities portlet. The following screen is displayed.
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Communities <A
Current Available
Marne
Add
MName
Guest @) @ %‘ @ i
CMS EEETTRo
Suppart @ @ ﬁ @ m

In the screen above, notice that alisting of the current communities that the user belongs to appears on the bot-
tom of the screen. If you were to click on the Available tab, you would see alisting of al the available com-
munities that exist in the system.

Searching Communities

To search for communities on either the Current or Available tab, type a community name in the "Name" input
field.

Click Search.

Adding Communities

4,

On either the Current or Available tab, click Add.

Enter a name for the community in the Name input field.

Optionally, enter a description for the community in the Description text area. Check the Open box if you
want users to be able to join and leave this community on their own.

Communities

Comrnunity

Marne

Description

Open r

Click Save.
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5. Toadd additional communities, repeat steps 1-4.

Editing Communities

1. Onéeither the Current or Available tab, locate the community you want to edit. Click the Edit icon (@)) on
the right of the community.
2. Typechangesinthe Nameinput field and, optionally, the Description text area and the Open checkbox.

3. Click Save.

Deleting Communities

1. Click ontheDeleteicon (m ) to the right of the community.

2. A screenwill appear asking if you want to delete the selected community. Click OK to delete. Click Cancel if
you do not want to delete the selected community.

How to view, add, edit, permission, delete, manage look
and feel for, and import/export pages for a community

Without pages, acommunity is just an empty shell. All portletsin the portal are displayed on pages. They can be
thought of as desktops on which you put your portlet applications. The desktops can be shared with other users, or
they can be restricted for your own personal use. By default, if a user is given the Power User role, that user is given
apersonal community that only he/she can access, and he/she has permissions to do anything in that community.
Under the My Places menu, that community will appear as the user's name.

Viewing Pages

1. Click on the Pagesicon (%) to the right of the community. A screen similar to the following is displayed.

Communities <

Edit Pages for Cormmunity: Test

Public Private Back
4 Test Manage Top Public Pages for: Test
- Test 1
G ] Test 2 Page Children Loclk and Feel Imnpoart | Export
£ chid 1

Enter the friendly wrl that will be used by both public and private pages.

: Friendly LRL
L Test 3

Save

2. Inthe screen above, notice that the pages that belong to the Test community are displayed in a tree structure on
the left. Also notice that every page can have child pages. To actually view these pages in the portal, use the
My Places menu to navigate to the Test community. The following screen is displayed.
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ED I FE welcome Joe Bloggs!
I Hame - My Account - Sign ok

[T Enterprise. Open Source. For Life. #idd Conkent - Page Settings

My Places » Test {Public)

Test 1 Test 2 Test 3 Search... gl

MNavigation

Test 2

Child 1
Child 2
Child 3

In the screen above, notice that every top level page represented in the tree structure is represented by atab in
the portal. Also, every child pageis represented in the Navigation portlet. The Navigation portlet isthe only
means to navigate to pages that are not at the top level. Therefore, make sure you put an instance of the Navig-
ation portlet on every page that is not top level.

Adding Pages

Go back to the Communities portlet, and click on the Pages icon to the right of the community to which you
want to add a page.

Decideif you want to add a Public or Private page.

A public pageis apage in your community that can be accessed by guests. Aslong as the guest has the appro-
priate URL (Friendly URLs will be discussed in the next section), the guest has permission to access any public

page.

A private page is apage in your community that can only be accessed by logged in users who are part of your
community. If auser isnot logged in (i.e., the user isaguest) or if auser does not belong to your community,
then the user cannot access your private page.

If you would like to create a public page, make sure the Public tab is selected. If you would like to create a
private page, click on the Private tab.

In the left-hand tree structure, click on the node that should be the parent of your new page. If you want to cre-
ate atop level page, make sure the community nameis selected (it has the _1} icon to the left of it). If you want

to create a child page, make sure the appropriate parent page is selected.
Click on the Children tab.

Type the name of the new page in the Name input field. Optionally, you can change the Type and Hidden set-
tings.

Click on the Save button.

Optionally, you can use the up and down arrows underneath the main form to update the display order of the
child pages.

Use the My Places menu to go to your community, and click on the tab for your new page if it'satop level
page, or use the Navigation portlet to get to your new page if it isachild page.

Usethe Add Content link to add portlets to your new page.
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Editing Pages

Go back to the Communities portlet, and click on the Pages icon to the right of the community for which you
want to edit a page.

In the left-hand tree structure, find the page you want to edit and click on it.
Click on the Page tab.

Y ou now have the option to change the Parent of the current page, rename the current page, change the display
language of the current page, change the type of the current page, and change whether the current page is hid-
den or not. After making your changes, click the Save button.

You can also provide a Friendly URL for this page. Normally, portal URLs are very long and difficult to read
because so many parameters are passed in through the URL. However, you can give your page a Friendly URL
to make it easier to read and access.

Before you can give your page a Friendly URL, your community must have a Friendly URL. Click on the com-
munity name in the |eft-hand tree structure, click on the Page tab, and put in a Friendly URL for your com-
munity (it must start with "/"). Click the Save button.

Now go back to the page you're editing, click on the Page tab, and put in a Friendly URL for your page (it must
aso start with "/"). Click the Save button.

If everything was done correctly, you can now access your page using the following URL pattern:

e http://server-name/web/community-friendly-url/page-friendly-url

If you already have a page in your community that is set up exactly like you want your current page set up, then
you can use the Copy Page function. Just select the page that you want to copy from the drop-down next to

Copy Page and click the Save button. Y our current page will be an exact copy of the page you selected except
for the page's name.

Permission Pages

An exhaustive discussion of page permissionsis provided in Chapter 3. In particular, see section 3.9.3

Deleting Pages

Go back to the Communities portlet, and click on the Pages icon to the right of the community for which you
want to delete a page.

In the left-hand tree structure, find the page you want to delete and click on it.
Click on the Page tab.

Click on the Delete button.

Manage Look and Feel for Pages

Go back to the Communities portlet, and click on the Pages icon to the right of the community for which you

25



Community Administration

want to manage the look and feel for a page.
In the left-hand tree structure, find the page you want to change the look and feel for and click oniit.
Click on the Look and Fedl tab.

Y ou now have the option to select anew Theme or Color Scheme by clicking on the desired radio buttons.

Import/Export Pages

Go back to the Communities portlet, and click on the Pagesicon to the right of the community for which you
want to import/export pages.

Click on the Import / Export tab.

If you click on the Export button, it will export all of the pages, their layouts, their configurations, their look
and feel, and their permissionsto a LAR file (Liferay ARchive). By default, it uses the current timestamp as
the name of the LAR file, but you have the option to change it. After you click the Export button, you will be
prompted with a dialog window asking where to save thefile.

You can aso import aLAR fileinto your current community. BE VERY CAREFUL, however, because import-
ing aLAR filewill overwrite any existing pages with the pages configured in the LAR file. Toimport aLAR
file, click on the Browse button, find the LAR file on your hard drive, click the Open button, and then click the
Import button.

How to assign users to a community

Users can either be assigned directly or indirectly to a community. Both methods of assignment will be discussed
below.

Assigning Users Directly to a Community

Go to the Communities portlet, and click on the Assign icon to the right of the community for which you want
to assign users. The following screen is displayed

Communities =

Edit Assignments for Community; Test

IJsers Organizations Locations | Jser Groups
Current Lvailable
First Marne Middle MName Last Mame Emnail Address

And ;I Search

Update Aszociations

i Name Email Address

rd Joe Bloggs testiliferay. com
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2. When acommunity isfirst created, only the user who created the community is assigned to it (in this case, Joe
Bloggs). Click on the Available tab.

3. Usethe search form to search for the users that you want to directly assign to this community.
4. Check the boxesto the left of the users that you want to directly assign to this community.
5. Click the Update Associations button.

6. Alternatively, users can directly assign themselves to open communities by joining them. See section 2.5.1 be-
low.

Assigning Users Indirectly to a Community

1. Gotothe Communities portlet, and click on the Assign icon to the right of the community for which you want
to assign users.

2. Click on the Availabletab.

3. Click onthe Organizations, L ocations, or User Groups tab.

4. Usethe search form to search for the organizations/locations/user groups that you want to assign to this com-
munity. In other words, all of the members of your selected organizations/l ocations/user groups will be indir-
ectly assigned to this community viaalink. However, for all intents and purposes, the users will function as

members of the community.

5. Check the boxes to the left of the organizations/locations/user groups that you want to assign to this com-
munity.

6. Click the Update Associations button.

How to join and leave an open community

Joining an Open Community

1. Click onthe Available tab.

2. Assuming acommunity is open, it will have aJoin icon (@) to the right of the community.

Click on the Join icon.

3. Assuming that community already has pages configured for it, the My Places menu will now have an entry for
the community you just joined. Click on that community's name, and you will be able to navigate to it.

Leaving an Open Community

1. Click onthe Current tab.

2. Assuming there is an open community that you already joined, it will have aL eaveicon (@) to theright of
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the community.
Click on the L eaveicon.

3. Thecommunity you just left will no longer appear in the My Places menu, and you will no longer have access
toit.

How to control permissions in a community

See Chapter 3 for an exhaustive explanation of how to use the new security and permissions model in Liferay 4.0. In
particular, see sections 3.9.2 and 3.9.3 for explanations of how to control community and page permissions.

Page Settings link

The Page Settings link functions ailmost exactly like the Pages icon in the Community Portlet. The following are
the only differences:

» The Page Settings link doesn't have a Public and Private tab. When you click on the Page Settings link, you
only have access to manage the pages for the current community you're in. For example, if you'rein the public
"Support" community, you only have access to manage the public pages in the " Support” community, and if
you're in the private " Support" community, you only have access to manage the private pages in the " Support"
community.

» If you click on the Import / Export tab in the Page Settings link, you only have the option to export and not im-
port. Thisis because if you were given the option to import, you would overwrite all of the communities pages
including the current page that you're on.

*  When you click on the Page Settings link, the current page is automatically selected in the |eft-hand tree struc-
ture
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Chapter 3. Security and Permissions

This chapter will provide areference for administering permissions for existing portlets and objects within Liferay
Portal 4.0. Fine grain permissioning is one of the main new features of this release. The entire groups permissioning
mechanism in Liferay has been reworked to allow for resource level permissions for users, communities, organiza-
tions, locations, and user groups. Please refer to the devel opers guide for implementation specifics.

Introduction

Liferay Portal introduces a new security model that incorporates a fine-grained permissioning system to give admin-
istrators full control over access and privileges to portlets and objects within the portal. In al prior releases, permis-
sioning was handled on a per portlet basis and was therefore limited in use and difficult to maintain. In this new re-
lease, the vast majority of permissioning logic has been extracted into its own framework so that the integration of
permissioning into new portletsis minimal. In addition, the permissioning logic has been greatly enhanced so that
administrators can finely tune security within the portal. This document begins by giving a high-level overview of
all the entities involved in the security model. Some entities have always existed in the portal and should be familiar
to administrators, but others are brand new and therefore require definition and explanation. Next, a discussion of all
of the waysto assign permissions to usersis given in a use case format.

Entity Definitions

Before using the new security model, an administrator must understand all the entities that compose the model. This
chapter will define each of the entities and explain how they are related to the others.

Resources

A resourceis ageneric term for any object represented in the portal. Examples of resources include portlets (e.g.,
Message Boards, Calendar, Document Library, etc.), Java classes (e.g., Message Board Topics, Calendar Event,
Document Library Folder, etc.), and files (e.g., documents, images, applications, etc.). Resources can have one of
three types of scope — enterprise, community, or individual. The diagram below shows how these types are related.

Enterprise

omnl:lunity Comrl*lunity ComrIunity
o e e

Essentially, an enterprise is the umbrella grouping for al objects within the portal. A resource that has enterprise

Individual
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scope appliesto all objects of that type in the company. For example, a Message Board Topic resource with enter-
prise scope encompasses every topic across al communities and al message boards within the enterprise. An enter-
prise can contain any number of communities. A resource that has community scope only applies to the objects
within a particular community. For example, assume that the “Developer” community has several message boards.
A Message Board Topic resource with “Developer" community scope would encompass all topics within the
“Developer" message boards. Each community can contain any number of objects. A resource that has individual
scope only appliesto asingle object. For example, assume that the “ Developer”" community has a message board
that contains the topic “ Java Issues." A Message Board Topic resource with individual scope would have a one-
to-one correlation with the “ Java I ssues” topic.

Permissions

A permission is defined as an action acting on aresource. The table below gives some example permissions related
to message board topics.

Table 3.1. Example Permissions

Action Resource Explanation
View Message Board Topic / Enterprise | The user has permission to view any
Scope topic in any message board in the en-
terprise
Update Message Board Topic/ "Developer" | The user has permission to only up-
Community Scope date atopic contained in a message
board in the "Developer" community
Delete Message Board Topic/ "Javalssues' |The user has permission to only de-
Individual Scope lete the "Java I ssues" topic (which
happens to be in amessage board in
the "Developer" community)

Enterprise and community scoped permissions can only be assigned to entities (e.g., users, communities, organiza-
tions, and locations) viaroles. See section 2.3 for more details. Individual scoped permissions can be assigned to a
user, community, organization, location, or guest. If a permission is assigned to a community, organization, location,
or guest, then all users that are members of that entity receive that permission.

In general, permissions are additive. Therefore, a user could receive all three of the permissionsin the table above
even though they are al of different scope. Consider a situation where aview “Javalssues’ permission of individual
scope was assigned directly to a user and aview Message Board Topic permission of enterprise scope was assigned
to the same user through arole (see section 2.3 for more information on roles). Because permissions are additive, the
user could receive the view permission for the “ Java Issues’ topic from either the individual or enterprise scope.
However, permissions are always checked in the following order:

* Individual

e Community

» Enterprise

Therefore, as soon as the system finds the view permission of individual scope, it stops checking and gives the user
permission to view. However, also consider the case where the individua scope permission is removed from the
user. Now when the system checks, it won't find an individual scope or community scope permission, but it will

find the enterprise scope permission. For an administrator, this situation can often lead to a great deal of confusion —
apermission is removed from one entity, but the permission is still derived from another entity. Asarule of thumb,
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if an administrator ever removes a permission from an entity, yet user(s) still has the permission, the administrator
should look for derived permissions in the system.

Roles

A roleisacollection of permissions. As such, arole serves no purpose unless permissions are assigned to it. An ex-
ample role might be a“Message Board Topic Administrator.” The role might be assigned permissionsto View, Up-
date, and Delete Message Board Topic resources that have company scope. Ultimately, a user assigned the
“Message Board Topic Administrator” role would be able to view, update, and delete any topic for any message

board in the company. Roles can be assigned to a user, community, organization, or location. If aroleisassigned to
acommunity, organization, or location, then all users that are members of that entity receive therole.

Users

A user isan individual who performs tasks using the portal. Depending on what permissions and roles that have
been assigned, the user either has permission or does not have permission to perform certain tasks. Before logging in
to the portal, a user is considered a guest. Guests have their own set of default permissions for objectsin the portal,
but even these can be customized by administrators. After logging in to the portal, a user is considered a registered
user. Registered users can receive permissions in the following ways:

» Permission isdirectly assigned to the user

* Permission isassigned to a community that the user belongsto

» Permission is assigned to an organization that the user belongs to

e Permission isassigned to alocation that the user belongsto

» Permission belongsto arole that is directly assigned to the user

» Permission belongsto arole that is assigned to a community that the user belongsto

» Permission belongsto arole that is assigned to an organization that the user belongsto

» Permission belongsto arole that is assigned to alocation that the user belongsto

Organizations and Locations

Organizations and locations represent a corporate hierarchy. An organization represents a parent corporation. An ex-
ample would be Liferay USA. A location represents a child corporation of an organization, often times distinguished
by its geographic location. Organizations can have any number of locations. Example locations of the Liferay USA
organization might be Liferay Chicago, Liferay San Francisco, and Liferay Los Angeles. A user can only belong to a
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single organization and location.

Both roles and individual permissions can be assigned to organizations and locations. By default, locations inherit
permissions from their parent organization. Going back to the example above, if the “Message Board Topic Admin-
istrator" role is assigned to the Liferay USA organization, then all members of the Liferay Chicago, Liferay San
Francisco, and Liferay Los Angeles locations would inherit the permissions associated with the role.

Communities

A community isagrouping of users by interest or skill set. For example, a*“Pet Lovers' community would consist of
users who have an interest in their pets, while a“Tech Support" community would consist of users who have the
skillsto provide technical support to an organization. A user can belong to any number of communities. NOTE: In
previous versions of Liferay, communities were called groups. Asfar as permissions are concerned, communities
are not specific to any organization or location. Both roles and individual permissions can be assigned to communit-
ies.

User Groups

A user group is agrouping of users. Unlike organizations, locations, and communities, user groups have no context

associated with them. They are purely a convenience grouping that aids administrators in assigning permissions and
rolesto a group of usersinstead of individual users or assigning a group of users to a community. A user can belong
to any number of user groups. Both roles and individual permissions can be assigned to user groups, and every user

that belongs to that user group will receive the role or permission.

Administration

Now that the entities that compose the security model have been defined, this chapter explains how to administer
permissions using these entities. Whenever possible, examples using the Message Board portlet are used to illustrate
the steps an administrator would take to set permissions. In addition, the administrator’ s view of the portlet is con-
trasted to an end user’ s view of the portlet. The administration steps are presented in a use case format.

This discussion begins with a set of assumptions that set the environment for the rest of the discussion. It then pro-
ceedsto explain how to use the Enterprise Admin portlet to create arole, assign company and community permis-
sions to the role, and then assign the role to users, communities, organizations, locations, and user groups. Finaly,
individual permissions at a portlet and object level are discussed.

Assumptions

For the purpose of our discussion, assume an Administrator has added a Message Board portlet to the Support com-
munity (the support community can be found by clicking on My Places drop-down menu). Also assume that a cat-
egory called “Test Category" has been created, and the category contains three topics—“Test Topic 1," “Test Topic
2," and “Test Topic 3." The diagram below illustrates this scenario as seen from the Administrator’s view.
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= _LIFERAY Ry

My Account - Sign Out
M Enterprise. Open Source. For Life.

My Places » Joe Bloggs (Private)

Search... p |

Categories

Categories » Test Cateqary

Add Categons
Topics
Add Topic | Search Topics

Test Topic 2 a oo

Maer @ @ m |

Test Topic 2 il aa Merer @ @ i
Test Topic 1 ] a0 Mever @ @ m

Also assume that “Test Topic 3" contains asingle thread. The following diagram depicts what an Administrator
would see after clicking on the “Test Topic 3" link.

Message Boards

Topics

Categories » Test Category » Test Topic 3

Fost New Thread Search Threads

Hallo world! John Wayne

1 /1106 6106 PM EED

For comparison purposes, assume an End User (Test LAX 2) that belongs to the Support community also logs in and

views the Message Board portlet (by default, login = test.lax.2@liferay.com / password = test). The user will seethe
following after clicking on the “ Test Category" link.
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® .LIFERAY e

Il Enterprise. Open Source. For Life. i iti- Page Settings
My Flaces » Joe Bloggs (Private)

Search... . ‘

Message Boards

Categories

Categories » Test Category

Topics

| Search Topics

Test Topic 3 1006 G106 PM

Test Topic 2 Mewear

Test Topic 1 Mevar

When compared with the Administrator’ s view, it isclear that Test LAX 2’'sview is much more limited in function-
ality. Test LAX 2 ismissing several buttons and icons that the Administrator has. If Test LAX 2 wereto click on the
“Test Topic 3" link, the following will appear.

Message Boards

Error

You do nat have the required permissions.

Instead of seeing the thread like the Administrator, Test LAX 2 only sees a message saying the required permission
to view the contents of this topic has not been given. In the following sections, we will discuss the different ways ad-
ministrators can give the End User additional permissions so the user can have greater control over the message
board topics.

Creating a Role

Goal: To createarole called “MBTopic Admin" using the Enterprise Admin portlet. Thisrole will be used in sub-
sequent use cases.

1. Begin by logging into the portal as an Administrator (defaults to the Joe Bloggs user) and adding the Enterprise
Admin portlet to the desktop.

Enterprise Admin
‘Users  Organiations | Locations || Roles
First Name Middle Name Last Name Email Address Active
Yes =
[and =]
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2.

3.

4.

5.

Click on the Roles tab. The following screen is displayed.

Enterprise Admin L
Jzers Organizations Locations Roles
fame
Add
MName
Adrinistrator B g
Guest =] Ee 1)
Poweer Llzer ! Eie 1)
User EER ST

The screen above displays alist of current rolesin the system. The administrator is able to search for arole by

name if desired. Click on the Add button. The following screen is displayed.

Enterprise Admin

MName .

Users | Organizations Lacations Roles

The screen above allows the administrator to create anew role. Enter "MBTopic Admin" in the Name input

field and click the Save button. The system displays the following screen with a success message.

Enterprise Admin

&
Your request processed successhully,

Jsers Organizations Locations Roles
fame

Add
MName
Adrninistratar =] 38
Guest & b 1)
METapic Admin B
Power Lser ﬁ
|d=er @ ﬁ

The administrator is returned to the role list screen. Notice that the new role has been created.
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Assigning Company Permissions to a Role

Goal: To assign a permission to the “MBTopic Admin" role that allows users to view any message board topic in
the company (i.e., action = View, resource = Message Board Topic, scope = Company).

1. Fromthe Rolestab in the Enterprise Admin portlet, click on the Delegate icon (1) next to the “MBTopic

Admin" role. The following screen is displayed.

Enterprise Admin (=

| Jzers Organizations Locations Roles

Roles » METopic Adrnin

Portlet

Flash

Fames

Global Prayer Digest
Google

Gospel for Asia
Hello Laszia

Hello elocity

Hello wiorld

IFrame

Image Gallery
Journal

Journal Articles
Journal Content
Journal Content Search
Language

Loan Calculator
Lacation Admin

Maps

Message Boards

My Account

we 1 [2] 3 4 =@

2. The purpose of the screen above isto find the resource to be acted upon. Every object in the portal is contained
within a portlet. Therefore, the administrator must find the parent portlet of the object in question. Because the
Message Board Topic resourceis to be acted upon, the administrator must first find the Message Board portlet.
Use the numbers or the right arrow in the lower left corner of the screen to scroll through the portlets and find
the Message Boards portlet. Click on the M essage Boar ds link. The following screen is displayed.
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Enterprise Admin “a

IJ=grs Organizations Locations Roles

Roles » MBTopic Admin » Message Boards

Action Scope
Add Category |

Canfiguration =

Wigw =

Resources

Name
Cateqory
Message
Topic

3. The screen above presentstwo lists. Firgt, it presents alist of the actions that can be performed on the portlet it-
self (in this case, a category can be added to the Message Boards portlet, the Message Boards portal can be con-
figured, or it can be viewed). These are known as portlet permissions. Second, it presents alist of the "Re-
sources’ (i.e., objects) that are contained within the portlet. For this use case, the Topic model is the target.
Click on the Topic link. The following screen is displayed.

Enterprise Admin

lJsers Organizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

Action Scope
Add Message i vi

Delete i - }
Permissions i - i
Update i - i

i i - 1

Next

4. The screen above presents alist of the actions that can be performed on the selected resource —in this case, the
Message Board Topic. The goal of this use case isto create a permission that allows al topicsin the Enterprise
to be viewable. Therefore, click on the Scope drop-down menu next to the View action and select “Enterprise.”
Then, click the Next button. The following screen is displayed.
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Enterprise Admin “a

IJ=grs Organizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

You have successfully updated role MBTopic Admin with the following permissions,

Resource Action Scope Communities
Topic = Enterprise T A

The screen above provides a summary of the permissions that were just created for the “MBTopic Admin" role.
Click on the Finished button to return to the role list under the Roles tab.

Assigning Community Permissions to a Role

Goal: To assign apermission to the “MBTopic Admin" role that allows users to update any topic in the Support
community’ s message boards (i.e., action = Update, resource = Message Board Topic, scope = Community, com-
munity = Support).

Repeat steps 1 — 3 of section 3.2. The following screen is displayed.

Enterprise Admin =

LJzers Organizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

Arction Scope

Add Message |
Delete |
Permissiars =
Update |
Wiew Enterprise ;I

The screen above presents a list of the actions that can be performed on the selected resource — in this case, the
Message Board Topic. Notice that the View action already has its Scope field set to “Enterprise” because of the
previous use case. It should be noted that scopes can be set for any number of actions on this screen before
clicking the Next button. However, the goal of this use case isto create a permission that allows users to update
any topic of amessage board in the Support community. Therefore, click on the Scope drop-down menu next
to the Update action and select “Community.” Click the Next button. The following screen is displayed.
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Enterprise Admin

lgers Organizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

Select communities associated with the action Update.
Current Available

Name

Search |

Update Associations |

f“ Mame

Mo communities were found,

Frevious Mt

The purpose of the screen above isto allow the administrator to select one or more communities to associate
with the selected action —in this case, the Update action. Since the Current tab is selected, it is clear that there
are currently no communities associated with the Update action. Click on the Available tab. The following
screen is displayed.

Enterprise Admin L

Jzers Organizations Locations Roles

Roles » METopic Admin » Message Boards = Topic

Select communities associated with the action Update,
Current Available

RELE]

|Update Aszociations

T Name
M oams

[T Guest
T Support

The screen above displays all of the available communities that can be associated with the Update action. If this
had been along list, the administrator could have searched for the desired community by its name. Check the
checkbox next to the Support community, and click on the Update Associations button. The administrator is
presented with the same screen, but a success message is aso displayed. Click on the Current tab to confirm
that the association was successful. The following screen is displayed.
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Enterprise Admin

Userg  Crganizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

Select communities associated with the action Update.

Current Available
Name
Update Associations

5. The screen above confirms that the association was successfully made. Alternatively, if the administrator de-
cides that this association should be discarded, uncheck the checkbox next to the community name and then
click the Update Assaciations button. However, for this use case, this association is correct, so click the Next
button to continue. The following screen is displayed.

Enterprise Admin “a

IJ=grs Organizations Locations Roles

Roles » METopic Admin » Message Boards » Topic

You have successfully updated role MBTopic Admin with the following permissions,

Resource Action Scope Communities
Topic Update Cammmurity Support
Topic WiEn Enterprize T8

6. Just asin the previous use case, thisfina screen displays a summary of the permissions that are now associated
with the “MBTopic Admin" role. Note that the previously created Enterprise scope permission is also included
in the summary. Click on the Finished button to return to the role list under the Roles tab.

Assigning Roles

Goal: To assign the“MBTopic Admin" role to the Test LAX 2 end user.

1. Fromthe Rolestab in the Enterprise Admin portlet, click on the Assign icon @ ) next to the “MBTopic Ad-

min" role. The following screen is displayed.
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Enterprise Admin

Users CQrganizations Lacations Roles
Edit Assignments for Role: MBTopic Admin

Users Communities Crganizations Locations

Current Available

First Name Middle Name Last Name Email Address Active
Yes «

[7nd 5 [ ]

Update Associations |

B Mame Email Address

Mo users were found,

In the screen above, notice that the Users tab and Current sub-tab are selected. This means the current users as-
sociated with the “MBTopic Admin" role are being displayed. Currently, there are no users associated with this
role. If there had been along list of users, the administrator could have used the search form to search for par-
ticular users. However, the goal of this use case isto associate the “MBTopic Admin" role with the Test LAX 2
user. Therefore, click on the Available tab in order to search for this user. The following screen is displayed.
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Enterprise Admin

Idsers Organizations

And x| | Search |

Name

Joe Elogas
Test HKG 1
Test HKG 10
Test HKG 2
Test HKG 3
Test HKG 4

Test HEG 5

o S o o o P N Y

Test HEG 6

Test HKG 7

Edit Assignrnents for Role: MBTopic Admin

lJsers Communities
Current Available
First Marme Middle Marme

we [11 2 2 456 7 8 9

Ernail Address Active
fes ;I

Email Address
testi@liferay, com
test.hkg. 1@liferay.com
test.hkg, 10@liferay, com
test.hkg. 2@liferay.com
test. hkg, 3@liferay . com
test. hkg, 4@liferay,com
test. hlkg, S@liferay . com
test.hkg.6liferay.com
test.hkg, 7@liferay.com

The screen above lists all of the available users that can be associated with the “MBTopic Admin" role. The
search for the Test LAX 2 user could be performed in two ways. First, the administrator could use the search
page numbers and the left/right arrows (below and to the left of the user list) to scroll through all the users and
look for Test LAX 2. However, the more efficient approach would be to use the search form. In the Last Name
field, typein “lax 2" and click on the Search button. The following screen is displayed.
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Enterprise Admin

Users Organizations Locations Roles

Edit Assignrnents. for Role: MBTopic Admin

Lsers Communities Organizations Locations
Current Ayailable

First Name Middle Name Last Name Email Address

lax 2

j fnd - ; Search |
Update Associations
I Mame Email Address
r Test LAY 2 tesh lax. 2@liferay.com
r TaskLak 20 tesklax 20@liFer 2y .com
- Tast LAk 21 testlae 2 1@liFeray com
- TashLak 22 beztlax 2@ liFer 2y .com
r Test LaK 23 tast lax 23@liker 2y com
- TestLak 24 teshlax 2d@liferay com
r Tast LAY 25 testlax 20@likeray com
' Test LAk 26 teshlax 26i@liferay . com

Active
Yes =

The desired user isthefirst oneinthelist of search results. Check the checkbox next to Test LAX 2. If the use
case called for multiple users to be associated with thisrole, any number of checkboxes could have been
checked. Click the Update Associations button. The administrator is presented with the same screen, and a
success message is also displayed. To confirm that the association was successfully created, click on the Cur-
rent tab. The following screen is displayed.
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Enterprise Admin

Users Qrganizations Lacations Roles
Edit &ssighments for Rale: METopic Admin

Users | Communities | | QOrganizations Locations

Current Available

First Name Middle Name Last Name Email Address Active
ez =
[ed =1

From the screen above, it is clear that the association was successfully created. If the administrator decided that
this association should be discarded, uncheck the checkbox next to the user’s name and click the Update Asso-
ciations button.

Results

What have we accomplished in these four use cases? We created two permissions. Enterprise scope permission
and Community scope permission—and we associated them with arole. We then associated the role with an
end user. Therefore in theory, this end user should now have permission to perform these 2 actions on the selec-
ted resource. To test our theory, log into the portal as Test LAX 2. Go to the Support community using the My
Places drop-down menu. Click on the “ Test Category" link in the Message Boards portlet. Compare the "Be-
fore" and "After" screen shots below.

e L | FERAY Welcome Joe Bloggs!
g ] Ho ceount - Sign Out

M Enterprise. Open Source. For Life. A ti- Page Settings
My Places » Joe Bloggs (Private)

Search... L |

Categories

Cateqaories » Test Category

Topics
| Search Topics
Test Tapic 3 1 171 371406 6106 M
Test Topic 2 i [EE] Mever
Test Topic 1 T ] Pever
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Before

" LIFERAY s

Ha ccount - Sign Out
M Enterprise. Open Source. For Life.

iti- Page Settings
My Places * Joe Blogas (Private)

Search... V. |

Message Boards

Categories

Cateqgories » Test Cateqgory

Topics

Test Topic 3 1 11 31,06 6106 PM @)
Tazt Topic 2 i 0o Mawer @
Test Topic 1 ] oo Mewer @

After

Notice that now Test LAX 2 has the Update icons (@)) next to each of the topics. Thisisaresult of the sec-

tion 3.3 use case. Now click on the “Test Topic 3" link. Compare the "Before" and "After" screen shots below.
Message Boards

Error

You do not have the required permissions,

Before

Message Boards

Topics

Categories » Test Category » Test Topic 3

. Search Threads

Hella wicrld! Johm Wayne i

306 £:06 PR

After

Whereas before an error message appeared, now the user can actually view the thread. Thisis aresult of the
section 3.2 use case.

Assigning Rolesto Other Entities
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Alternatively, steps 1 — 5 in this use case could have been repeated for the Communities, Organizations, L oc-
ations, or User Groupstab. In fact, the exact same results could have been achieved by associating the

“MBTopic Admin" role with the appropriate community, organization, location, or user group instead of dir-
ectly tothe Test LAX 2 user.

Assigning Individual Portlet Permissions

Goal: To assign the “Add Category" portlet permission to the Test LAX 2 end user.

1. Assumethat the Test LAX 2 user doesn’t have permission to add aroot category to the Message Boards portl et

in the Support community. Based on this assumption, the portlet would appear like the following to Test LAX
2.

Message Boards
Categories
Category # of Categories # of Topics # of Posts
Tast Category i} 3 1

2. Noticein the screen above that thereis no “ Add Category" button available. Log in to the portal as an Adminis-
trator and go to the Support community located in the My Places menu. Click on the Configuration icon (ﬁﬁ)

in the upper-right corner of the Message Boards portlet. The following screen is displayed.
Message Boards (=

Setup Look and Feel Perrnissions

Ernai From Message Added Email Message Updated Email

Narne Joe Bloggs
Address  testiE@liferay. com

3. Click on the Permissions tab. The following screen is displayed.
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5.

Message Boards

Look and Feel Permissions
Uzers Organizations Locations Community Guest
Current available

First Name Middle Name Last Name Email Address

I,.-l\n.j -TI Search
Update Permiszsions

'l Namz Email Address Perniissions

Mo users were found,

In the screen above, notice that the User tab and Current sub-tab are selected. This means that the current
users that have portlet permissions assigned to them are being displayed. Obviously, there are no users that
have portlet permissions for this particular portlet. Click on the Available tab. The following screen isdis-

played.

Message Boards

Look and Feel Permissions
Users Qrganizations Locations Cormtmunity Guest

Current Available

First Name Middle Name Last Name Email Address

I And -'I Search

[ Update Permissions | wx [1]1 2 3 456 7 8 9 @
: I_ Mami Email Address Perniissions

I Test HEG 1 test hlkg. L@liferay .com

I Test HKG 10 testhikg. 10 liFer ay wcarm

I Tazt Hikaa 2 tazt hkag.2@lifer av com

' Tast HKG 2 test hkag.2@lifer v com

I~ Test HEG 4 tast.hkg.d@liferay com

' Test HKE & test hkg S@lifer ay .com

I Test HEG & test hlkg B@liferay .com

{m Test HKG 7 test bk, F@lifer ay com

I Test HEG & tast hlkg.B@liferay.com

i Tast HiG 9 tast.hbkog,@lifer 3y com

Locate user Test Lax 2. Theinstructions are the same as steps 3-4 of section 3.4 except that after checking the
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7.

Test LAX 2 checkbox, the administrator should click on the Update Per missions button. The following screen
is displayed.

Message Boards

Look and Feel | Permissions

Users Organizations Locations ECDmmunity Guest

TestLax 2

Add Category |« |
Configuration

ﬂ iew

The screen above shows that the Test LAX 2 user currently has no portlet permissions assigned to her. Select
Add Category from the Available select box and click on the right arrow to add it to the Current select box. If
multiple users were selected in the previous step, the administrator can use the Previous/Next buttons to scroll
through all of the selected users and assign portlet permissions to them. In this case, Test LAX 2 was the only
user selected, so click on the Finished button. The following screen is displayed.

Message Boards

Look and Feel Permissions |
Users | Organizations Locations Community Guest
Current Awailable
First Name Middle Name Last Name Email Address
lax 2
Update Fermissions
'
. Add Category
' Tesh LA 20 test lax 20i@liferay .com
— Test LAk 21 testilax.2 Lidliferay com
'l Test LAK 22 best law 2 2@ iFer ay o
I~ Test LAK 23 tesklaw . 23@liferay com
' Test LAY 24 besk lax 24i@lifer 2y com

In the screen above, notice that the Test LAX 2 user has been updated with the “ Add Category" portlet permis-
sion. To seethis permission in effect, log in to the portal as Test LAX 2 and go to the Support community. The
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user should see the following screen.

Message Boards

Categories

Add Categony Search Categories
Category # of Categories # of Topics # of Posks
Tast Catagory o 3 1

8. Notethat the Test LAX 2 user now has permission to add aroot category to the Message Boards portlet.

9. Alternatively, steps 4 — 7 can be repeated for the Organizations, Locations, User Groups, Community, or Guest
tab for assigning portlet permissions to each of these entities.

It should also be noted that portlet permissions are only applicable to the portlet instance for which they were
configured. For example, Test LAX 2 can only add root categories to the message board in the Support com-
munity. Test LAX 2 would not be able to add root categories to message boards in other communities unless
they were specifically configured as such.

Assigning Default Permissions

Goal: To create anew Message Board Topic in the Support community’ s message board and assign default permis-
sionstoit.

1. Logintothe portal asan Administrator and go to the Support community. Click on the “Test Category" link in
the Message Boards portlet, and then click on the Add T opic button. The following screen is displayed.

Message Boards
Topic

Cateqaories » Test Cateqgory

Name

Description

¥ Assign default permissions to cormmunity
Permissions ¥ accign default permissions ta guest
I~ Only assigr permissions to me

| Sawe || Cancel

2. The screen above shows the form for creating a new topic. Notice that the Assign default per missionsto com-
munity and Assign default permissionsto guest options are checked. By default, a new Message Board Topic
allows community members (in this case, Support community members) to view it and add messagesto it, and
it allows gueststo view it (NOTE: The process for setting these defaults is beyond the scope of this user guide.
Please refer to the programming guide for details). If the administrator selects the Only assign permissionsto
me option, the default permissions options will be de-selected. This option means that only the current adminis-
trator will be assigned permissions to control this new topic after it has been created.
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Keep the default permissions checkboxes checked. Enter “Test Topic 4" into the Name field and click the Save
button. The administrator is returned to the topic list screen.

If the Test LAX 2 user were now to click on the “Test Category" link, the user would see the new “Test Topic

4" topic and would be able to view the contents of the topic and post a new thread/message to the topic because
of the community default permissions.

Assigning Individual Permissions

Goal: To assign apermission to user Test LAX 2 to delete the “Test Topic 4" topic in the Support community’s
Message Boards portlet.

1. Logintothe portal as Test LAX 2 and go to the Support community. Click on the “ Test Category™ link in the
Message Boards portlet. The following screen is displayed.

Message Boards

Categories

Categories » Test Category

Topics
Search Topics
Topic # of Threads # of Posts (HewTorall Last Posi Date
Test Topic 4 i) 0 MHever @
Test Topic 1 01 3408 6106 P @
Test Topic 2 0 0 Hever @
Test Topic 1 ] o My @

2. Inthe screen above, notice that the user has Update permissions on all of the topics due to the use case in sec-
tion 3.3. Now log in to the portal as an Administrator, go to the Support community, click on the “ Test Cat-
egory" link in the Message Boards portlet, and then click on the Permissionsicon for the “Test Topic 4" topic.
The following screen is displayed.
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Message Boards (=
Edit Permissions for Topic: Test Topic 4 « Barck
lJsers Organizations Locations Comrnunity Glest Associated
Current Available
First Marne Middle Marne Last Mamne Ernail Address

And x| [ Search |

[ Name Email Address Permissions
[ Joe Bloggs test@liferay.com Add Message, Delete, Permissions, Update, View

In the screen above, notice that the Users tab and the Current sub-tab are selected. This means that the current
users who have permissions for the “Test Topic 4" topic are being displayed. Currently, only the Administrator
(i.e., Joe Bloggs) has permissions on this topic. Go to the Available tab, find the Test LAX 2 user, check the
user’s checkbox, and click on the Update Per missions button. The following screen is displayed.

Message Boards
Edit Permissions for Topic: Test Topic 4 « Back
LUsers Organizations Locations Cormmunity Guest
TestLax 2
= Add Message «
Delete
Permizziong
ﬂ Update
Wiew
*
= =

The screen above shows that the Test LAX 2 user currently has no permissions assigned to her. Select the De-
lete action from the Available select box and click on the right arrow to add it to the Current select box. If mul-
tiple users were selected in the previous step, the administrator can use the Previous/Next buttons to scroll
through all of the selected users and assign permissions to them. In this case, Test LAX 2 was the only user se-
lected, so click on the Finished button. The following screen is displayed.
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Message Boards
Edit Perrissions for Topic; Test Topic 4 « Back
sers Qrganizations Lacations Camimunity Glest
Current Available
First Name Middle Name Last Name Email Address
lax 2
[ ]
Update Parmizsians
]_ MName Email Address Parmissions
I Test LAK 2 bazhlax 2@ liferay com Dialete
il Test LAK 20 best lax 20@liferay . com
I~ Test LAK 21 test |ax. 2 1@liferav .com
' Test LAK 22 teshlax 22@liferay .com
— Test LAK 23 test lax 2Z@liferay .com
'l Test LAK 24 testlaw 2di@liferay.com
I Tesk LAk 25 test.law 2S@liFer 2y .com
- Tezt LAK 26 tesh |am 2he@liFeray com
I Test LAK 27 tect|ax 27 @lifer 2y .com
il Test LaK 22 best lax 22 lifer v com

5. Inthe screen above, notice that the Test LAX 2 user has been updated with the “ Delete” permission. To seethis
permission in effect, log in to the portal as Test LAX 2, go to the Support community, and click on the “ Test
Category" link in the Message Boards portlet. The user should see the following screen.

Message Boards

Categories

Categories » Test Cateqgary

Topics
Search Topics
Topic # of Thieads # of Posts (MewTotal) Last Post Date
Tast Topic 4 i) 0 Mewar @ ﬂ
Test Topic 3 1 071 106 6105 M @’
Tast Topic 2 0 o Blewar @
Test Topic 1 ] 00 Pewer @

6. Inthe screen above, note that the “Test Topic 4" topic now has a Deleteicon (m ) next to it. Therefore, the
Test LAX 2 user has permission to delete the “Test Topic 4" topic.
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7. Alternatively, steps 3 — 6 can be repeated for the Organizations, Locations, User Groups, Community, or Guest
tab for assigning individual permissionsto each of these entities. Note that there is a special case for assigning
individual permissions to Locations that requires a dlightly different use case which is covered in the next sec-
tion.

It should also be noted that very fine-grained permissioning can be obtained through using individua permis-
sions. Asthis use case showed, administrators have the power to control objects within a portlet at a very micro
level. For example, take the four topicsin “Test Category.” An administrator could easily decide that all users
in the Liferay USA organization can post messagesto “ Test Topic 1," but only members of the Support com-
munity can view the messagesin “Test Topic 2." In addition, only Test LAX 2 can update “ Test Topic 3,"
while anyone in the Liferay San Francisco location can update “ Test Topic 4." The possibilities are endless!

Special Case: Assigning Individual Permissions to Loca-
tions

Goal: Firgt, to assign a permission to the Liferay Los Angeles location that allows members of that location
(including Test LAX 2) to delete the “ Test Topic 1 topic in the Support community’ s Message Boards portlet.
Second, to assign an "exclusive" permission to the Liferay Chicago location that removes the delete permission from
al Liferay Los Angeles members.

1. Logintotheportal as Test LAX 2 and go to the Support community. Click on the “ Test Category"” link in the
Message Boards portlet. The following screen is displayed.

Message Boards

Categories

Categories » Test Category

Topics
Search Topics
Topic # of Threads # of Posts (MeweiTotal) Last Post Date
Test Topic 4 0 00 Plewer @ m
Test Topic 3 1 01 37106 6105 PR 74
Test Topic 2 0 00 Plewer @
Test Topic 1 ] o Flawar @

2. Inthe screen above, notice that the user has Update permissions on all of the topics due to the use case in sec-
tion 3.3, and has Delete permission on “Test Topic 4" due to the use case in section 3.7. Now log in to the
portal as an Administrator, go to the Support community, click on the “ Test Category" link in the Message
Boards portlet, and then click on the Permissionsicon for the “Test Topic 1" topic.

Now click on the L ocations tab, and then click on the Available sub-tab. Check the Liferay Los Angeles
checkbox and click on the Update Per missions button. The following screen is displayed.

53



Security and Permissions

Message Boards (=
Edit Permissions for Topic: Test Topic 1 « Barck
IJ=grs Organizations Locations Comrnunity Glest Associated

Liferay Los Angeles

;I Add Message ;I
Delete
Permizzions
ﬂ dpdate
Yiew
*
[ | [

Permission exdlusive to members of current location and community? Mo =]

The screen above shows that the Liferay Los Angeles location currently has no permissions assigned to it. No-
tice the “ Permission exclusive to members of current location and community?' drop-down. Leave it defaulted
to “No," but think about what this question might mean. It will be fully explained later.

Select the Delete action from the Available select box and click on the right arrow to add it to the Current select
box. Click on the Finished button. The following screen is displayed.

Message Boards A
Edit Permissions for Topic: Test Topic 1 « Back
Jsers Organizations Locations Comrnunity Guest Associated
Current Available
Narne Street City Zip
Country Region
S5 Y

And x| [ Search |

Update Permizzions

MName City Permissions Exclusive
Liferay Chicago
Liferay Hong Kong

Liferay London

Liferay Los Ang

Liferay Madrid
Liferay Mew “ork

Liferay San Francisco

I R e

Liferay Shanghai
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4. Inthe screen above, notice that the Liferay Los Angeles location has been updated with the “ Delete" permis-
sion and an Exclusive value of “No." Thisvalue will be explained later. To see this permission in effect, log in
to the portal as Test LAX 2, go to the Support community, and click on the “ Test Category"” link in the Mes-
sage Boards portlet. The user should see the following screen.

Message Boards

Categories

Cateqgoties » Test Category

Topics
Search Topics
Topic # of Threads # of Posts (MewiTotal) Last Post Date
Test Topic 4 0 o0 Mever @ @
Test Topic 2 1 01 3/L/06 £106 PP @
Tast Topic 2 ] o0 Mewver @
Test Topic 1 a 00 Mever @ m

5. Inthe screen above, notice that “ Test Topic 1" now has a Delete icon (m ) next to it. Therefore, the Test LAX

2 user has permission to delete “ Test Topic 1."

6. Now repeat steps 1 —5 for the Liferay Chicago location. The Administrator’ s screen should appear as follows.
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Message Boards (=
Your request processed successhully,
Edit Permissions for Topic: Test Topic 1 « Back
| Jzers Organizations Locations Comrnunity Guest Azsorciated
Current Available
Narme Street City Zip
Country Region
=l =
and 2]
[ Name City Permissions Exclusive
I |
r Liferay Hong Kong
(l Liferay Londan
(il Liferay Los Angeles Delete [¥la]
(l Liferay Madrid
[ Liferay Mew ork
[ Liferay San Francisco
[ Liferay Shanghai

...and Test LAX 2 should still see the same screen as before:

Categories

Cateqgoties » Test Category

Topics
Search Topics
Test Topic 4 0 00
Test Topic 3 1 a1
Test Topic 2 ] 0
Test Topic 1 a 00

2ALME 08 P @
Mever @
Mewver @ ﬂ

7. Now go back to the Administrator’ s view, check the Liferay Chicago checkbox, and click the Update Per mis-
sions button. From the “Permission exclusive to members of current location and community?' drop-down
menu, select “Yes' and click the Finished button. Now the Administrator’s screen looks like the following.
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Message Boards e
Edit Perrissions for Topic: Test Topic 1 « Back
|Jzers Organizations Locations Carmnrnurity GLiest Azzociated
Current Available
Narme Street City Zip
Country Region
=] =i

And [ [ Search |

pdate Permigzions

Name City Permissions Exclusive

Liferay Hong Kong

Liferay London

Liferay Los Angeles Delete [¥la]
Liferay Madrid

Liferay Mew Yok

Liferay San Francisco

o [ R i i i Rl

Liferay Shanghai

In the screen above, notice the “ Exclusive" value for Liferay Chicago has now changed from “No" to “Yes."
Go back to Test LAX 2'sview and refresh the screen. It should appear as the following.

Message Boards

Categories

Categaries » Test Categary

Topics

Test Topic 4 ] a0 Hevar @ m
Test Tapic 3 1 01 3/1/06 £105 M &
Test Topic 2 ] ] Mever @

Test Topic 1

Meyvar

In the screen above, notice the Test LAX 2 user no longer has permission to delete “ Test Topic 1."
Exclusive Permission Defined

Confused? Hopefully this discussion will clear things up.
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Let’s consider what occurred in this use case. Initially, the delete permission for “ Test Topic 1" was added to
the Liferay Los Angeles location. As expected, the Test LAX 2 user received the delete permission. Then, the
delete permission for “ Test Topic 1" was added to the Liferay Chicago location. Though an explicit check
wasn't made, it is assumed that this allowed all members of the Liferay Chicago location to also have delete
permission. In other words, any member of either Liferay Chicago or Liferay Los Angeles had delete permis-
sionon“Test Topic 1."

However, when the value of the “Permission exclusive to members of current location and community?" drop-
down menu was changed from “No" to “Yes' for Liferay Chicago, suddenly Test LAX 2 lost the delete permis-
sion. Why?

By answering “Yes' to the question, the permission became an exclusive one. In other words, in order to have
the delete permission on “Test Topic 1," a user had to be amember of both the Liferay Chicago location and
the Support community. Since Test LAX 2 was only a member of the Support community and not a member of
the Liferay Chicago location, LAX 2 didn’t meet the criteria and was excluded from receiving the delete per-
mission.

Exclusive permissions take precedence over all other permissions except permissions assigned directly to a
user. Therefore, even if the delete permission had been assigned to the Liferay Los Angeles location and the
Support community, or if the delete permission had enterprise scope and had been assigned to arole that was
assigned to Test LAX 2, it wouldn’t have mattered. The exclusive permission would still have taken preced-
ence, and Test LAX 2 would not have received the delete permission. However, if the delete permission had
been assigned directly to the Test LAX 2 user, LAX 2 would have received the permission

Although exclusive permissions are not additive with other permissions, they are additive among themselves.
In other words, if the “Permission exclusive to members of current location and community?’ drop-down was
changed from “No” to “Yes’ for Liferay Los Angeles aswell, Test LAX 2 would once again receive the delete
permission. However, it should be noted that only Liferay Chicago and Liferay Los Angeles users would re-
ceive the permission, even if the delete permission was assigned to other users through other entities (e.g., via
organization, vialocation, viacommunity, viarole, etc.).

Delegating Permissions

So far in this discussion, it has been assumed that a user with the "Administrator” role has been creating roles and
assigning permissions to various entities. However, it is also possible for an Administrator to delegate permissions
to users which allow them to have certain administrative rights as well. The following sections will explain each of
these scenarios using use cases.

Assumptions

For the purposes of this discussion, assume the Administrator has created arole called "Delegated Admin" and as-
signed it to the Test LAX 2 user. Also assume that the "Enterprise Admin" portlet and the "Communities" portlet
have been added to the Support community.

Portal Permissions

Goal: To assign the Test LAX 2 user permissions to add communities, organizations, and roles to the system.

Logintothe portal as Test LAX 2 and go to the Support community. Click on the Current tab in the Com-
munities portlet. The following screen is displayed.
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Communities L

Current Available

Marne

Name

Support

2. Inthe screen above, notice the Test LAX 2 user has no way of adding a new community to the system. Now
log in to the portal as an Administrator. Go to the Support community and click on the Rolestab in the Enter-
prise Admin portlet. Click on the Delegate icon next to the "Delegated Admin" role. The following screenis

displayed.

Enterprise Admin &

Jsers Organizations Locations Jser Groups Roles

Roles » Delegated Admin

Portlet

Mawigation

Metwork Utilities
Mens

Crganization Adrin
Password Generator
Palls

Paolls Display

RSS

Randorn Bible Werse
Recent Docurents
Reverend Fun

SMS Text Messenger
Search

Shopping

Sign In

Site Map

Stocks

Therme Gallery
Today in Christian History

wwe 1 2 [3] 4 ==

3. Findthe Portal link in the list and click on it. The following screen is displayed.
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4.

5.

6.

Enterprise Admin (=
Idsers Organizations Locations | Jser Groups Roles
Roles » Delegated adrmin = Portal
Arction Scope
add Commmunity -
Add Organization |
Add Role |
Add User Group =
Choose "Enterprise" from the Scope drop-down next to the "Add Community" action. Click the Next button.
The following screenis displayed.
Enterprise Admin i~

Jsers Organizations Locations User Groups Roles

Roles » Delegated admin = Portal
You have successfully updated role Delegated Admin with the following perrissions.

Resource Action

Scope Communities
Portal Add Cormmunity Enterprise A

The result of these stepsis that any user with the "Delegated Admin" role can now add communitiesto the sys-
tem. To confirm this, go back to Test LAX 2 and refresh the Current tab in the Communities portlet. The fol-
lowing screen is displayed.

Communities

&

Current Available

farne

FAdd

Name

Support

In the screen above, notice there is now an Add button. We will add a new community in a subesquent use

case. Now, as Test LAX 2, go to the Enterprise Admin portlet and click on the Or ganizations tab. The follow-
ing screen is displayed.
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Enterprise Admin =
Idsers Organizations Locations Roles

farne Street City Zip

Country Re?ion
[ Name City Region Country
r Liferay Asia China s
[ Liferay Europe Spain Je @
r Liferay LISA Califarnia United States P @-

7. Inthe screen above, notice thereis no way for Test LAX 2 to add a new organization to the system. Go back to
the Administrator and perform steps 2-4 again, only thistimein step 3, choose "Enterprise” from the Scope
drop-down next to the "Add Organization" action. These steps have enabled any user with the "Delegated Ad-
min" role to have permission to add organizations to the system. To confirm this, go back to Test LAX 2 and
refresh the Or ganizationstab in the Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin

&=

Jsers Qrganizations Locations Roles

[Narme Street City

Country Re?ion

I Name City
[ Liferay Asia

(il Liferay Europe

[ Liferay USA

Zip

Region

Califormnia

Country

China ﬁk @-
Spain ,ﬁ @-
United States eyt

8. Inthe screen above, notice there is now an Add button. We will add an organization in a subsequent use case.
Now, as Test LAX 2, click on the Roles tab in the Enterprise Admin portlet. The following screen is displayed.
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Enterprise Admin

Idsers Organizations Locations Roles

Marne

Mame
Adrministratar
Delegated Admin
Guest

METopic Admin
Power Lser

User

In the screen above, notice thereis no way for Test LAX 2 to add a new role to the system. Go back to the Ad-
ministrator and perform steps 2-4 again, only thistimein step 3, choose "Enterprise” from the Scope drop-
down next to the "Add Role" action. These steps have enabled any user with the "Delegated Admin" role to

have permission to add roles to the system. To confirm this, go back to Test LAX 2 and refresh the Rolestab in
the Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin

p

LJzers Organizations Locations Roles

fame

Add

Mame
Adrniristrator
Delegated Admin
Guest

METopic Adrmin
Power Lizer

ser

10. Inthe screen above, notice thereis now an Add button. We will add arole in a subsequent use case. Now, as
Test LAX 2, click on the User Groupstab in the Enterprise Admin portlet. The following screen is displayed.
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Enterprise Admin =

Idsers Organizations Locations IJ=ser Groups Roles

Marne

r Name

Mo User groups were found,

11. Inthe screen above, notice thereis no way for Test LAX 2 to add a new user group to the system. Go back to
the Administrator and perform steps 2-4 again, only thistimein step 3, choose "Enterprise” from the Scope
drop-down next to the "Add User Group" action. These steps have enabled any user with the "Delegated Ad-
min" role to have permission to add user groups to the system. To confirm this, go back to Test LAX 2 and re-
fresh the User Groupstab in the Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin -«

Jsers Organizations Locations Jser Groups Roles

fame

[ Name

Mo User groups were found,

12. Inthe screen above, notice thereis now an Add button. We will add a user group in a subsequent use case.

Community Permissions

Goal: To understand the concept of a"Community Admin" and how a"Community Admin" can further delegate
permissions to members of the community.

1. Logintotheportal as Test LAX 2 and go to the Support community. Click on the Current tab in the Com-
munities portlet. As aresult of the previous use case, Test LAX 2 has permission to add a new community. Add

anew community called "Test". The Current tab in the Communities portlet should now look like the follow-
ing screen.
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Communities «

Your request processed successhully .,
Current Ayailable

Marne

Add

Name

Support

Test @@ﬁ@m

In the screen above, notice that the "Test" community has several icons next to it. When a user creates a new
community, that user automatically becomes the "Community Admin" of that community. Therefore, the user
has permission to perform all functions to that new community.

To start, let's add some membersto the "Test" community. Click on the Assign icon and associate users Test
LAX 3, Test LAX 4, and Test LAX 5 with the community. Notice that Test LAX 2 isamember of the com-
munity by default. The Current tab under Assign should look like the following.

Communities L]

Edit Assignrments for Community: Test

Current Available Back
First Marmne Middle Marme Last Mame Ernail Address
| Update Associations |

v Name Email Address

v Test LAY 2 test lax, 2@liferay.com

rd Test LAY 3 test lax, 2@lferay.com

v Test LaX 4 test.lax, @liferay. com

rd Test LAK S test lax, S@liferay.com

Now let's add some pages to the "Test" community. Click on the return arrow, click on the Current tab in the
Communities portlet, and click on the Pagesicon (%). Click on the Children tab and add three public pages

called"Test 1," "Test 2," and "Test 3." Using My Places, go to "Test", click on the Test 1 tab, and add a Calen-
dar portlet to the page using the "Add Content” link. Click on the Test 2 tab and add a Calendar portlet. Finally,
click on the Test 3 tab and add a Navigation portlet.

In step 2, we added the Test LAX 3 user as a member of the "Test" community. Log in as that user (by default,

test.lax.3@liferay.com / password). Using My Places, navigate to the "Test" community. The following screen
isdisplayed.
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= _LIFERAY

2 Enterprise. Open Source. For Life.

welcome Test LAX 3!
Horme - My Accounk - Sign Suk
My Places » Test (Public)

w Test 2 Test 3 Search... pel ‘
Calendar
SLIMIMnary Diay ek Marith Year Events
June 2, 2006 Time Title Type
5 M T W T F There are no events on this day.
1 2 3

4 5 & |7 8 9 10

11 12 |13 14 15 16 | 17

18 |19 20 21 22 23 24

259 0 26 | 27 |28 29 30

5. Inthe screen above, notice that Test LAX 3 has no way of adding a new event to the calendar. Go back to Test
LAX 2, and go to the Current tab in the Communities portlet in the Support community. Click on the Delegate
icon next to the "Test" community. The following screen is displayed.

Communities

4=

Delegate Permissions for Community: Test

Portlet

Adrmin

Alfresco Content
Amazon Rankings
Analog Clock
Announcerments
Bible Gateway
Blogs

Bookmarks
Breadcrumb

C5Z Search

Calculator

Calendar
Chat
Cammunities

Countdown
Currency Canverter
Dictionary

Directory
Docurment Library

Enterprise Admin

we [1] 2 3 4 =

« Back

6. Click onthe Calendar link in thelist. The following screen is displayed.
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Communities

&=

« Barck

Delegate Perrissions for Cornmunity: Test » Calendar

Proceed to the next step to delegate permissions to the Calendar portlet itself,

Hext
Resources

Delegate permissions to a resource that belongs to the Calendar portlet,

MName
Ewent

In the screen above, we have to decide whether to delegate portlet permissions or to delegate resource permis-
sions. In this case, we want to allow usersto be able to add events to the calendar. Thisis aportlet permission,
so click on the Next button. On the new screen, click on the Available tab. The following screen is displayed.
Communities <7

« Back

Delegate Permissions for Community: Test » Calendar

Current Available

First Marme Middle Marme Last Mame Ernail Address

| Update Permissions |

I Name Email Address Permissions
[ Test L&y 2 test lax. 2@liferay.com
(il Test LA 3 test.lax, 2@liferay.com
[ Test Lax 4 test lax, di@liferay. com
(il Test LAX S test lax, S@liferay.com

In the screen above, notice that we can only delegate permissions to members of the community. Check the
"Test LAX 3" user and click on the Update Per missions button. On the next screen, give Test LAX 3the"Add
Event" permission and click on the Finished button. The following screen is displayed.
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9.

10.

11.

Communities L

Your request processed successfully,

Delegate Permissions for Community: Test » Calendar « Back
Current Available
First Marme Middle Marme Last Mame Ermnail Address

| Update Permissions |

I Name Email Address Permissions
[ Test L&y 2 test lax. 2@liferay.com

| est LAY 2 test iferay.com add Event
[ Test Lax 4 test law, di@liferay.com

(il Test LAY S test lax, S@liferay.com

In the screen above, notice that Test LAX 3 now hasthe "Add Event" permission. This meansthat Test LAX 3
can now add an event to any Calendar portlet in the "Test" community. To confirm this, go back to Test LAX 3
and refresh the Test 1 tab in the Test community. The following screen is displayed.

Calendar

Surnmary Day Wieek Month Year Events

June 2, 2006 Add Event
S M T W T F s
O Time Title Type

There are no events on this day,
4 5 6 7 5] 9 10

11 12 |13 14 15 16 17
18 19 |20 21 22 25 24

25 26| 27 28 29 30

In the screen above, notice that Test LAX 3 now hasthe Add Event button available. Now click on the Test 2
tab. Test LAX 3 aso has permission to add events to this calendar. Alternatively, steps 7-9 could have been re-
peated using the "Event" resource to control permissions related to calendar events.

It should be noted that the preceding use case allowed the "Community Admin" to delegate permissions such
that a user could add an event to any calendar in the "Test" community. Alternatively, the "Community Ad-
min" could have delegated permissions such that a user could add an event to only an individual calendar in
the "Test" community. Refer to section 3.5 for instructions on assigning individual portlet permissions.

Page Permissions

Goal: To delegate permissions to users such that they will be able to manage pages within their communities.

1

Log into the portal as Test LAX 3 and navigate to the "Test" community. The following screen is displayed.
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= LIFERAY

Enterprise. Open Source. For Life.

welcome Test LAX 3!
Hormne - My Account - Sign oot
My Places » Test (Public)

Test 1 Test 2 ‘ Test 3 | Search... ,O|
Calendar
Surnmary Day Wieek Month Year Events
Jurne 3, 2006 Add Event
S M T W T F s
WEE Time Title Type

4 5 & |7 &8 9 10

11 12 |13 14 15 16 17

185 |19 20 21 22 23 24

25 26| 27 28 29 30

There are no events on this day.

In another browser, log into the portal as Test LAX 2 and also navigate to the "Test" community. The following

screen is displayed.

= _LIFERAY

[T Enterprise. Open Source. For Life.

Welcome Test LAX 2!

Horme - My Account - Sign Cuk
Add Content - Page Settings

My Places » Test (Public)

Test 1 Test 2 | Test 3 | Search... gl ‘
Calendar 03
Surmmary Day ek Monith Year Events
June 3, 2006
5 M T W T F
11z |3 Time Title Type

4 5 6 7 8 9 10

11 12 |15 14 15 16 | 17

18 19 | 20 21 22 23 | 24

25 | 26 27 28 29 30

There are no events on this day.

Compare the 2 screens. Notice that Test LAX 3 doesn't have the "Add Content” and "Page Settings' linksin the
upper right corner like Test LAX 2 does. In addition, Test LAX 3 doesn't have the portlet icons for Configura-
tion, Minimize, Maximize, or Remove like Test LAX 2 does. Also, Test LAX 3 isnot able to drag and drop the

portlet like Test LAX 2is.

Now, as Test LAX 2, navigate to the " Support” community and click on the Current tab in the Communities
portlet. Click on the Per missionsicon next to the "Test" community. Under the Users-> Available tab, find
the Test LAX 3 user, Update Per missions, and add the "Manage Pages" permission to this user. The resulting

page should appear like the following.
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4,

GLest Associated

Ernail Address

Jsers Organizations Locations Comrnunity
Current Available

First Marme Micdle: Mame: Last Mame

lax 3

| Update Permissions |
I Name Email Address
|
[ Test Lax 30 test lax, 30@liferay.com
(l Test LaxX 31 test lax, 3 1@liferay.com
[ Test Lax 32 test lax. 32@liferay .com
(l Test LaxY 332 test lax, 32@liferay.com
- Test Lax 34 test lax. 34@liferay.com
[ Test LAY 35 test lax, 35@liferay.com
(il Test L&Y 36 test lax, 36@liferay.com
[ Test Lax 37 test lax, 37 @liferay . com
(il Test LaX 38 test lax, 38@liferay.com
r Test LAY 30

test lax. 39@liferay.com

Communities L
Your request processed successfully,
Edit Permissions for Cormmunity: Test « Back

Permissions

Go back tothe Test LAX 3 user and refreshthe Test 1 tab in the "Test" community. The following screenis

displayed.
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ED Welcome Test LAX 3!
I Hormne - My Account - Sign oot

[T Enterprise. Open Source. For Life. Add Content - Page Settings

My Flaces = Test (Public)

‘ Test 1 | Test 2 ‘ Test 3 | Search... y ol |
Calendar #.'-i Rl x|
Surnmary Day Wieek Month Year Events
Jurne 3, 2006 Add Event
S M T W T F s
WEE Time Title Type

There are no events on this day.
4 =1 -] 7 5] Q 10

11 12 |13 14 15 16 17
18 19 |20 21 22 25 24

25 26| 27 28 29 30

In the screen above, notice that the Test LAX 3 user now has access to the "Add Content” and "Page Settings"
links, and Test LAX 3 now also has all the portlet icons and is able to drag and drop portlets. This appliesto all
the pages within the "Test" community.

Alternatively, since Test LAX 2 was previously given the "Add Role" permission, Test LAX 2 could have cre-
ated arole, assigned theroleto Test LAX 3, clicked on the new role's Delegate icon, chosen the Communities
portlet, chosen the Community resource, and given the "Manage Pages' permission at either Community or En-
terprise scope. This would have achieved the same results as the previous stepsin this use case.

Let's now assume that Test LAX 4 should be able to only add and manipulate portlets on the Test 2 page of the
"Test" community. LoginasTest LAX 4, navigateto the "Test" community, and click on the Test 2 tab. The
following screen is displayed.

ED Welcome Test LAY 4!
1= Haome - My Account - Sign Ouk

[EIM Enterprise. Open Source. For Life. My Places » Test (Public)
| Test 1 ‘ Test 2 ‘ Test 3 | Search.. y ol |
Calendar

Surnmnary Dray T Maorth Year Events

June 3, 2006 Time Title Type
S M T W T F 5§ There are no events on this day.
1 Z &

4 5 & 7 g 9 10

11 12 13 | 14 15 16 | 17

18 19 &0 |21 2z 23 | 24

25 B8 | Z7 2§ 2% 30

In the screen above, notice that Test LAX 4 doesn't have the "Add Content" link and doesn't have the Configur-
ation, Minimize, Maximize, and Remove icons for the portlet. Test LAX 4 aso can not drag and drop the port-
let. Now, as Test LAX 2, goto the "Test" community, and click on the "Page Settings' link. The following
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screen is displayed.

Page Settings f=)
J Test Edit Public Page: Test » Test 2
(2] Test1 _
1 Test 2 Page Children Look and Feel Import f Export
“[E] Test 3
Parent Test -

Mame Test2 | English (United States) |
Type Portlet vI
Hidden Na =

Friendly URL “fou rmust first enter a friendly URL for the user,

Copy Page | - I

| Save || Fermissions || Lelete |

9. Click onthe"Test 2" pagein the tree structure on the left, then click on the Per missions button under the Page
tab. Under the User -> Availabletab, find Test LAX 4 and give that user "Update" permissions (by default, all
usersin the community are given "View" permissions -- click on the Community tab to see this). The resulting
screen should appear as the following.

Page Settings L

Edit Permissions for Page: Test 2 « Back

Jsers Organizations Locations Comrnunity Guest Associated

Current Available

First Marme Middle Marne Last Marne Ernail Address

| Update Permizzions |

I Name Email Address Permissions
(l Test Lok 2 test.lax, 2@liferay . com Update, Wiew
[ Test La¥ 3 test.lax, 3@liferay. com

| @liferay.com Update

[ Test La¥ 5 test.lax, S@liferay. com

10. To seethispermission in effect, go back to Test LAX 4 and refresh the Test 2 tab in the "Test" community.
The following screen is displayed.
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11.

12.

13.

ED Welcome Test LAX 4!
I Hormne - My Account - Sign oot
[T Enterprise. Open Source. For Life. Add Conbent
My Places » Test (Public)
‘ Test 1 | Test 2 ‘ Test 3 | Search... y ol |
Calendar Rl x|
Surnmary Day Wieek Month Year Events
June 3, 2006 Time Title Type
5 M T w T F 5§ There are no events on this day,
1 | 2 3

13

20

27

14

21

26

g

15

22

29

16

23

30

10

17

24

In the screen above, notice that Test LAX 4 now has the "Add Content” and the Minimize, Maximize, and Re-
move portletsicons. Test LAX 4 can now also drag and drop portlets. However, also notice that Test LAX 4
does not have the "Page Settings' link or the Configuration icon. The "Page Settings" link is only available to
users who are Administrators, Community Admins, or have the "Manage Pages' permission. The Configura-
tion icon is only available to users who are Administrators, Community Admins, or have the "Configuration"
portlet permission. If Test LAX 4 wereto go to the Test 1 or Test 3 tab, no "Add Content” link or portlet icons
would be available.

Alternatively, since Test LAX 2 was previously given the "Add Role" permission, Test LAX 2 could have cre-
ated arole, assigned therole to Test LAX 4, clicked on the new role's Delegate icon, chosen the Communities
portlet, chosen the Page resource, and given the "Update” permission at either Community or Enterprise scope.
This would have achieved the same results as the previous stepsin this use case except that it would have ap-

plied to every page and not just the Test 2 tab.

Let's now assume that Test LAX 5 should not be able to view the Test 1 tab. Login as Test LAX 5 and navig-
ateto the "Test" community. The following screen is displayed.

* _LIFERAY

[TIM Enterprise. Open Source. For Life.

Welcome Test LAX 5!
Haome - My Account - Sign Ouk
My Places » Test {Public)

| Test 1 ‘ Test 2 ‘ Test 3 | Search... p o) |
Calendar
Surnmnary Dray T Maorth Year Events
June 3, 2006 Time Title Type
S M T W T F 5§ There are no events on this day.
1 Z &

11

15

25

12

19

26

13

20

27

14

21

25

g

15

2z

29

23

30
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14. Inthe screen above, notice that Test LAX 5 has access to all 3 tabs within this community. Now, go back to

15.

16.

Test LAX 2, navigate to the "Test" community, click on the "Page Settings" link, and "Test 1" should already
be selected in the tree structure on the left. Under the Page tab, click on the Per missions button. Click on the
Community tab and remove the "View" permission. Now, no one in the community (except for the admins)
can view the Test 1 tab. To confirm this, go back to Test LAX 5 and refresh the "Test" community. The fol-
lowing screen is displayed.

ED welcome Test LAX 5!
I Home - My Account - Sign Out

[T Enterprise. Open Source. For Life. My Places » Test (Public)
‘ Test 2 | Test 3 ‘ Search... y ol |
Calendar

Surnmary Day Wieek Month Year Events

June 3, 2006 Time Title Type
5 M T W T
1 2z &

-

There are no events on this day,

4 S 6 7 g 9 10
11 12 |13 14 15 16 17
18 19 |20 21 22 25 24

25 26| 27 28 29 30

In the screen above, notice that the Test 1 tab no longer appears. If step 14 were repeated for the Test 2 and
Test 3tabs, Test LAX 5 would see the following screen upon trying to access the "Test" community.

ED welcome Test LAX 5!
I Harme - My Account - Sign Out

[T Enterprise. Open Source. For Life. My Places » Test (Public)

Error

You do not have permission to view this page, Please contact the administrator because you do not have any pages configured,

Let's now assume that the Test 3 tab has several subpages, and the "Community Admin" (in our case, Test LAX
2) wants to show and hide certain subpages for Test LAX 5. Go back to Test LAX 2, go to the"Test" com-
munity, click on the "Page Settings" link, and create subpages for Test 3 according to the screen below.
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Page Settings =

o Test Edit Public Page: Test » Test 3

(2] Test1

Test 2 Page | Chidren | | Look and Feel | | Import f Expart
=-[Z] Test 3

=] chid 1
Child 2 Marne
) Grandchid 1 Type  [Peist ]
-[E] Grandchid 2 Hidden |He ~

Grandchild 3
Add Page
e [ddPage |

Add child pages.

Set the display arder of child pages.

| Update Display Order |

17. AlsoasTest LAX 2, gotothe Test 3tab, click onthe Child 2 link in the Navigation portlet, then click the

18.

19.

"Add Content" link and add the Navigation portlet to this page. The following screen is diplayed.

ED welcome Test LAX 2!
I Hame - My Account - Sign ok

[T Enterprise. Open Source. For Life. Add Content - Page Settings

My Places » Test {Public)

‘ Test 1 ‘ Test 2 ‘ Test 3 ‘ Search... ,O|

MNavigation

Test 2= Chid 2

Grandchild 1
Grandchild 2
Grandchild 2

In the screen above, notice that the subpages created in step 16 al appear here. As mentioned earlier, by de-
fault, newly created pages are viewable by all members of the community. To confirm this, go back to Test
LAX 5 and refresh the Test 3 tab in the "Test" community. The Navigation portlet displaysthe "Test 3" link
and its 3 children links. Click on "Child 2". Now the Navigation portlet appears exactly like the screen above.

Now we are going to hide the "Grandchild 1" and "Grandchild 2" subpages. Go back to Test LAX 2 and click
on the "Page Settings' link. Using the left-hand tree structure, navigate to "Grandchild 1" and click on it. Under
the Page tab, click on the Per missions button. On the next screen, click on the Community tab and remove the
"View" permission. Repeat this step for the "Grandchild 2" subpage. Now go back to Test LAX 5 and refresh
the Child 2 subpage in the "Test" community. The following screen is displayed.
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ED I FE welcome Test LAX 5!
I Home - My Account - Sign Out

[T Enterprise. Open Source. For Life. My Places » Test (Public)
Test 2 Test 3 Search... e
Navigation
Test 3 » Child 2
Grandchild 2

20. Inthe screen above, notice that the "Grandchild 1" and "Grandchild 2" links no longer appear.

Portlet Permissions

Goal: To delegate permissions to users such that they will be able to manage portlets within pages.

1. Section 3.5 explained how to assign individual portlet permissions for a portlet. The two most common portlet
permissions are Configuration and View. If auser is given the Configuration permission, the user has permis-
sion to update the portlet's Setup, Look and Feel, and Permissions sections. If auser is given the View permis-
sion, the user has permission to view the contents of the portlet. Both permissions can be granted at the indi-
vidual portlet level viathe Configuration icon -> Permissions tab, or they can be granted at Enterprise or
Community scopeviaarole.

2. Inaddition, if auser is given the M anage Pages permission for acommunity, that user has permission to up-

date any portlets' Setup, Look and Feel, and Permissions sections within the community. In other words, it's as
if the user has the Configuration permission for every portlet within the community.

Enterprise Admin Permissions

Goal: To delegate permissions to users such that they will be able to manage organizations, locations, users, and
user groups.

1. Logintothe portal as Test LAX 2. Go to the "Support" community, and click on the User stab in the Enterprise
Admin portlet. The following screen is displayed.
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2.

3.

Enterprise Admin
Uzers Organizations Locations Roles
First Marme Middle Marme Last Mame Ernail &ddress Active
Vaz w
[ Name Joh Title Location City
(l Joe Bloggs Liferay Loz Angeles
T TestHKG1 Liferay Hong Kong
[T TestHKG 10 Liferay Hong Kong
[ Test HKG 2 Liferay Hong Kong
[ Test HKG 3 Liferay Hong kKong
[T TestHkG 4 Liferay Hong Kong
T TestHKGS Liferay Hong Kong
[ Test HKG & Liferay Hong Kong
[ Test HKG 7 Liferay Hong Kong
[T TestHkG & Liferay Hong Kong
[T TestHKG 2 Liferay Hong Kong
we [11 2 2 4 2 6 289 =

Region

Califarria

Country
United States
China
China
China
China
China
China
China
China
China

China

In the screen above, notice that Test LAX 2 has no permissionsto do anything to the users. If Test LAX 2 tries

to add, update, deactivate, or even view a user, eventually Test LAX 2 will see the following error screen.

Enterprise Admin

4=

Errar

You do not hawve the required permissions.

Back

Now, log into the portal as an Administrator, navigate to the Enterprise Admin portlet, and click on the Users

tab. The following screen is displayed.
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Enterprise Admin (=
IJsers Organizations Locations Roles

First Mame Middle Marme Last Mame Email Address Active

Tes ;I
And =]
[ MName Job Title Location City Region Country
[ Joe Blogags Liferay Los Angeles Califarnia United States @ @
- Test HKG 1 Liferay Hong Kong Chirna @ E=]
T TestHKG 10 Liferay Hong Kaong China & &
T TestHEG2 Liferay Hong Kong China @) =)
T TestHEG 3 Liferay Hong Kong China @’ =)
(il Test HKG 4 Liferay Hong kong China @) @
[ Test HKG S Liferay Hong Kong China @ @
[ Test HKG 6 Liferay Hong Kong Chirna @ @
[ Test HKG 7 Liferay Hong Kong Chira @ E=]
T TestHkG 8 Liferay Hong Kaong China & &
Test HKG 9 Liferay Hong Kong China @) =)
we [1] 2 3426 28 8 =

4. Inthe screen above, notice that the Administrator has all the available icons to update, permission, and deactiv-
ate the users. Go back to Test LAX 2 and click on the Organizations tab in the Enterprise Admin portlet. The
following screen is displayed.

Enterprise Admin =

IJ=grs Organizations Locations Roles
Narne Street City Zip
Country Re?iun

ol Name City Region Country

Liferay Asia Chira fk @-
Liferay Europe Spain ,ﬁk @-
Liferay LISA Califorria United States ,ﬁk @

[

5. Inthe screen above, notice that Test LAX 2 has permissions to View Users and View Locations associated with
the organizations. Also, because of the use casein section 3.9.1, Test LAX 2 has permission to add an organiz-
ation. However, Test LAX 2 doesn't have permission to do anything else. Go ahead and click on the Add but-
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ton, and on the next screen, create an organization called "Liferay Test Organization." After you click the Save
button, you can optionally add other organization details like email addresses, website, phone humbers, etc.
When you're done, click on the Organizations tab again. The following screen is displayed.

Enterprise Admin L
Jzers Qrganizations Locations Roles

[Narme Street City Zip

Country %Dﬂ
ol Name City Region Country
[T Liferay Asia China eyt
[T Liferay Europe Spain 2B
[T Liferay Test Organization Canada @ B g & @- (]
[T Liferay Usa California United States ﬁk @-

In the screen above, notice that Test LAX 2 has all available permissions on the "Liferay Test Organization" or-
ganization. Now, click on the L ocations tab. The following screen is displayed.

Enterprise Admin s
IJ=grs Organizations Locations Roles

Narme Street City Zip

Country Re?iun
ol MName City Region Country
[ Liferay Chicago Tliriois United States ﬁ
(il Liferay Hong Kong China J=38
[ Liferay London United Kingdorm ﬁ\
[ Liferay Los Angeles California United States ﬁk
(l Liferay Madrid Spain Jei8
r Liferay New York Mew fork United States 8
r Liferay San Francisco Califarnia United States J=38
[ Liferay Shanghai China o8

In the screen above, notice that Test LAX 2 only has permission to View Users for the locations. Test LAX 2
doesn't have permissions to do anything else except add alocation to the "Liferay Test Organization" organiza-
tion. To confirm this, click on the Add button, use "Liferay Test Location 1" for the name field, select "Liferay
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10.

USA" for the organization, fill out the other fields, and click the Save button. The following screenis dis-
played.
Enterprise Admin =

Error Back

You do not have the required perrnissions.

The error screen is displayed because Test LAX 2 doesn't have permission to add locations to the "Liferay
USA" organization. Repeat step 7, only thistime, select the "Liferay Test Organization” organization. After
you click the Save button, again you have the option to provide additional location details. When finished, click
on the Locations tab. The following screen is displayed.

Enterprise Admin L
| Jzers Organizations Locations Roles

arne Street City Zin

Country Re?ion
ol ame City Region Country
r Liferay Chicago Uiz United States o8
[ Liferay Hong Kong China 8
(l Liferay London United Kingdom Q
[ Liferay Los Angeles Califarnia United States ﬁ\
(l Liferay Madrid Spain J= 38
r Lifieray Mew Yok e Yark United States o8
(il Liferay San Francisco Califarnia United States ﬁ
(il Liferay Shanghai China Jei8
r Liferay Test Location 1 Canada @ B g i

In the screen above, notice that Test LAX 2 has permission to do anything to the "Liferay Test Location 1" loc-
ation. Repeat step 8 to create 2 more locations under the "Liferay Test Organization™ called "Liferay Test Loca
tion 2" and "Liferay Test Location 3".

Let's now assume that Test LAX 3 should be the "Location User Admin" for the "Liferay Test Location 1" loc-
ation. This means Test LAX 3 should be able to manage any user in thislocation. As Test LAX 2, click on the
Permissionsicon next to the "Liferay Test Location 1" location. Under the Users-> Available tab, find and
check Test LAX 3, and click the Update Per missions button. The following screen is displayed.
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11.

12.

Enterprise Admin «
Edit Perrnissions for Location: Liferay Test Location 1 « Back
Lsers Organizations Locations Associated
Test LaX 3
Add User
Delete
ﬂ Delete User
Permizzsionz
Permissions User
ﬂ Update
Update User
Wiew
Wieww User

In the screen above, notice the list of available permissions. The following list defines each in the context of a
location:

* Add User - You can add a user to thislocation

» Delete- You can delete this location

e Deete User - You can delete any user in thislocation

e Permissions- You can control the permissions for thislocation

e PermissionsUser - You can control the permissions for any user in thislocation

» Update - You can update this location

e Update User - You can update any user in thislocation

* View - You can view the details of thislocation

e View User - You can view the details for any user in thislocation

Give Test LAX 3 all of the available user permissions (i.e., Add User, Delete User, Permissions User, Update
User, and View User. Do not add Delete, Permissions, Update, and View) and click the Finished button. Now,
log into the portal as Test LAX 3, navigate to the " Support” community, and click on the Userstab in the En-
terprise Admin portlet. Click on the Add button. Create a user with the following attributes:

e First Name = Test

* LastName=User1l

e Email Address = test.user.1@liferay.com

e Organization = Liferay Test Organization

* Location = Liferay Test Location 1

After clicking the Save button, click on the Userstab and search for Test User 1. The following screenis dis-
played.
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13.

14.

15.

Enterprise Admin (=
IJsers Organizations Locations Roles
First Marne Middle Marne Last Mamne Ernail Address Artive
uger 1 Yes = |

And x| [ Search |

[ Mame Job Title Location City Region Country
[ Test User 1 Liferay Test Location 1 Canada @ @

In the screen above, notice that Test LAX 3 has all the permissions for the "Test User 1" user. Now click on the
L ocationstab. The following screen is displayed.

Enterprise Admin (=
| Jsers Organizations Locations Roles

Mame Street City Zip

Country Reqgion

= =
Ard =]
Name City Region Country

[ Liferay Chicago Tlinois United States ﬁk
[ Liferay Hong Kang China Je' 8
[ Liferay Londan United Kingdorm ﬁ
(il Liferay Los Angeles California United States Q
(l Liferay Madrid Spain J=38
r Liferay Mew vork Mews York United States J=38
r Liferay San Francisco California United States ﬁk
[ Liferay Shanghai China 8
r Liferay Test Location 1 Canada o igle N
(Il Liferay Test Location 2 Canada o8
r Liferay Test Location 3 Canada o8

In the screen above, notice that the Test LAX 3 user has permission to add a user to the "Liferay Test Location
1" location.

Now let's assume Test LAX 4 should be the "Organization Admin" for the "Liferay Test Organization" organ-
ization. Thismeans Test LAX 4 should be able to manage all users within the organization (which means the
ability to manage any user in any location in the organization) and manage the organization itself (which means
the ability to update/del ete the organization as well as add new locations to the organization). Go back to Test
LAX 2 and click on the Organizationstab in the Enterprise Admin portlet. Click on Liferay Test Organiza-
tion's Permissionsicon. Under the Users-> Available tab, find and check the Test LAX 4 user, and click on
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16.

the Update Permissions button. The following screen is displayed.

Enterprise Admin "
Edit Perrnissions for Organization: Liferay Test Crganization « Back
| J=ers Organizations Locations Associated
Test LaX 4
Add Location
Add Uzer
ﬂ Delate
Delete User
Fermissions
ﬂ Fermissions User
Update
Update User
Wi
Wien Lizer

In the screen above, notice the list of available permissions. The following list defines each in the context of an
organi zation:

* Add Location - You can add alocation to this organization

e Add User - You can add a user to any location in this organization

» Delete- You can delete this organization

« Delete User - You can delete any user in any location in this organization

* Permissions- You can control the permissions for this organization

e Permissions User - You can control the permissions for any user in any location in this organization

« Update - You can update this organization

« Update User - You can update any user in any location in this organization

* View - You can view the details of this organization

e View User - You can view the details for any user in any location in this organization

Give Test LAX 4 all of the available permissions and click the Finished button. Now, log into the portal as
Test LAX 4, navigate to the " Support" community, and click on the User stab in the Enterprise Admin portlet.
Click on the Add button. Create a user with the following attributes:

* First Name = Test

* Last Name=User 2

e Email Address = test.user.2@liferay.com

e Organization = Liferay Test Organization

* Location = Liferay Test Location 2

After clicking the Save button, click on the Userstab and search for Last Name = "User". The following screen
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is displayed.

Enterprise Admin (=
lJsers Organizations Locations Roles

First Marme Middle Marnez Last Marne Ernail Address Active

Uszer Yes =]

And =
I Name Job Title Location City Region Country
[ Test User 1 Liferay Test Location 1 Canada @ @
[ Test User 2 Liferay Test Location 2 Canada @ @

17. Inthe screen above, notice the Test LAX 4 user has all permissions for both the "Test User 1" and "Test User
2" users. Thisisbecause Test LAX 4 was given permission to manage any user in any location in the organiza-
tion. Now click on the Organizations tab. The following screen is displayed.

Enterprise Admin A
IJ=grs Organizations Locations Roles
farne Street City Zip
Country Region
- =1
And x|
ol MName City Region Country
[ Liferay Asia thina Jei
[T Liferay Europe Spain Ji
[T Liferay Test Organization Canada @ EERE ]
[T Liferay UsSa California United States J

18. Inthe screen above, notice the Test LAX 4 user has all permissions for the "Liferay Test Organization" organ-
ization (including "Add Location". Now click on the L ocations tab. The following screen is displayed.

83




Security and Permissions

Enterprise Admin (=
Idsers Organizations Locations Roles
RELE] Street ity il u]
Country Regicn
=l =
And =]
Name City Region Country

[ Liferay Chicago Tlinois United States ﬁ
[ Liferay Hong Kang China o8
r Liferay Londan United Kingdom o8
(il Liferay Los Angeles California United States Q
(l Liferay Madrid Spain J=38
r Liferay Mew vork Mews York United States J= 3N
(il Liferay San Francisco Califorria United States ﬁk
[ Liferay Shanghai China 8
r Liferay Test Location 1 Canada o N
r Liferay Test Lacation 2 Canada F R
r Liferay Test Location 3 Canada F 2

19. Inthe screen above, notice that Test LAX 4 has permission to add usersto any location in the "Liferay Test Or-

ganization" organization.

20. Alternatively, all of the permissions discussed in this use case could have been controlled at an Enterprise or
Community scope viaroles. The Enterprise Admin portlet has 4 resources available for the permission assign-

ments -- Location, Organization, User, and User Group -- as shown in the following screen.

Enterprise Admin

&=

|sers Organizations Locations

Roles » Delegated Admin = Enterprise Admin

Arction Scope
Canfiguration |

Wigw =

Resources

Mame
Location
Qrganization
Role

Lzer

ser Group

User Groups Rioles
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Role Permissions

Goal: To delegate permissions to users such that they will be able to manage roles.

1. Logintothe portal as Test LAX 2, navigate to the "Support" community, and click on the Rolestab in the En-

terprise Admin portlet. The following screen is displayed.

Enterprise Admin

-

Idsers Organizations Locations Roles

Marne

Add

Name
Adrministratar
Delegated Admin
Guest

MBTopic Admin
Powver Lizer

sy

In the screen above, notice that Test LAX 2 has no permission to do anything to the existing roles. Test LAX 2
only has permission to add a new role. Now log into the portal as an Administrator, navigate to the Enterprise
Admin portlet, click on the Roles tab, and click on the Per missions icon next to the "Delegated Admin" role.
Under the Users-> Availabletab, find and check the Test LAX 2 user, and click the Update Per missions but-
ton. Givethe Test LAX 2 user the "Add Permissions’, "Assign Users", and "View" permissions and click the
Finished button. Now go back to Test LAX 2 and refresh the Roles tab in the Enterprise Admin portlet. The
following screen is displayed.

Enterprise Admin

=

IJ=grs Organizations Locations Roles

farne

Add

Mame
Adrmiristrator
Delegated Admin et
Guest

METopic Adrmin

Power Lizer

ser

3. Inthe screen above, notice the Test LAX 2 user now has permission to delegate permissions and assign this

role to users.

85



Security and Permissions

NOTE: Bevery careful when assigning the "Add Permissions’ permission to arole. This essentially gives any
user who has this role Administrator access since the user can add any permission in the system to their role.

4. Alternatively, al of the permissions discussed in this use case could have been controlled at an Enterprise or
Community scope viaroles. The Enterprise Admin portlet has a Role resource available for the permission as-
signments.

Personal Community Permissions

Thereisno real "Goal" to this section. It isjust to note that portal users who have the "Power User" role are given a
personal community or "Desktop". Users are defaulted to this community when they log in. A user's personal com-
munity can not be seen or accessed by any other user including Administrators. Within the personal community, the
user functions as an Administrator and has all permissions on all pages, portlets, and resources.
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Chapter 4. Admin Portlet

The functionalites of each tab in the Admin Portlet, except for the Auto Deploy tab, will be explained in this section.
See Chapter 5-8 for an explanation of the functionalities of the Auto Deploy tab.

Server Tab: Shut Down Server

1. Fromthe Server tab you can shutdown the server.
Admin

Server Auto Deploy Enterprise Portlets Users

Liferay Portal Professional 4.1.1 (Cowper / Build 3101 / August 14, 2006)

LIptime: 04:45:56
Free Memory: 11,334,424 Bytes
Total Memory: 133,300,224 Bytes

Maximum Memary: 532,742,144 Bytes

Mare Options =

2. Click More Options.
3. Input the number of minutes before the server will be shutdown in the Number of Minutes box. _
Admin &=
Serser Auto Deploy Entarpriss Portiets
Liferay Portzl Professional 4.1.1 (Cowper [ Buid 3101 [ August 14, 2006)

Uptime: 04:50:06

Free Memony: 8,247,896 Bytes

Total Mermory: 133,300,224 Bytes

Madrmum Mermary: 532,742,144 Bytes

Shutdowen the server in the specified nurmber of minutes. Input 0 to Gancel shutdown,

Humier of Minutes

Custom Message

Shutdean |

Tasks: [Shere]
Log Levels: [Shar]
System Properties: [Shaw]
Partal Properties: [Shenw]

87



Admin Portlet

4. Notes can be added in the Custom Message box.
5. Click Shutdown.

6. To cancel shutdown, enter 0 and click Shutdown.

Enterprise Tab: Edit Enterprise's Profile

1. Anenterprise’sinformation can be viewed or edited from the Enter prise tab. The Mail Domain box contains
the domain names that the server will recognize.

Admin |
Enterprss
Hame Litaray SIC Code Portal URL  locaimost2080
Legal Namse  Liferay, LLE Ticker Syrnbal Home URL  lccalmost 2080
Legal ID Industry Mal Domain  liteesy com
Legal Type Type
Save
Display

Language | Erglish (United Seates) | w '!l_' Ll FE RAY

Tme Zone | [SMT } G T o ||

Resalution | 200 by 800 Poals | » BN Enierprise. Opsn Source. For Li
Cf‘]l"'ql

Save

Efrail Agdneites

Ao

2. Thedefault language, time zone, and resolution can be changed in the Display section.

3. Click Save after making any changes.

Portlets Tab: Set Minimum Required Roles for
Portlet Access

1. ThePortletstab shows the minimum required roles for an individual to access a portlet. For example, in the
case of the Blogs portlet, a person must have the minimum required role of a User or Power User. Guests will
not have access to this portlet.
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Admin e

Serar AUtE Depk Entarprisa Porthets

Porthet Active Roles

Admin eg Audmmin Strator

Alfresco Content fes Guest, Power User, Usar

Amazon Rankings fes Power Usar, User

Analag Oock Yes Power Usar, Liser

Announcaments s Power Usar, Usar

Bble Gataway Yis Power Usar, Lisar

Blags g Powwar Lsar, Liser

BookmarkPortiet s

Bookrmarks &5 Power User, User

Breadorumb fes Guest, Power User, Usar

2. To change the minimum required roles, click on the portlet and make any changes in the text box, and click
Save.

Users Tab

Under the User tab are six sub-tabs:

Live Session: View Current Users and End User's Ses-
sion

1. ThelLive Sessiontab showsalist of all userswho are currently logged in.

2. Toendauser'ssession, click on the user and click Kill Session.

[ Admin E=]
Sassion
Sasson ID: 1040033F2F573EBERDEDT ANGRIBS 20
Usger ID: Heray.com. 100
MName: Test LAY 1

Email Addreass: test. b, 1 @feray. com
Last Requast: Bf20/06 10:06 PM
3

# of Hits:
Brovwesen/ 05 Mozila/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 1.0.3705; .NET CLR 1.1.4322; Meda Canter PC
Ty 4.0; InfoPath.1)

Remote Host/IP:  127.0.0.1 / 127.0.0.1

Accessed URLs [Shen]
Session Attributes [Shaw]

Hill Sassizn Cansal

Authentication: User Account Authentication
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Pudmin
Lizars
Authentication
General
How do users authenticate? Sy Email Adoness | W

Alow users to automatically login? Y |
Abow strangers to create accounts? | Me |w

Sive

1.  Withthe General tab selected, the mode of authentication, whether a user signsin by email address or by user
ID, can be selected on the first line. The second line provides the option for users to automatically login. The
third line provides the option to allow strangers to create accounts.

2. Click Save after making any changes.

Default Communities and Roles: Setg Default Com-
munity Names and Roles

A

Usars

Defauk Communiies and Roles

Enter the defauk community names per line that are assocated with newly created wsers.

Enter the defauk roke names per line that are assocated with newly oreated usars.

Fower LIser
LIzer

Save

1. Under the Default Communities and Roles tab, you can enter default community names that are associated
with newly created users.

2. Inthe second box, you can enter default roles that are associated with newly created users.
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3. Click Save after making any changes.

Reserved Users: Reserve User ID and Email

Admin

Porthets isers

Riples Resarved Users

Enter ane user 1D per line to resarve the user ID.

Enter ane user emal address per line to resenve the user emal address.

1. Inthefirst box, you can reserve user ID names that can not be used by users.

2. Inthe second box, you can reserve user email addresses.

3. Click Save after making any changes.

_Mail Host Names: Add Mail Host Name

Admin
Enterprise Portlets Lisars

A Brlec

Resenrad

Uisers Mail Host Names

Enter one mail host name per line for 2l additional mal host names basides Feay. com
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1. Additional mail host names besides liferay.com can be entered here.

2. Click Save after making any changes.

Emails: Automatically Generated Emails
.Mlnm ¢-'

Users
Mail Host Names

Enter one mal host name per line for 3l addioonal mad host names besdes #eEwoom

Save

1. Fromthe Emailstab, with the Email From sub-tab selected, you can enter the name and email address of
automatically generated emails.

2. Withthe User Added Email sub-tab selected, you can make changes to the default message that is automatic-
ally sent when accounts are created. To disable new account emails, uncheck the Enabled box.

3. Withthe Password Sent Email tab selected, you can make changes to the default message that is automatically
sent when anew password is created. To disable new account emails, uncheck the Enabled box.

4. Click Save after making any changes.
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Chapter 5. LDAP Integration

In this chapter you will learn about LDAP integration. The initial set of instructions will guide you through thein-
stallation of the Apache directory server and an LDAP browser. The instructions will then guide you to input a user
into the LDAP browser. After the user has been entered into the browser the user will be integrated with Liferay
Portal.

Installing Apache Directory Server

1. Go to www.apache.org.

Click Directory.

Click Download.

Click on the suggested mirror site for download.

Click apacheds>stable>1.0>1.0 RC3>apacheds-1.0-RC3-win32-setup.exe
Savefile.

Click on the Apacheicon and follow the installation instructions.

© N o o c 0w D

Click Start.

Installing LDAP Browser

1.  Gotowww.jxplorer.org.
2. Click Downloads>precompiled java package>Windows platform.
3. Savefile

4. Click onthe LDAP browser icon and follow the installation instructions.

Inputting User in LDAP Browser

1. Openthe LDAP browser.

2. Click File>Connect.
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© N o o k~ W

% Open LDAP/DSML Connection

Hask: lacalhost

Protaocol: |LD.'5.F' ¥

CSML Service:

i>ptional Walues

Basze DN:

Security
Lewvel:
Lser Df:
Password:

Use a Templake

Anonymaus

l Save ]I:Iefault

l Delete H Default:

l oK H iZancel H Help ]

Change the port to 10389.

In the Level drop-down menu, choose User +Password.

Insert ui d=adm n, ou=syst emin the User DN input field.

The password is secret.

Click Save and enter a name for the template.

Right click on Example and click New.
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| &' Set Entry Ubject Classes

dc=example,dc=com

Available Classes:

groupOfNames
groupOfUniqueMames
imeEE0Z0evice
instOrgPerson

ipHzsk

ipMetwork,

B e e |

<
l

9. Addinetorgperson to the Selected Class.

10. User Jane Smith will be added. Enter cn=janesmith in the Enter RDN field and click OK.

[ Table Edeer |
atirbuts typs wabun

on
whirctClass ek OrgPerson
vhjectClass

ohjectClass Jperson

chiectClass o
=l
auda

busnessCategony

carlense

11. Inthe Table Editor enter Smith in the SN line.
12. Enter Janein the givenNameline.

13. For the mail enter janesmith@liferay.com.

14. For the userpassword enter test.

15. Click Submit.

Integration
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1. With user Jane Smith entered into the LDAP browser, the user will now be integrated with Liferay Portal. Be-
gin by logging into Liferay Portal asthe Administrator.

2. Theloginistest@liferay.com and the password istest.

3. Currently, Jane Smith’s profile exists only on the LDAP browser. To integrate her information into Liferay
Portal, click on the Userstab in the Admin portlet.

i Admin
Sarvar Auto Deploy Enterprise Portlats Users

Liferay Portal Professional 4.1.1 (Cowper / Buid 3101 / August 14, 2006)
Uptime: 0D:02:45

Free Memary: 89,307,208 Bytes

Total Memory: 133,300,224 Bytes

Maximum Memory: 532,742,144 Bytes

More Opfions =

4, Click Authentication.

5. Click LDAP.
6. Check the Enabled box.

Admin &=

Users
Authenbeation
LD&R
Enabled
Regured [

The LDARP URL femat & il Bost:patseanchan, where searohdn spedifies the nitial search conbext for users and s optional. Far
exarnghe: dapsf ocahost: 389/ ou=Uers, o= Exarnpds

LIEL ke iooaitont 10 3 Sd omempmpie, domgoem
Princioal R EE A B
Credentials weeost

7. If the Required box is checked only usersin the LDAP server will be able to log into Liferay Portal. For this
demonstration leave the box unchecked.

8. Liferay Portal supports other directory serversin addition to the ones provided. The Apache Directory Server,
Microsoft Active Directory Server, and Novell eDirectory comes prepackaged.
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10.

(mail=@email_address@)

If the user s vabd and the user exists in the LDAP server but not in Liferay, the user wil be synchronized from the LDAP server to
Liferay. Below & a mapping of Liferay attributes and the par name used to populte the Liferay field from LDAP.

userld=cn
password=userPassword
emailaddress=mail
firstMame=givenMame
lastMame=3sn
jobTitle=title

[ Resat valoes |
L 3
WWFW—%- e

Miorosal Adive Direclony Server
Movell eDlirecdony

Select the Apache Directory Server and click Save.

Once Jane Smith logs in to her account on Liferay Portal and agrees to the terms of use, her user information
will be added to Liferay Portal. To demonstrate this, assume that Jane Smith has logged into her account. While
logged in as the Administrator, a search for Jane Smith will show that the user has been integrated into Liferay

Portal.
Enterprise Admin w
Users Organizations Locations User Groups Roles
First Hame Middhe Hame Last Name Email Address Artie
jane Yes EI
And | w Saarch
Add| | Deaciivate |
[ ] Hame Job Titke Location City Region Country
[0  Jana Smith tithe =10
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Chapter 6. Auto Deploy Portlets

Sample portlets offered by Sun Microsystem will be downloaded and then auto deployed onto Liferay Portal

1. Goto Sun Microsystem's website at ht-
tp://devel opers.sun.com/prodtech/portal server/reference/techart/j sr168/index.html#1 to download the sample
portlets. For your convenience, the link can be found in Liferay’s Download page under the JSR-168 Compli-
ant Portletslink.

2. Click Downloads to download the four sample portlets.
3. Savethefile.

4. Goto Liferay Portal and log in asthe Administrator.

Admin

Server Auto Deploy Enterprise Portlets Users

Liferay Portal Professional 4.1.1 {(Cowper / Build 3101 / August 14, 2008)

Uptime: 00:21:38
Free Memory: 79,818,440 Bytes
Total Memory: 133,300,224 Bytes

Maximum Memory: 532,742,144 Bytes

Mare Options =

5. Click Auto Deploy in the Admin Portlet.

Admin =
Servar Aubo Deploy Enterprise Portlets Isers

Deploy Diractony o Silersy/depdoy

Destination Directory wo A

Intenval 5 Secondi |

Unpack WAR [

Tomcat Lbrary Directony . foommenibied
Smva
Hot Daploy

Upload a WAR file to hot deploy a Byout template, portlet, or theme.
Browse._..

Dy

6. Click Browse and locate the sample portletsfile.
7. Click Deploy.
8. Toseealist of the sample portlets, go to Add Content>Undefined. The BookmarkPortlet, Notepad Portlet,
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Show Time Portlet, and WeatherPortlet have been added.

Content

I+ Admin

i CHMs

I* Community

i Entertainment

[* Finance

P News

> Polls

I* Religion

I* Shopping

[* Test

I Tools

= Undefined
BookmarkPortlet
MNotepad Porthat
ShowTme Portlet
Theme Galery
WeatherPartlet

I WSRP

I wiki

: Finished |

HIHIHIH]H

Template | 2 Columns (30/70) 1]
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Chapter 7. Deploying Community
Themes

Along with the prepackaged themes in Liferay Portal, there are many additional themes that are available on
Liferay’ s download page. In this section you will learn how to deploy a community theme onto Liferay Portal.
1. Gotowww.liferay.com.

2. Click Downloads.

3. Click Community Themes.
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© N o g

* _LIFERAY e

B raepins. Opes Sowice. Far Lk,

Erpaeneaa T et 2o

| Downboads Dewninads s
——— Community Themes
J2R-108 Complant Forbdets
Lifuray Samroles Fage | of ] Frst | Prevoes | rext | Last

AN Citiydiat W

AR - G-I e -d 10wl
Baauiiul 1o e endymologisd but scany for evenybody sise

Apphe Tred - Jople-iea-names 4 1.0 wa
Bring an apphe archard i your ponal

AQua - aqua-themes-4 1.0 war
Ot ol I S0 CloRe] windowing Syulems on ona of i Mmoey
pawerful porals

Badolla - bedolla-thenes-4. 10 wr
This thems is used by Jason's Dell and namsd afisr 3 man
named Beaclla

Boys ang Fiuped - bovs-ane-supid-hemas -4 10 wae
Boys are stupsd, S0 throw rocks al them!

Select atheme. For this demonstration, the Aqua theme will be added. Click on the Aquatheme link.
Choose a location to download from and click Download.

Savefile.

Loginto Liferay Portal and sign in asthe Administrator.

In the Admin Portlet, click on Auto Deploy.
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Admin
Server Auto Deploy Enterprise Portlets Users
Deploy Directory Inemelliteray deplay
Destination Directory . fwebapps
Intarval 5 Seconds [i]
Unpack WAR
Tomcat Library Directory . foemmaon/liblest
| Save
Hot Deploy

Upload 3 WAR file to hot deploy 2 layout template, portlet, or theme,

[ Deplay
9. Click Browse and locate the Aqua theme file.
10. Click Deploy.

11. To deploy the Aquatheme on the page, click Page Settings.

12. Click Look and Fedl.
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.LIFERAY Moyt o

BB Erowsoiss. Open Souce. For Lik Add Content - Page Setings
My Places = Joe Blogos (Private)
‘Page Settings ﬁl
i§ Joa Bloggs Edit Private Page: Joe Bloggs = Home AL
H] Home Al
Page Chidren Look and Fael Import | Export
Inhertt look and Feel from the publc root node? | ves v
Themas Color Schemes
Apple Tree () _ Aqua O Blue &
= Tab Unselected
'-. - Partiet Menu
-2 Parti=t Body
Page Badeground
Brm:hure o Classic () ——
* :-1 = ¥ JuF{ ———
= - = = Tab Sehected
g » Tab Unsalected
- Partiet Body
) Page Background
Geress () '.'eb-m.n ) g e

1 Orange O
e
| it e Tab Unselected
Pertiet Tithe
Portlet Manu

o i e

13. Select the Aquathemeto deploy. The figure below shows the Aqua theme deployed.
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¥ : Sign Dut My Places = Joe Blogos Private)

S8 Page Settings

Edit Private Page: Joe Bogps = Home AL

¥ Ioe Bogys

] Home Al
Page Children Loak and Feel Impart | Expart

Inhierk kbok and feel from the public root node? | Mo [x]

Color Schemes

Themes

Apple Tree Agua 5 Agua Bue &
Eoel Tab Sehsctsd
T heees—— Tab Unselected
x : Portlet Title
T — Partiet Mery
—= Paortiat Body

Chssc O Page Background
: Agua Blue I O
Tab Selected
. : Parthet Tiths
Portiet Many
Velocty O Portist Body
k | Fage Background

e e Agqua Gaphre O
' Tab Selected
Tab Unselected

= = Porthet Tithe
Froe =
g b’ Partiat Bady
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Chapter 8. Adding Layout Template

The pages of Liferay Portal are organized according to the layout templates used. Seven different layout templates
are provided with the option for users to write and add new ones. This section will provide instructions for adding a
sample layout template.

1. Begin by logging in asthe Administrator.
2. Toseealist of layout templates that comes prepackaged with Liferay Portal, click Add Content.

3. Click on the Template drop down menu. Seven templates are available.
Column
2 Columns (50/50)

2 Columns {70/30)
2 Columns

1-2-1 Columns
2-2 Columns

4. Toadd an additional template, go to Liferay’s download page located at ht-
tp://www.liferay.com/web/guest/downl oads.

5. Click on Liferay Samples.

6. The samplelayout template that will be added contains a 2-1-2 layout. The first row contains two columns of
portlets, the second row contains one column of portlets, and the third row contains two columns of portlets.
Click on the Sample Layout Template.

7. Select alocation to download from and Save thefile.

8. After thefile has been saved, log back in as the Administrator.

9. Inthe Admin portlet, click Auto Deploy.
Admin ol

AUTO Depioy

Deglay Drectory G AT P AL
Destinabon Directony wabapgi
[rikéraa 5 Gaoonds W
Ungack VAR =
Tomcat Library Directory g ek
Faw

Hiot Doy

Upioad 3 WAR fle to hot deploy a Byout templte, portiet, or thama,
Beoriae

Chapslery

10. Click Browseto locate the file, and click Deploy.
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11. To verify that the new template has been added, click on Add Content.

12. Click on the Template drop down menu. The 2-1-2 layout template will appear in the list.
Column
2 Columns {S0/50)
2 Columns {30/70)
2 Columns {70/30)
3 Columns
1-2-1 Columns
2-2 Columns
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Chapter 9. Content Management
System

This chapter will give an in depth tutorial of the CM S (Content Management System) within Liferay portal. Thein-
tended audience of this document is for users who determine the content that is displayed and published on their
portal. Distinct roles for specific users are provided in the introduction.

Introduction

Liferay Portal provides out-of-the-box CM S functionality in two major areas. document management (repositories
for documents and images) and publishing.

Document Management

Document management is provided through Liferay's Document Library and Image Gallery portlets. These portlets
provide intuitive management of Microsoft Office documents, PDFs, text files, and images.

Publishing

Publishing in Liferay Portal is accomplished through Liferay's Journal portlet. It features a clean separation between
content (data entry) and presentation (layout design). This allows the content to conform to a consistent "look and
feel." Additionally, the Journal portlet provides a content versioning and approval paradigm (workflow). This sys-
tem allows for usersinvolved in publishing to fall naturally into three different roles:

» Writers create, edit, and enter content comprised of text and images
» Designers create layouts that display content
» Editors edit and approve final output and release it for publication to the portal

As an example, consider our website [http://www.liferay.com]. All of the static content is managed and published by
the Journal portlet. We can authorize other members of the Liferay community to write documentation, but we retain
final editorial authority and security. This also allows for amixture of portlets and Journal articles to coexist, en-
abling the designer to be more creative with what is displayed. Designers can integrate static content using the
Journa Content portlet with a number of other function-rich portlets (e.g. Navigation and Breadcrumb). All of this
show how useful and flexible publishing can be with the Journal portlet.

Document Management Portlets

Document Library

The Document Library provides a centralized repository for various documents (e.g., .PDF, .DOC, .XLS, etc.) to be
stored and given aunique URL. A company's intranet running Liferay's portal software can then be able to post in-
ternal documentation (e.g., reimbursement forms, charitable donations policies, etc.) for access by its employees. Al-
ternatively, since each document has its own URL, a portlet on your company's public website may display alist of
PDF files of quarterly newsletters and their download links:
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Content Management System

Quarterly Newsletter

5 Jul 2005: Sales Continue 1o Grow

T Jan 2005 We've Gone IPO!

The Document Library supports multiple repositories that can be set with different access roles. Also, the documents
in the repository are version-controlled, allowing a user to retrieve any particular revision that has been stored on the
system.

Adding a Document

1. Toadd adocument to an empty Document Library portlet, you must first add afolder. Click the Add Folder
button.

Document Library

Faolders

Add Folder

2. Giveaname and description to the folder. The permissions for the folder determine what users can do. Thisis
further explained in the Permissions Users Guide. Click Save. The Document Library screen will appear.
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3.

Document Library

Folder
MName Home Page
Documents that are linked on our home page.
Description

Assign defavlt permissions to community
Permissions Assign default permissions to guest
L] only assign permissions to me

| Save || Cancel |

The new folder will appear in the Document Library. To add a document to that folder, click on the folder
name.

Document Library

Folders
Add Folder Search Folders |
Folder # of Folders # of Documents

Home Fage

Here you can either add more folders to further divide your documents into more specific categories or you can
add a document to the current folder. The breadcrumb (see section 5.1.) at the top of the portlet shows that you
would be adding a document to the Home Page folder. In this use case, we will add a document. Click Add
Document.
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Document Library

Folders

Folders » Home Page

Add Folder

Documents

Add Document

Use the Browse button to find the document you want to upload to the Document Library. There is a cap of
300k on uploaded documents. After uploading the document, enter atitle and description for the document.
Click Save when finished. After saving, you can choose to lock the document to prevent anyone from editing
this document. The default lock time is one day.

Document Library

Docurment

Folders » Horme Page

Upload docurments no larger than 2300k,

File CiaDocurments and Setting sy Documentsiy-4 pof Browse...
Title Wi-4 form

M-4 form for employees

Description

&zzign default permissions to commmnity
Permissions Assign default permissions to guest
| Only assigh permissions to me

|Eave||ank|| Cancel |

110



Content Management System

6. Usethe breadcrumb to return to the Home Page folder (for this use case) where you will see the document you

have just added. Clicking on the document will allow you to open or saveit. If you have the proper permis-
sions, you can delete the document from the Document Library by clicking the Delete icon (m ).

Document Library

Folders

Folders = Home Page
I Add Folder

Docurnents

| Add Document Search Folder |

Document Size Downloads Locked

) -4 form 73.4k 1 Mo @

Referencing a Document

1. Toreference adocument in the Document Library, you must first find which folder the document is contained

in. Using the same use case as in 2.1.1, we see that the W-4.pdf document islocated in the Home Page folder,
as shown by the breadcrumb.
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2.

Document Library

Folders

Folders = Home Page

I Add Folder

Documents
| Add Document Search Folder |
Document Size Downloads Locked

) -4 form 73.4k 1 Mo @

Right click on the document name, then select Propertiesto view its Address (URL). Y ou can then either high-
light the entire URL or click anywhere over the URL area and press Ctrl+A to select the entire link. Keep in
mind that the URL islong. If you use the highlight method, you must hightlight the entire URL. Y ou can then
copy thislink and reference it anywhere within the portal. Y ou can even reference this document outside of the
portal aslong as your porta is running and the document is still in the repository. Refer to figure below.

Properties El i

General |

lapout’?
p_Lid=PRIL.21&p_p_ id=20%p_p_acton=1%p_p_state

Protocol HyperT est Tranzsfer Protocol

Type: Adobe Acrobat 7.0 Document

Address:
(LRL]

] | | Cancel
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Image Gallery

Like the Document Library, the Image Gallery provides a central repository for images used throughout the Liferay
Portal by aunique URL. The arrow image ([, ) can be found throughout Liferay's website as a navigation icon.

o iferay helps Oakwood launch
its new website built on top of
Liferay Portal Enterprise. Read
about what Liferay can do for

YOU.

Each instance uses the same uniqueURL : @root_path@/image/image_gallery?img_id=15.

Adding an Image

1. Toadd animage to the Image Gallery portlet, first add afolder by clicking the Add Folder button. Thisissim-
ilar to adding afolder to the Document Library, described in Section 2.1.1. This use case will show an Image
Gallery with three folders already created: COMMON, HOME-INDEX, and PRODUCTS-LIFERAY.

Image Gallery

Folders
Folders » COMMON

_ Add Folder |

Images

| Addimage || ViewSlide Show |

Height Width Size

1 1 0.0k /=
14 g 0.5k &Em

Thumbnail

2. Wewill now add an image to the COMMON folder. Clicking on COMMON takes you to the folder view.
Click on Add Image to add a new image.
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Image Gallery

Folders
Folders » COMMON

Add Falder

Irnages

| Addimage || viewSlide Show |

Thumbnail Height Width Size
: 1 1 0.0k EE @
B 14 g 0.5k EE @

3.  Herewe add the image by pressing the Browse button and selecting the image to upload. Keep in mind that im-
age size can be no larger than 300k. Give an easily identifiable description for the image, and then click Save.

Image Gallery

Irnage

Folders = COMMON

Upload images no larger than 300k,

Thumbnail

Height 150

width 224

Size 12,9k

URL { fzion.liferay. comfimage/imagegallery?irmg_id=43

File Browse. ..
Picture for Section Z.1. of the CHMI User Guide

Description

Cancel |

4. After saving, you are returned to the folder in which you saved it in. As can be seen by the breadcrumb, the
COMMON folder isdisplayed in the figure below. Y ou can position your cursor over the image for a descrip-
tion, and click on theimage for afull-size view.
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Folders
Folders » COMMOR
Images
Add Image || View Slide Show
Thumbnail Height Width Size
. 1 1 0.0k EE@
B 14 a 0.5k /g0
10 10 0.1k YAERT|
262 1 0.1k EE&@
1 262 0.8k AR
22 106 0.6k EE @
22 106 0.6k EE@
22 B4 0.6k EE@
22 162 0.9k @& m
22 55 0.5k EE@
22 124 0.8k B D
ser Guide

Referencing an Image

1. Toreference animage in the Image Gallery, you must first find which folder the image is contained in. Using
the same use case asin 2.2.1, we see that our image is located in the COMMON folder, as shown by the bread-
crumb.
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Folders
Folders » COMMOR
Images
Add Image || View Slide Show
Thumbnail Height Width Size
. 1 1 0.0k EE@
B 14 a 0.5k /g0
10 10 0.1k YAERT|
262 1 0.1k EE&@
1 262 0.8k AR
22 106 0.6k EE @
22 106 0.6k EE@
22 B4 0.6k EE@
22 162 0.9k @& m
22 55 0.5k EE@
22 124 0.8k B D
ser Guide

2. Click onthe Edit icon (@)) to view the properties of theimage. The URL is highlighted in the picture below.

To reference thisimage in Journal Templatesin this use case, you would typein
@root_path@/image/image_gallery?img_id=43. Templates are described more completely in section 3.2.
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Image Gallery

Image

Folders = COMMON

Upload images no larger than 300k,

Thumbnail

Height 150

width 224

Size

URL Akt ffzion,liferay. comfimagefimage_gallery?irng_id=43

File Browse...
Picture for Section Z.1. of the CHM3 User Guide

Description

Cancel |

Viewing Image Slideshow

1. Youcanview al theimages from afolder in aslideshow. To view the slideshow, click on the View Slide
Show button in the folder you want to view.
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Image Gallery

Faolders

Folders » CQMMON

Add Folder

Images

Add Image || ViewSlide Show |
Thumbnail Height Width Size
. 1 1 0.0k
[ 14 g 0.5k
'S | 10 10 n Al

& m
B a

(et

A new window will appear showing a full-size image and a set of commands. It will repeatedly scroll through
the images inside the folder chosen. To view images at your own pace, press Pause and press the Next or Pre-
vious buttons to change images. Thereis also a speed setting from 1 through 10, with 1 being the fastest and 10

the slowest. Press Play to resume the slideshow at the chosen speed.

| FPrevious ||F‘IayL Fause ||Hex‘t| Speed |3 TI

= | IFERAY

| Enterprise. Open Source. For Life.

Journal Portlet

The Journal portlet isused to create all CM S content. Without creating content through the Journal portlet, the
Journal Articles and Journa Content portlets are useless. This portlet allows writersto easily edit content displayed
on web pages without having to sort through complex code.

Definitions

Before getting into the details of how to use the Journal portlet, it is useful to understand structures, templates, and
articles; they are the backbone of the Journal portlet's functionality.

118



Content Management System

» Structures define the type and number of content pieces (e.g. text, text area, images, selection lists, etc.)
» Templates determine how content pieces will be arranged or laid out
» Articles are where each content piece is populated with actual text and images

The point of a structure isto unify journal articles with the same numbers and types of items. For example, aMan-
agement Bio section of awebsite might have ten biographies, each requiring an image for the executive headshot, a
text for the headline, and atext area for the main biography. A structure would be created with one image, one text,
and one text area, each named accordingly. This allows writersto create the individual bios and other texts without
needing to recreate the page structure for each biography.

Designers can create several templates for one structure to allow for avariety of presentations or they can give
writers discretion in deciding the best layout.

All specific text and images are entered when a user adds or edits an article. Thisis also where a user chooses the
layout based on the templates affiliated with a structure. Since multiple templates can be associated to a structure,
the user can select the template that formats their article the way they want. Though articles normally have an asso-
ciated structure and template (see SAMPLE-XSL-ARTICLE), it can also be asimple article without any associ-
ations (see SAMPLE-SIMPLE-ARTICLE).

Below is an example clarifying the definitions given above:
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1 TV Football Influences Children

Football should only
be shown on TV

after 9pm because of

2 the bad example it
sets to children, a
leading head teacher
has said.

Verbal abuse, cheating and violence

among players are commonplace, Martin
4 Ward, deputy leader of the Secondary

Heads Association, said.
He said copycat be-
haviour by pupils
made teaching 6
"infinitely more
ditficult”.

The structure in this case lists out the six content pieces:

*  Onetext element named "headline" (1)
e Threetext area elements named "body-text" (4), "caption-1" (2), and "caption-2" (6)
* Two image elements named "image-1" (3) and "image-2" (5)

The XSL template for this example would specify where the headline, text areas, and images should go. It placesthe
captions to the sides of the images. Another template can be made for the same structure that has the captions below
the images.

The articleisthe actual content that uses the template and structure. This particular article is about the alleged ef-
fects of professional football broadcasts on the behavior of the children who watch them. Two photos are uploaded
and body text and headline are filled in. Another article may be generated using the same template and structure dis-
cussing the equipments used for fly fishing.

It should be noted that the proper order for creating an article from start to finish is:

120



Content Management System

1. Createthe structure to set the fields that content will be entered.

2. Create the template to associate with the structure to define the layout of the content in question.

3. Createthe article with the hard-coded content that will be displayed on the page, choosing the proper structure
and templ ate to be used for the article.

Structures

Structure Creation

1

3.

To add a structure, first click on the Structures tab, then click on the Add button. The structure creation page
will be displayed.

Journal

Articles Structures Templates Recent

1D Name Description

[ 1D Description

[ COMPANY-CASE-STUDIES N ACck TEEOEE
Company Case Studies m

) o e e e e Cormpary Case Studies Details @ E=] @ @

Giveyour structure an ID or have it auto-generate one. It is recommended that you choose your own 1D so that
the structure will be easier to identify when associating it with templates and articles. Please note that the ID
must be unique. The convention is to separate words in the ID with a hyphen, e.g.,
“BASIC-STRUCTURE-NAME.# The structure ID can not be changed once your structure has been saved, so
be sure that the ID is exactly how you would want it to appear.

Journal "
Structure
1D HEWS-HOME-PAGE
Autogenerate [~
1D
Name Hewss Home Page
Structure f£or the Hews Home Pags
Description

Give your structure a clear name and description because these fields are also used for identification of the
structure.
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4. To start adding fields to the structure, click the Add Row button. Thiswill show a new field where you can
enter a name and a content type for thisfield (image, text, boolean flag, etc.). Those comfortable with XML or
HTML can edit the XSL directly by clicking L aunch Editor. Both methods of adding/editing elements will
work, and both can be used in the same session. One simple approach isto add afew elements using the GUI
and then to edit the XML directly (which will contain the syntax for the already added elements and can be
copy-pasted).

AML Schema Definition 4} ioespage - Microsoft Internet Explorer
Add Raw Launch Editer Editor Type IHT"‘”‘ :I'
title IText vl [=] & =7 <roots
Ldynamic-elenent name='title' type='text'><{/dynamic-element>
subtitle Text s B & Ldynamic-element names='subtitle' type='text':</dynanic-elements>
<dynamic-elenent name='context' type='text area'></dynanic-element>
context [Tet A[:r;a HTMD o] BIE &% </roots]

Keep in mind that all names of fields must be one word—a description such as “ Content Title# would not be al-
lowed. To name afield using multiple words, put a dash in between words to prevent confusion, such as
“content-title.#

5. From the Selection List and Multi-Selection List, press the [+] button to add extra options to the lists, and use
the .~ and — buttons to move the options up and down on the display for the article.

content-list Selection List W L
option-one option-tue = &
aption-three aption-four [ &=

6. Onceadl the fields have been added to the structure, click the Save button, located above the XML Schema
Defintion tab. If no error messages appear, the structure has now been created and can be associated to tem-
plates.

Editing Structures

1. Toedit an existing structure, go to the Structures tab. There you will see alist of existing structures with pagin-
ation and an area to search for structures by 1D, name, and/or description. Y ou can use either method to locate
the structure you wish to edit. Before editing the actual structure, it is advisable to view the associated articles
and templates because they can potentially be affected by any changes made to your structure. Y ou can view
associated articles ( @) and templates ( @) by clicking on their respective icons. When you are done view-

ing associated articles and templates, find the structure again using either method above. Click on the Structure
ID, description, or the Edit icon (@) to display the editing screen, shown below.
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Journal
Structure
1D TEST-STRUCTURE
Mame T est Structure
Test Structure for use mith CME T=ser Guide
Description

Sawe || Cancel

XML Scherna Definition

Add Row Launch Editor Download
contentitle Text L4 B &
content-text Text Area (HTML) & B &

In the edit screen, you can edit anything in the structure except for the structure 1D, which can not be changed
once the structure has been created.

Editing the name and description will not affect other features of the Journal portlet, but adding, deleting, and
modifying fields will affect the templates and articles that are associated with the structure. It is advisable to

backup the current XML file first by clicking the Download button so that it will be easy to revert to your old
structure if necessary.

If you add fields, the articles associated will have extrafields for additional content. If you delete fields, associ-
ated content and articles will be deleted. For example, notice that the structure above has a“ content-title# field.
Now look at the article below that uses a structure that has something in that field.
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ID TEST-4RTICLE

Version 1.0
Increment Yersion |He w

Title [Tast Adticle

Type Genearal v

Language Englizsh (United States) W

Display Date March v |8 w||zo08 v | [T
Expiration Date March v le w2007 v | [
Never Expires Yas W

P rewi e Approve Downlaad Cancel

Design =
Structure Test Structure
Template & Test Template
Content -
Test Title
Content Title Localized [

$ BB B I TS % | =
Times NewFRoman + |3 «|| Tedy e B — O 48 B 2 | Souce [J

AEG
P

Content goes i here

When you delete the field from the structure (content title in this case), either by deleting the row or deleting it
through the editor, the associated article will not show the field. See figure below.
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ID TEST-ARTICLE

Yersion 1.0
Increment Yersion | He

Title fTest Article
Type General -
Language Englizh (United Statez)  » |
Display Date March ER A I |
Expiration Date March ER A I E A |
Never Expires Yes W
|Save|| Previem || Approve || Cronvunlaad || Cancel| |
i sy
Design

Structure Test Structure

Template & Test Template

Content -

$ BB ™ B J U 8 *x <& =
|TimesNewRDman V||3 V| Igdyg es ] — @ &8 B < | Souce [

AEG
by

Content goes m here

So when you del ete fields, be certain that associated articles no longer need those fields. This also applies if
you rename afield; there will be anew field inside the article with that name and field type, but the content that

was in the old field will be gone. For an article to display properly, the template layout must also be changed
when fields are added or modified.

3. When al changes have been made, click the Save button to save your changes.

Structure Deletion

Journal

Articles Structures Templates Recent

ID Name Description

] ID Description

[] COMPANY-CASE-STUDIES Company Case Studies @ =] g‘l‘ %

Company Case Studies

e e e o e Compary Case Studies Details @ & g‘l‘ Efl'
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To delete a structure, you must first delete al articles and disassociate or delete all templates associated with
that structure. First search for the structure you wish to delete, such as COMPANY -CASE-STUDIES, using the
same method as step 1 of section 3.2.2. To delete all articles, first click the View Articlesicon (@), which

takes you to aview of al associated articles, shown below.

Journal

Articles Structures Templates Recent
ID Version Title Content
Type Status

W W

Filter by Structure: COMPANY-CASE-STUDIES

[ ip Version Title Modified Date Author
[0 cComparny-CASE-STUDIES 1.0 Company Case Studies 37106 3:24 PM Joe Bloggs @) B

The screen above shows what filter was used to find the articles. Edit or delete all of these articles. To delete,
click the Deleteicon (m ) next to the article you wish to delete.

Once dl articles have been edited or deleted, go back to the Structures tab and find the structure you wish to
delete. Click on the View Templatesicon (@) to take you to aview of al associated templates.
']

Journal
Articles Structures Termplates Recent
1D Name Description

[ 1D Description
= 1y = o
[ COMPANY-CASE-STUDIES R AC reEOEE
Company Case Studies m
) ; = R [ [
e T ———— Company Case Studies Detals CTEERARE

Edit or delete al of these templates. To delete, click the Delete icon (m ) next to the template you wish to de-
lete. To edit, begin by clicking the Edit icon (E‘F) next to each template. Inside the edit template screen,
change the structure by clicking the Select button next to the Structure field so that it no longer uses the struc-

ture you wish to delete. Click the Save button when you have selected a new structure for the template to be as-
sociated with.
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Journal

Articles Structures Termplates Recent
1D Name Description
Filter by Structure: COMPARNY-CASE-STLDIES
I ] ID Description

y ! Company Case Studies =
1 COMPAMY-CASE-STUDIES iy (Cena Shuehs @ @ g‘l‘ Ea' w

5. Onceadl articles and templates have been disassociated from the structure, search for the structure once again in
the Structurestab, then click the Delete icon (m ) next to that structure.

Templates
Template Creation
1. Toaddatemplate, first click on the Templates tab, and then click the Add button. If you already know which

structure this template is associated with, you can create the template by clicking the Structurestab, finding
the associated structure, and then clicking the Add Templateicon ( ). Both examples are shown below.

Journal
Articles Structures Templates Recent
ID Name Description
I
[] ID Description
Cornrnon Comtent
D COMMON-CONTENT Common Content @ @ m
Cormmon Content with CSS Override
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Journal

Articles Structures Templates Rercent

ID Name Description

|

[ 1D Description

P o _ - e o et B sl
B COMPANY-CASE-STUDIES ; HEEESE %
Zomp: dies LI

' ’ = =+ QI
M1 COMPANY-CASF-STUNTES-NETAT S LEIIZETT) LS Sitldles LIiElE TEEB @'

2. Thetemplate creation page appears. Give your template an ID or have it auto-generate one. Refer to step 2 of
section 3.2.1 for template ID recommendations. Template IDs must be unique.

Journal

Template

1D TEST-TEMPLATE

Name Test Template

Te=t Tarplare f£or use with CHME Usar Guids

Description

Give your template a clear name and description because these fields are also used for identification of the tem-
plate.

3. Sincearticles haveto select a structure before choosing a template (further described in section 3.4.1.), al cre-
ated templates have to be associated with a structure. If you have already associated this template to a structure,
the structure name will appear in the Structure field. Otherwise, click the Select button to find the structure that
this template will be associated with. Thiswill open up a screen with all the structures. Click the Choose button
next to the structure that you wish to associate this template with.
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Structure%

(0] MHame Description

[nd =]
ID

SERWICES-PUBLIC-TRAINING Services Public Training T

Setvices Public Training

STORIES Staries Choose

Custorn struckure For stories index page,

Description
ABOUTUS-NEWS L -
BASIC-2IMG-2TA Ef,fffinf ZITnlgagfs'al'i 2 text areas with title and subtifle
BASIC-PRODUCTS-FEATLRE Eg.ftlg.nljﬁ?if a'r:\:’a‘?&:{l? thurnbnail with link to large image
BASIC-RSS-CHANNEL s
BASICRSS-FEED e e s SO o
BASIC-SHOWCASE T —
DEVZOME-ARCHITECTURE-FAQ Eeev‘ifgimﬂhﬁmfﬂge FAQ
PRODUCTS FIEEUES

To edit the actual template layout content, you can use one of two methods. To start a completely new tem-
plate, click the Launch Editor button to open up the editor shown below.

3 joespage - Microsoft Internet Explorer

Editor Te IHTML -.-|

<Hml wersion="1.0"2> ;I

<xgl:stylesheet xumlns:xsl="http: //ww.w3.0rg /1990 /X53L/Tranaforn”™ version="1.0">=
<xsl:output method="htwml"™ omit-xml-declaration="yes" />
<xsl:tenplate match="/">

< /wsl:tenplater

</x3latylesheets

If you have an existing template on your local machine, click the Browse button to search for thefile, and load
that file as the code for thistemplate.
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Choose file

- Look ir: |13 CMS User Guide ~| O &% e E-
o cY ~AYRDO030, bmp %] 2-2-1-picd. gif ] 3-3-1-pic3. gif %] 5-2-0-picl.,
\_ﬁ ~AWRDZ453, brp | 2-z-2-pic2. gif %] 3-3-1-pics. gif %] 5-2-0-picz.
MyRecent | %] 2-1-0-picl.gif %] 2-2-3-picl . gif %] 3-3-1-pics, gif %] 5-3-0-pic1.
Documents 1] 2-1-0-picl.jpg %] 2-2-3-pic2. gif ] 4-1-0-pic0. gif %] 5-3-0-picz.
' i . ] 2-1-1-picl. gif %] 3-2-1-picl . gif ] 4-1-0-pic 1., gif ] 5-3-0-pic.
%) 2-1-1-pic2. gif %) 3-2-1-picz. gif %] 4-1-0-picz, gif |81 article. jpg
] Desktop %] 2-1-1-pic3. gif %] 3-2-1-pic3. gif ] 4-1-0-pic3, gif s User ¢
m %] 2-1-1-pic4. gif %] 3-2-1-pic4. gif %] 4-1-0-pic4, gif B s User ¢
__j ] 2-1-1-picS. gif %] 3-2-2-picl . gif %] 4-2-0-pic1. gif %] delete. gif
%] 2-1-1-pick. gif %] 3-2-2-picz. gif ] 4-2-0-picz. gif =] edit. gif
My Docurnents L . e .
N ,:] 2-1-2-picl . gif ,:] 3-2-2-pic3.gif ,:] 4-2-0-pic3. gif .:] image_galle
- % 2-1-2-picz. gif %] 3-2-3-pict . gif %] 4-2-0-picd. gif
n ..J)Jg %] 2-2-1-picl. gif %] 3-2-3-picz. gif %] 4-2-0-pics, gif
My Computer ] 2-2-1-pic2. gif ] 3-3-1-picl . gif ] 5-1-0-pic 1. gif
] 2-2-1-pic3. gif %] 3-3-1-picz. gif i) 5-1-0-pic1 . jpg
| @ :
i
My Metwork File name: || j Open |
Flaces
EI Files of type: |81l Filess [ | Cancel
Script Browse.. | Launch Editor

1 Aasvrmnnamn

Note that you can choose the template to be in either XSL or VM format, so aworking knowledge of one of
these isrequired for creating templates. One way to make simple templatesisto look at the existing templates
that Liferay provides out-of-the-box and follow the syntax. If the template is loaded from your local machine,
make sure you choose the correct language type in the menu.

5. If youwant asmall image to represent the template in the description field, you can link the image URL or up-
load it from your local machine. Be sure to select Yesin the menu in the “ Use Small Image# field.

6. Click Save when you are finished creating your template. If no error messages appear, the template has been
created and can be used as layouts for articles.

Editing Templates

1. Toedit an existing template, go to the Templatestab. Y ou will seealist of existing templates with pagination
and an areato search for templates by ID, name, and/or description. Y ou can use either method to locate the
template you want to edit. Before editing the actual template, it is advisable to view the associated articles be-
cause their layout will be affected by any changes made to your structure. After editing the template, you can
view these articles with the new template layout. Y ou can click on the View Articlesicon (@) to view asso-

ciated articles. When you are done viewing associated articles, find the template again using either method
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Ei}) to enter the editing screen, shown below.

2. Inthe edit screen, you can edit anything in the template except for the template ID, which can not be changed
once the template has been created.

Journal
Template
1D TEST-TEMFLATE
Name Test Template
Te=t Tarplare f£or use with CHME Usar Guids
Description

3. Editing the name and description will not affect any other features of the Journal portlet but modifying the
script will affect the articles that are associated with the template. It is advisable to backup the current XSL or
VM file by clicking the Download button so that it will be easy to revert to your old template script if neces-
sary. To prevent unexpected behavior in the design, it is advised that only users with good working knowledge
of XSL or VM modify these scripts.

4. When al changes to the template have been made, click the Save button to save your changes.

Template Deletion

1. Todeleteatemplate, you must first disassociate or delete al articles associated with that template. First search
for the template you wish to delete using the same instructions from step 1 of section 3.3.2. To disassociate/de-
lete all the articles, click the View Articlesicon (@). A view of all associated articles will be displayed.

Journal

Articles Structures Templates Recent
ID Version Title Content
'll'ype Status

w b

Filter by Structure: TEST-STRUCTURE

Add || Delete
I ] n Yersion Title Modified Date Avuthor
IFl TEST-ARTICLE 1.0 Test Articls 3f8/06 12:11 &M Ioe Bloggs @ & fil

2. Todeetean article, click the Deleteicon (m ) next to the article you wish to delete. To edit an article, begin
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by clicking the Edit icon (E]}-) next to each article. Inside the edit article screen, change the template by using
radio buttons. If there are no other templates associated with the structure used, you must either create a new
template for that structure or delete this article. Click the Save button when you have selected a new template
for the associating article.

3. Onceadl articles have been disassociated from the template, search for the template again in the Templates tab,
then click the Deleteicon (m ) next to that template.

Articles

Article Creation

1. Toadd anarticle, click on the Articles tab, and then click the Add button.

Journal

Articles Structures Templates Recent

D Version Title Content

Type Status
b W

[ ] i VYersion Title Modified Date Author
F1 TEST-ARTICLE 1.0 Test Article 3/8/06 12:11 &M Joe Bloggs @ @ ]

we 1 2 3 4 5 [6] =@

2. If you aready know which structure or template this article is associated with, you can create the article by go-
ing to the Structures or Templates tab. Find the corresponding structure or template, and click the Add Article

icon ().
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Journal

Articles Structures Templates Recent

ID Name Description

I

] 1D Description

B B = = et el
B COMPANY-CASE-STUDIES FEEEBERE

es it}
— rarmnany Case Shodies Metails fz? @ E{T Fé‘l- E LL9'|-

3. Thearticle creation page appears as shown below. Give your article an ID or have it auto-generate one. Refer to
step 2 of section 3.2.1. for article ID recommendations. Article IDs must be unique.

Journal
Article
jin] TEST-ARTICLE
Autogenerate ID
Title Test Article|
Type
Display Date tarch v ||z | zo08 w |
Expiration Date | March I ERE
Mever Expires Yes W

Assign default permissions to cormmunity
Permissions Assign default perrmissions to guest
F Only assign permissions to me

Save [ | Cancel

4. Giveyour article atitle. Thisfield is also used for easier identification of the article, so a clear, concise explan-
ation is recommended.

5. Inthearticle tab screen shown above, choose the Type category that the article will reside in. Thiswill help
make it easier for users to make manual searches of articles and organize articles.

6. Next, pick adisplay and expiration date. The default setting does not set an expiration date.

7. Next, choose the structure and template that this article will be associated with. If none are selected, the article
will be asimple article by default, and the display will be what is written in the content box. If you added the
article through the structure or template tab, there will already be a structure and template choices, which you
can further edit if you choose. To choose the structure, click the Select button next to the Structure field. If you
have a pop-up blocker installed, you may need to turn it off because it can prevent the Structure list from ap-
pearing.
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Structure%

D MHame

[nd =]
ID

ABOUTUS-MEWS
BASIC-2IMG-2TA
BASIC-PRODUCTS-FEATLURE
BASIC-RSS-CHAMMEL
BASIC-RSS-FEED
BASIC-SHOWCASE
DEWVZOME-ARCHITECTURE-FAD
PRODUCTS
SERWICES-PUBLIC-TRAIMIMG

STORIES

Description

Description
About Us Mews

Custarn generation of the news surmrmary page,

Basic 2 Img 2 TA

Contains 2 images and 2 text areas with title and subtitle

Basic Products Feature
Cantains title, text area, with thumbnail with link to large image

Basic RSS Charnel
Used to build an BSS 2.0 channel,

Basic RSS Feed
Used to build an RSS 2.0 feed.

Basic Showcase
Showecaze of an aricle and raultiple screenshats,

Dewvzone Architecture FAD
Dravzone Architacture FAc

Products
Products

Services Public Training
Setvices Public Training

Stories
Custorn struckure For stories index page,

Choose

Chonze

Chooze

Chooze

Chooze

Chooze

Chooze

Choose

Chooze

Chooze

Once the structure and template has been chosen (if at all) the content fields will show up, and you canfill in
the content in the fields given. Once all the content has been filled out, click the Save button to create the art-
icle.

Once you save the article, it will return you to the main Articles tab. To approve the article and allow the Journ-
a Content article to display it, search for the article you just created. Click the Edit icon (gi)) for that article,

and then click the Approve button.

Journal

Article
D TEST-ARTICLE
Version 1.0

Increment Yersion |Ne w

Title [Test Aricle

Type General R

Language Englizh (United States) W

Display Date March wle w||zoos v T
Expiration Date March v ||&8 [ ||zo07 | ]
Never Expires Yes W

ISa\re” P rewiew || Approve || Download || Cancel |
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Editing Articles

3.

To edit an existing article, go to the Articlestab. You will see alist of al existing articles with pagination and
an areato search for articlesby 1D, Version, Title, Content, Type, and/or Status. Y ou can use any of these
methods to locate the article you want to edit. When you find the article , you can either click on the article ID
or click on the fields to view a preview of the article.

Click on the Edit icon (@) to enter the editing screen. In this screen you can edit anything in the article ex-

cept for the article 1D, which can not be changed once the article has been created. Y ou can choose to incre-
ment the version every time you edit the article to help all users see how often an article has been changed. If
you feel that the changes you are making are very minor, you can choose not to increment it. Note that if you
change the expiration date before the current date, you will no longer be able to select that article for use in the
Journal Content portlet.

Journal

Article
D TEST-ARTICLE
Version 1.0

Increment VYersion |Ne v

Title [T est Article

Type General ¥

Language English (United States)

Display Date March wle w||zo006 | T
Expiration Date March wlg w||zo07 v T
Never Expires Yas W

P raviau Approve Download Cancel

When you are done editing the changes, click the Save button to finalize any changes you have made. To pre-
view your changes, search for the article again and click on the article, or go to the article edit screen and click
the Preview button, shown in the picture above.

Article Deletion

1.

To delete an article, search for the article asinstructed in step 1 of section 3.4.2. Once you have found the art-
icle, click the Deleteicon (m ).

If you do not wish to delete the article but do not want the article to be available for display through the Journal
Content portlet, you can edit the expiration date of the article so that it is set to before today’ s date. Refer to
section 3.4.2. to edit the expiration date of an article.

Journal Display Portlets

The Journal Articles portlet and the Journal Content portlet are used to display content created through the Journal
portlet. While the Journal portlet creates all content used in CMS, it is the Journal Articles and Journal Content port-
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let that actually display content to portal users and guests.

Journal Articles Portlet

The Journal Articles portlet allows a user to be shown articles that have been published within a particular Article
Type. This may be Press Releases, Financial Reports, or a Software Version History. Aslong as there are published
articles that can be read, a user can easily access them through the Journal Article portlet. Refer to the following ex-

ample:

Liferay Press Release

Liferay Portal 350 & relazsed
L aray Portal 3.500 i owll Haw Seabsres nokede hot deployabie theres, poethet instarncing, bult s soppeet Mor Ser 15F and MySaces,

fr-e-'\-l:ll'r URLs, aned moiach much moe!
£ ham Mpngay . Julr 25, S0

Liferay hielps Oebeond @unch Bs new sehste huit on op of Liferay Portal Erderprise
Liferay hielps Oolovcaad laanch s new websioe buit on top of Lifery Portal Enterprise. To maindan & compatitive edge over odter

h:».sﬁ; proviins, Colwood's Mandgomdt Ieosgnized the nesd b upgRede ..
F] M iy, Deaimited 6, 200

Anytime a new Press Release comes out, the Journal Articles portlet will dynamically show the articlein the list.
The user can simply click on the title to load the article in a new window.

To use this portlet (assuming it has been added to the current layout):

1. Click the Configuration link (#.:(.) to modify the properties of the portlet. (If portlet borders are not showing,
there will be a Configuration link at the top of the portlet).

Journal Articles (=l [=]

Please contact the administrator to setup this portlet. If you are the administrator, edit
the preferences of the portlet to setup this portlet.

2. You can select whether to Show Portlet Borders or enter an optional Portlet Title. Note that the title will only
show up if the borders are displayed. Save when you are satisfied with the configurations.

Journal Articles

Look and Feel Perrnissions

Title
Show Borders |No

3. Tochoosethelist of articlesto display, go back to the main view (@), and then click on the Preferencesicon

(@). The above screen will be displayed.
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Journal Articles [+7]

Cammunity w

Article Type General v
Display per Page |10

Order By Column | Display Date s
Crder By Type Dezcanding

Sawe

4. Pick the Community, Article Type, Display per Page, Order By Column, and Order By Type. Click Save when
finished, then |eave the prefrences page ( *#l) to view the portlet, shown below.

Journal Articles - Configuration - Preferences

. . Modified
in Version Title Date Author
3806

BLLIE-IMAGE-BAMMER 1.0 Elue Image Banner 10:48 AM Joe Bloggs

' 2/6/06
COMPAMNY-CASE-STUDIES 1.0 Cornparny Case Studies 10:42 AM Joe Bloggs
COMPAMNY-CASE-STUDIES- Cormpany Case Studies 2/6/06
ISIXTEEM LU Isheteen 10:4g aM 198 Blogas
COMPAMNY-CASE-STUDIES- 10 Cormpany Case Studies 2606 T —
BANGKOK-AIRWAYS : Banigkok Airways 10:48 &M oa
COMPARY-CASE-STLIDIES- Cornpany Case Studies 3806
EDUCAMADRID L0 Educamadrid 10:48 M J0€ Bloggs
COMPANY-CASE-STUDIES- Cormpany Case Studies 3/6/06
1850MS-DELL L0 3a50ms Del 1045 ap 0@ Bloggs
COMPAMNY-CASE-STUDIES- Cormpany Case Studies 2/6/06
CAKWOOD LU Oakwood 10:4g aM 198 Blogas
kA ARy TACE CTI IMTES orme s oaem Choddiee DE e

Journal Content Portlet

The Journal Content portlet enables a Journal article to be requested and displayed on the portal page. Y ou can eas-
ily build and lay out an entire public website with portlets. In fact, Liferay's own website [http://www.liferay.com]
has been built leveraging this new technology.

Shown below are five portlets highlighted in red. Portlet 2 is a Navigation portlet and portlet 4 is a Breadcrumb port-
let. Both of those portlets are explained in more detail in Chapter 5. Portlets 1, 3, and 5 are Journal Content portlets
that contain static Journal articles.
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ERLLhR L

L datadi] « [Fieferanc ) ) (L datadi] « [Fiefeanci)
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Ly ee i L 00 4 iPesfeanced]
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|| e |

Y ou can integrate the power of function-rich portlets with the more static information of a Journal article. A com-
pany may have an "Investors' page on their website. In one column you may see the Stocks portlet and in another
column a Journal Content portlet. The Stocks portlet can display the company's ticker symbol with stock price and
the Journal Content portlet can display static content of the latest financial reports. A mortgage company may want
to have a Loan Calculator portlet right next to a Journal Content portlet showing an article with current rates and
plans.

To use aJournal Content portlet (assuming it has been added to the current layout):

1. Click the Configuration icon (-)E:_) to modify the properties of the portlet. (If portlet borders are not showing,
there will be a Configuration link at the top right of the portlet).

Journal Articles

Please contact the administrator to setup this portlet. If you are the administrator, edit
the preferences of the portlet to setup this portlet.

2. You can select whether to Show Portlet Borders or enter an optional Portlet Title. Note that the title will only
show up if the borders are displayed. Click Save when you are satisfied with the configurations.
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3.

4,

Journal Articles

Look and Feel Permissions
Title
Show Borders |Mo +
Portlet Mo
Background
Border

To display the actual content of the article, click on the Setup tab. The screen below will be displayed.

Jaurnal Contert - Comfguration - Preferences

Please contact the administrator to setup this portlst, If you are
the administrator, edit the preferences of the portlet to setup
this partlet.

Journal Articles

Cammunity

Article ID

Deskiop

Article Type |Genera| v|

Downloads Liferay Portal Source

[

Downloads Sample Layout Templates
Downloads Sample Portlets

mervices Image Banner

merices Index

=enices Training

=enices Training Registration
Services Training Schedule

=

| Save Settings |

From the drop-down menus, select the Community, Article Type, and Article ID of the Journal article that you
want to use. Once thisis complete, click Save, and then exit the setup section ( #). Thiswill return you to the

page that the Journal Content portlet was added, with the new Journal Article displayed. Refer to figure below.
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Journal Content (=]

Case Studies

Liferay is dedicated to providing enterprise solutions for firms across all industries - from small
to large sized business, Liferay delivers a bigh quality software without the high cost that
comes with licensed software, Unlike other open source software that comes without
support, you can expect our staff and community to support our software around the clock,
Read about which companies around the world are choosing Liferay.

Other CMS Features

There are other portlets that utilize CM S features. These portlets work together with CM S to add extra functionality
to your portal.

Breadcrumb Portlet

The Breadcrumb navigation portlet shows the location of the current page in context of the site. Thisform of naviga-
tion helps the user visualize the structure of the site and quickly move from a page that is very specific to a broader
grouping of information. The Breadcrumb navigation for this documentation page looks like this:

: e ™
.-.-1*rm.1-\1. " ]:.}_!
all L -

i

Homg = Documentation = Usor Guige = CMS = Beagdcnamb

Simply add the Breadcrumb portlet to each page you want it on. The portlet will determine its place in the structure
of the website and dynamically build its proper path.

Navigation Portlet

The Navigation portlet is similar to the Breadcrumb portlet in that it hel ps the user visualize the structure of the site
and provides hyperlinks to quickly move from page to page. The advantage of the Navigation portlet isthat it dis-
plays more information about the current page.

There are two styles of dataiteration for the Navigation portlet (custom iteration styles can easily be written in JSP
to customize it to your needs). Look at the following portal's layout structure:
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iy Ro
= (W) Home a1
= (m] Home Bl
- E| HomeC1
| Hame b1
W] Home D2
= (W] Home 02
] Home D12
] Home 022
E Home B2
] rome B3

) Temti

W) Test2

Now, let us assume that a user islooking at the "Home C1" page of the portal. Here are what the two iterations
would look like in the Navigation portlet:

» lteration Style #1

MNavigation

Home A1 » Home B1 = Home O
® Home D
® Horme D2

Thisiteration focuses on the page lineage the user is viewing. Let uslist some of the itemsthat are shown in this
iteration style:

e Breadcrumb trail starting with the eldest parent (e.g. "Home A1") and terminating in the current page (e.g.
"Home C1")
« Listing of each children of the current page

e lteration Style #2

MNawigation

Homea B1

® Home C1
2 Home D1
2 Home D2
® Horme C2

What are the characteristics of thisiteration style?
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» Title using the second to eldest parent (e.g. "Home B1")

e The current page (e.g. "Home C1") and each of its children are listed

e Thesibling(s) of the current page (e.g. "Home C2") are shown

Thisiteration helps to highlight all the relationships to the current page. What is the advantage of having the
second to eldest parent be the title? It provides more specificity to the content of the page. The eldest parent of
the Liferay website, for example, is"Home" and gives little value to the user, as opposed to "Products,” "Docu-
mentation,” or "News."

To take advantage of this portlet:

1. AddaNavigation portlet from the drop-down menu at the bottom of the column you want it in.
2. Click the Edit button to modify the properties of the portlet.

3. You can select whether to Show Portlet Borders or enter an optional Portlet Title. Note that the title will only
show up if the borders are displayed.

4. Select the Iteration Style.
5. Click the Save Settings button.

6. Click the button to exit the preference editor (do not mistakenly click the remove button).

Associating Navigation Links with Articles and URLSs

1. Toassociate navigation links with articles and URLS, click on Page Settings.

2.  Select apage.

3. Click Type.
| Page Settings ol
i test Edit Public Page: test » Main » Page 1
=-[&] Main D R
gPagel P‘BQE ATROre LOOK and Fee ImMporT f EXpOrc
i] Page 2
Parent -Main ||
Hame Fage 1 English {Unibed States) |%
Type Portlat w |
Hidden I;Iﬁw
rmibadded .
Friendly URL |, -0 enter a friendly URL for the user.
URL
Copy Page [+]

Permissions Delete

4. To associate a page with an article, select Article>Save>enter article ID>Save.

5. To associate a page with a portlet page, select Portlet.
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6. To associate a page with an embedded URL, select Embedded.

7. Save.
Page Settings
Your request processed sucoessfuly,
§ test Edi Publc Page: test » Man = Page 1
E-[E] Man R i :
E 1 Page Look and Fee Import: |/ Export
8 page2 Parent |-main  [w]
Hame Fage 1 Enlish (United States) ]
Type Embedded v

Hidden | He |v|
Friendly URL You must first enter a friendly URL for the user,

LIRL

Description

8. Enter URL.
9. Toassociate apage with a URL that will replace the current window, click URL .
10. Save>enter URL>Save.

11. To associate a page with a URL that will open in anew window, click URL.

12. Save.
Page Settings
Your request processed swooessfuly,
§ test Edft Public Page: test » Man » Page 1
=-[E] Man
%) 1 Page Look and Feel Import | Export
EI Page 2 Parent :-min E[
Mame Page 1 | English (United States) ]
Type [ ume [v]

Hidden | Ha vI
Friendly URL You must first enter a friendly URL for the wsar,

URL
Target

Description

[save]| Permissions || Delate |
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13. Enter URL.
14. Enter _bl ank inTarget.
15. Save.

Layout Design Templates

Our new layout design templates provides incredible flexibility for laying out portlets. Instead of being constrained
to placing portlets under one, two, or three columns, you can now mix and match. Look at this example below:

" LIFERAY

Weloome Jehn Wayne!
L¥m e T basa Fir L

i Py e w1 - g L

i Vo il ; Tast 3 3
_ootarinniimmt | uos s row -

[rm—" GaE

A Topic - View Tepics - Searm

Trarw pw o onEn

oy, =5 o G e o
My ESiag - A g G i e e e e 4
— Pl e

¢ B NFpeley
FRRRE ) DgrL ]

JSMTmncy Eamenant,

Bameet] 1 | [U5 Ooar

s, - - 3 e e
i 1 £ de S L
" [CE FEETTH i ET)
il T i1 T i

i el Lo Wiy Dt

|
E

s | P -

Highlighted in red are four different portlets embedded in an instance of a 1-2-1 layout design template. The Mes-
sage Boards portlet islaid across the entire width of the page, the Blog and Poll Display portlets are distributed
across the middle columns, and the stretch of the bottom column contains the Currency Converter. To use design
layout templates after portlets have been added, click on the Add Content link, which shows a pop-up of available

portlets and the Template choice. Refer to figure below. To get the the same look as above, select the 1-2-1 tem-
plate.
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Cortert |

[+ Puckmin

[ C5

I Community
[ Entertainment
[ Finance
[ momars

[ Polls

[+ Feligion
[* Solenoe
[ Shipiping
[+ Test

[+ Toanls

[ Unclefirsed
[ wesmp

[ il

Template 2 Colemna@Omay w

Finithad

Click the Finished button in the pop-up area, then drag the portlets in the area you want. Refer to figure below.

Message Boards
Categories
Enterprise Admin
| l=ers Crganizations Locations Rioles
Navigation
- Middle Name Last Mame Email Address Active
Horme 41 ez W
Admin
Company
Portlets
Server

If the preloaded templates are insufficient for your needs, you can create your own deployable layouts, use a sample
layout template, or use a community-submitted one.
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Adding Category

| Message Boards

Categories Recent Posts Statistics

Add Category

1. Click Add Category.
Meszage Boards

Lategory

Hame | Ly

Description

Assign default permissions to communiy
Permessions %] Assion default permisions 1o guest
L] Only assign permesions to me

Lcaxd

Text Venficaton

(5] o

2. Enter aname and enter the text verification code, and click Save.
3. To create sub-categories, click on the newly created category and click Add Category.

4. Enter aname and description, and click Save.

Adding Thread

1. Click Post New Thread.
2. Enter aname and description.

3. Save
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Editing Category and Thread

Message Boards
Categories Recent Posts Statistics
Add Category | | Search Cstegories |
Category Categories Threads Posts
o= 0 0 0 £En

1. Toedit acategory or thread, click on the Edit (@)) button located next to the category or thread you want to
edit.

Deleting Category and Thread

1. Todeleteacategory or thread, click on the Delete ( m ) button next to the category or thread you want to de-

lete.

Thread Subscription

i Message Boards ¢'|

EEEEI}HHEi Recant Paosts Ctatetics

Categories = test

| Acd Category
Threads
costew s | |
Thread Started By Posts Views Last Post
test thread Joe Bloggs 1 1 i @ EFa

By: Jou Bloggs

1. Tobenotified by email when a new message has been posted or updated, click Subscribe (@).

2. Tounsubscribe, click Unsubscribe(%).
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Configuring Subscription Emails

1. To configure the subscription function, click on Configuration ( *'ii- ).

2. With the Setup tab selected, there are four sub-tabs that appear.

Message Boards L
Setup Look and Feel Permissions
Ermail From Message Added Email Massage Updated Email Rank

Mame Joe Bloggs
Address test@liferay.com

3. Withthe Email From tab selected, you can change the name and address of the automatically sent emails.

4. TheMessage Added Email tab allows the Administrator to edit the email that is sent whenever a posting is ad-
ded. To disable email aerts, uncheck the Enabled box. Click Save after making any changes.
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Sytup k

Messpe Added Brad
Friabked [+

Subject APOATLET WAMEY] HASESSAGE_SURSECTI]

L] Source BRCRY BR® ST ML B2
B 5 U s o |[SEEIEEENN|; &
Q20D=04 "N RAFFEFHo @

3 See - | Pt = Feed | Al =| Sibw = Tllﬂ"‘h

Diear [ETO_HAMES)
This i an aulogenerated emai Sr the [EPORTLET_NAMES] porlet
BMESSRGE USER_MAUES)
Body BAESSAGE_SUBMECTH
[EMESSASE_BODVE]
Singerey
[EFROM_MAMES]

[ RLaE_sDORE S5
g AP ORTAL_URLE]

Dl ol Tiarms

| #FR0 _ADDRESSS| TaFogih ey com
SRR _RAMIS] e Boags
SHESTAGE _BOHIYE | The maszage body

|$HESSAGE SUHRIECTS] The massaps subdjem
|1Hm_lm9_w1il Thi widr whs bidid the messhpe

SPORTAL_URLS] isCalos- 5080

|#PORTLET _RAMES) Masiasa Boarsy
|1-IEI-_ADDH.IE.'E-'5| The ddriid of e el redipest
ST _RAMES] Thie: name of the emad recpsnt
Ba=n | Careml

The M essage Updated Email tab alows the Administrator to edit the email that is sent whenever aposting is
updated. To disable email alerts, uncheck the Enabled box. Click Save after making any changes.

With the Ranking tab selected, the Administrator can manage the ranking profiles. The default setting assigns
the youngling ranking to a message board poster with 0 to 24 postings. A poster with 250 to 499 postings will
be assigned a Jedi Master ranking. The Administrator can change the ranking names and posting number re-
quirements by making changes directly and clicking Save.
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| Message Boards
Setup Look and Feel Permissions
Email From Message Added Emai Message Updated Emai Rank

Enter rank and minmum post pairs per line.

Youngling=0
Padawan=25

Jedi Knight=100

Jadi Master=250

Jedl Council Membear=500
Yoda=1000

_SME_Cil‘ll:ll

Recent Posts

1. Click the Recent Poststab to see alist of recent postings.

Statistics

Message Boards

Categories Recent Posts Statistics

General Top Posters

# of Categories: 1
# of Posts: 1
# of Participants: 2

1. Click the Statistics to see posting statistics.

2. Click Top Postersto see alist of most active users.
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Chapter 11. WYSIWYG

Inserting Images

| D sorce G20 (0] 0 | ReE®R &Y - AL B

B 7y gax|x 2| REEaAWIQA D
I@e0D=0a =9 RAFFfFEFBR QW

Shyle = | Fomat = Font = | Sow - T:i' 'ﬂh'

Content

4] Assign default permissons to Communiy
Permissions  [¥] Assgn defaulkt permissions to quest
] Only assign permissions to me

Click Insert/Edit Image ( EI ).

Enter aURL or click Browse Server.
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[ Al | b

‘ /- "FCKeditor - Resources Browser - Windows Internet Explorer provi... = | O :ﬁ:

@ http: / localhost: 83080 /hitml fis feditor ffckeditor feditor ffilemanager fbrowser liferay browser . himl  Ty|

Resource Type
| Image EI ﬁ 2 [% v

Upload a new file in this folder
| "] Create New Folder | |[ Browse._| [ Upload ]

& Internet # 100% -

3. If Browse Server isselected, click Create New Folder to add imagesto. Any folders and images that are ad-
ded here will be placed in the Image Gallery. The Image Gallery provides a centralized repository for images to
be stored and given aunique URL.

Type the name of the new folder and click OK.

Click on the newly created folder to add an image to it.

Click Browse and select an image.

Click Upload to add the image to the folder.

Click on theimage and click OK to add the image to the document.

© o N o 0 &

Click Saveto save the updates.

Inserting Links
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WYSIWYG

[Bswce zDRIDl bBRB®R&ET |~ |ALEF
B oyoa|n o [|EE|®EEam Q8
@PO=@o=YBFcREH@ s

ol s | | Fomat =] Font |

[EEETERE is being wsed globally across industrias to meet the need for reliable, cost-affective, and
imnoateee infemel-based applications and infrastruciure

Compamies routingly choose Liferay Portal for its cut-of-dhe-box functionality, compatibility across all major
application semrers and dalabase platdfoems, scalability, and the relemtless innovation of its develapenent

Content

B Assign defauk parmissions to community
Bl assign default permissions to guest
T only sssign permissions to me

[ Swe || Carcal |

Perrmesions

1. Select text tolink.

2. Click Insert/Edit link (g )

3. Youcanadd an URL directly or you can click Browse Server.to

Resource Type

| Documert |

If Browse Server is selected, in the Resour ce Type menu you have the option to link it with adocument, im-
age, or page.

Linking to a Document
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1. Inthe Resource Type menu select Document.

2. Tolink to anew document, click Create New Folder. Any documents added here will be placed in the Docu-
ment Library.

Enter the name of the new folder.
Click on the newly created folder to add a document to it.
Click Browse and locate document.

Click Upload to add the document to the folder.

N o o &~ »w

Click on the document and click OK to link the document with the selected text.
Linking to a Page

1. Inthe Resource Type menu select Page.

2.  The FCKeditor will show asite structure. Navigate to the page that you want to link the selected text to.

o Guest O] “omducts
O =stories
) Zostrvicns
) =oemm

] ~adoveionds
T T adeppne

1 Zxabout
L] dproducts
[ dstotes

L] dcmrionds
) domvzoon
L] fabeont

EEEEEEE®

Upload 2 new file in this folder

| ] Crmabe Mew Foldar | W |

3. Click OK.

Linking to an Image
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N o o &~ »w

In the Resour ce Type menu select | mage.

Tolink to anew image, click Create New Folder. Any images added here will be placed in the Document Lib-
rary.

Enter the name of the new folder.

Click on the newly created folder to add an image to it.
Click Browse and locate the image.

Click Upload to add the image to the folder.

Click on theimage and click OK to link the image with the selected text.
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Chapter 12. Configurations
Properties

Configuration information is stored in two properties files. portal.properties
[http://content.liferay.com/document/portal .properties.html] and system.properties
[http://content.liferay.com/document/system.properties.html].

On startup, the portal loads system.properties, system-ext.properties, portal .properties, and portal-ext.properties
from the class path.

The *-ext.properties files make it easy for users to override the values without changing the source.

The portal checks with a setting in portal.properties to see whether or not to set the values in system.properties as ac-
tual system properties for the Java VM. The system properties include values for Java, Hibernate, logging, HTTP
proxies, and more.

The portal then sets the values in portal .properties. The portal properties include values for languages, events, and
much more.

Authentication

The portal’s authentication scheme uses JAAS (servlet security) to propogate the authenticated user principal across
the servlet and EJB tiers. The portal isvery flexible and allows you to integrate with any outside source through
database or LDAP serversto provide single sign-on functionality to al of your portlets.

» Authentication is configured in /portal -ejb/classes/portal .properties.

##t
## Aut hentication Pipeline
#it

#

# Ilnput a list of comm delinmted class nanes that inplenent

# comliferay.portal.auth. Authenticator. These classes will run before
or

# after the portal authentication begins.

#

# The Authenticator class defines the constant values that should be
used

# as return codes fromthe classes inplenenting the interface. If

# authentication is successful, return SUCCESS; if the user exists but
t he

# passwords do not match, return FAILURE; and if the user does not
exi st on

# the system return DNE.

#

# Constants in Authenticator:

# public static final int SUCCESS = 1;

# public static final int FAILURE = -1;

# public static final int DNE = O;

#

# In case you have several classes in the authentication pipeline, all
of

# them have to return SUCCESS if you want the user to be able to | ogin.
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# one of the authenticators returns FAILURE or DNE, the login fails.

#

# Under certain circunstances, you mght want to keep the infornation
in the

# portal database in sync with an external database or an LDAP server
Thi s

# can easily be achieved by inplementing a class via LDAPAut h t hat
updat es

# the information stored in the portal user database whenever a user
si gns

# in.

#

# Each portal instance can be configured at run time to either
aut henticate

# based on user ids or enail addresses. See the Adnmin portlet for nore

# i nformation.

#

# Avail abl e authenticators are:

# comliferay. portal.auth. ADSAut h
# comliferay. portal.auth. LDAPAut h
#

aut h. pi peli ne. pre=com | i feray. portal . aut h. LDAPAut h
#aut h. pi pel i ne. post =

#

# ADSAuth (M crosoft Active Directory Server)

#

auth.inpl.ads.initial.context.factory=com sun.jndi.|dap.LdapCtxFactory
aut h.inpl. ads. security. aut henticati on=none

aut h. i npl . ads. host =10. 1. 1. 22

aut h. i npl . ads. port =389

aut h. i npl . ads. useri d=Adm ni st rat or

aut h. i npl . ads. passwor d=passwor d

aut h. i npl . ads. domai nl ookup=dc=li f eray, dc=com

Input a list of comma delinited class nanes that inplenent
comliferay.portal.auth. AuthFailure. These classes will run when a

user
has a failed |l ogin or when a user has reached the nmaxi num nunber of
failed | ogins.

#
#
#
#
#
#
auth.failure=comliferay.portal.auth. LoginFailure

aut h. max. fail ures=com i feray. portal.auth. Logi nMaxFai | ures
auth. max. failures.lint=5

#

#

n

#

#

a

Set the following to true if users are allowed to have sinultaneous
| ogi
fromdifferent sessions.

ut h. si mul t aneous. | ogi ns=true
#

# Set the following to true if users are forwarded to the last visited
pat h

# upon successful login. If set to false, users will be forwarded to
their

# default |ayout page.

#

aut h. forward. by. | ast. pat h=true
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#

# Enter a list of paths that do not require authentication
#

aut h. public. path. 0=/bl ogs/find_entry

aut h. public. path. 1=/cal endar/ i frane_events_public

aut h. publ i c. pat h. 2=/ docunent _li brary/get _file_public

aut h. publ i c. path. 3=/ docunent _library/get_file_version_public
aut h. public. path. 4=/journal /get _tenpl ate

aut h. public. path. 5=/ mai | / updat e_r ecei pt

aut h. publi c. path. 6=/ random bi bl e_verse/ifrane_verse

aut h. publ i c. pat h. 7=/ shoppi ng/ notify

Properties [http://www.liferay.com/web/guest/documentati on/devel opment/properties] can be edited or overrid-
den.

e The LDAPAuUth [http://content.liferay.com/document/api/portal-ejb/com/liferay/portal /auth/L DA PA uth.html]
class provides a template to show how to integrate Liferay with an external LDAP repository. The source
[http://content.liferay.com/document/api/portal -ejb/com/liferay/portal /auth/L DAPAuth.java.html] of this class
gives more information on how it works.

The method authenticateByEmail Addressis called if the portal is authenticating users based on an email address
and password combination.

The method authenticateByUserld is called if the portal is authenticating users based on an user 1D and pass-
word combination.

If LDAPAUth is set to run at auth.pipeline.pre, then it will be called before the user is authenticated against the
portal database.

If LDAPAULth is set to run at auth.pipeline.post, then it will be called after the user is authenticated against the
portal database.

LDAPAuth will first check to seeif the given email address/user ID and password combination existsin the
LDAP repository. If it does not, then authentication fails. If it exists, then the source will check to make sure the
same LDAP user existsin the portal database. If the user does not exist, it will be created. This provides an easy
way to ensure LDAP users exist in the portal database.

Look and Feel

The portal comes with several themes to demonstrate different ways the look and feel can be customized.

e Multiple skins can defined in ./portal-web/docroot/WEB-INF/liferay-look-and-feel .xml.

<l ook- and- f eel >

<conpatibility>
<ver si on>3. 6. 0</ ver si on>
<versi on>3. 5. 0</ ver si on>

</ conpatibility>

<t hene id="cl assic" nane="C assi c">
<root - pat h>/ htm / t hemes/ cl assi c</ r oot - pat h>
<t enpl at es- pat h>/ ht m / t henes/ cl assi ¢/t enpl at es</t enpl at es- pat h>
<i mages- pat h>/ ht m / t henmes/ cl assi ¢/ i mages</ i mages- pat h>
<t enpl at e- ext ensi on>j sp</t enpl at e- ext ensi on>
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<settings>
<setting key="hello" value="world" />
<setting key="hi" val ue="nom" />
</settings>
<col or-schene id="01" name="Bl ue">
<! [ CDATA[
body- bg=#FFFFFF
| ayout - bg=#FFFFFF
| ayout - t ext =#000000
| ayout - t ab- bg=#EOEOEO
| ayout - t ab-t ext =#000000
| ayout - t ab- sel ect ed- bg=#6699CC
| ayout -t ab- sel ect ed- t ext =#4A517D
portlet-title-bg=#6699CC
portlet-title-text=#4A517D
portl et - menu- bg=#B6CBEB
portl et -menu-text =#000000
portl et - bg=#FFFFFF
portl et -font =#000000
portl et-font-di nF#CACACA
portl et-nsg- st at us=#000000
portl et-nsg-inf o=#000000
portl et-nsg-error=#FF0000
portl et-nsg-al ert =#FF0000
portl et-neg- success=#007F00
portl et-section-header =#596171
portl et-section-header - bg=#AFBEDA
portl et-section-subheader=#405278
portl et-section-subheader - bg=#91AEE8
portl et-section-body=#3F3F3F
portl et-section-body- bg=#HEAF2FF
portl et-section-body-hover =#FFFFFF
portl et-section-body-hover-bg=#5274AE
portl et-section-alternate=#3F3F3F
portl et-section-alternate-bg=#DBELED
portl et-section-alternate-hover =#FFFFFF
portl et-section-alternate-hover-bg=#5274AE
portl et-section-sel ect ed=#7AA0EC
portl et-section-sel ect ed- bg=#FAFCFE
portl et-section-sel ect ed- hover =#00329A
portl et-section-sel ect ed- hover - bg=#COD2F7
1>
</ col or-scheme>
</t heme>
</l ook- and- f eel >

The compatibility tag defines the version(s) the theme is compatible with. The portal will not load atheme if the
theme's version does not match its own.

Under the theme tag, you can give the theme an ID and display name. The ID need only be unique within that
particular XML file, meaning another theme can have the same ID in an XML file located elsewhere (ie. in an-
other WAR). The paths should a so be set to the respective locations. Y ou can use the optional settings to create
parameters that are accessible from the code.

The color-scheme tag defines the colors for various elements within atheme. (Ex. body-bg defines the body
background color, portlet-font defines the font color for the portlets, etc.) In the example code, the Classic theme
contains a color-scheme called Blue, which has an ID of 01. Multiple color schemes can be defined for atheme,
but the ID need only be unique within the current theme.

After modifying thefile, run ant build-color-scheme from ./portal -web/ to generate the appropriate images files
for each color-scheme. For example, the Blue color scheme images will be generated into
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.Iportal-web/docroot/html/themes/classic/color_schemes/01/.

Note

Images will be generated for the Classic theme only and not for any other themes.

e All thethemefiles are located in their own separate directory under ./portal-web/docroot/html/themes/. For the
included Classic theme, the color-scheme specific files are under "color_schemes," general images used by the
theme are under "images," and the template source code is under "templates."

» All of codefor the portal elements affect by the theme are in the respective theme directory under ./templates/.
Below isalist of files along with a short description of their function.

init.jsp Initializes variables and properties needed for the theme

portal_init.jsp Initializes variables and properties used by
portal_normal.jsp & portal_pop_up.jsp. Includesinit.jsp

CSsjsp Contains CSS style definitions for your entire theme

portal_normal.jsp

Controlsthe layout of portal templates for normal pages

portal_pop_up.jsp

Controlsthe layout of portal templates for pop-ups

top.jsp Draws the top of the portal

bottom.jsp Draws the bottom of the portal

navigation.jsp Draws the navigation bar of the portal

portlet_top.jsp Draws the top of each portlet

portlet_bottom.jsp Draws the bottom of each portlet

inner_top.jsp Draws the top of atabbed box that's nested inside a port-

let

inner_bottom.jsp

Draws the bottom of atabbed box that's nested inside a
portlet.

javascript.jsp

Contains JavaScript declarations

Note

File names will have a.vm extension if Velocity is used, in which case the template-extension tag would

indicate VM instead of JSP.

» Custom theme files can reside outside the portal's theme directory. For more information on deploying external
themes, see Community Themes [http://www.liferay.com/web/guest/downl oads/themes).
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Chapter 13. Internationalization
Languages

Liferay Portal works with multiple languages. Liferay uses Struts [ http://jakarta.apache.org/struts] to provide users
with internationalized messages.

The default installation supports Chinese, Dutch, English, French, German, Greek, Italian, Japanese, Korean, Por-
tuguese, Spanish, Turkish, and Vietnamese.

» Avallable languages are set in /portal-€jb/classes/portal .properties.

#it
## Languages and Ti ne Zones
##

#

# Specify the available |ocales. Messages corresponding to a specific

# |l anguage are specified in properties files with file names matching
t hat
_ # of content/Language *.properties. These val ues can al so be overridden
in

# properties files with file names matching that of

# content/Language *-ext.properties. Use a conma to separate

# each entry.

#

# Al locales nust use UTF-8 encodi ng.

#

# The followi ng |links specifiy |anguage and country codes:

# http://ftp.ics.uci.edu/pub/ietf/http/related/iso639.txt

# http://userpage. chenie.fu-berlin.de/diverse/doc/|SO 3166. htni

#
| ocal es=zh_CN, zh_TWnl _NL,en_US, fr_FR de_DE, el _GR it_IT,ja_JP,ko_KP, pt_BR es_ES, tr_TR, vi

#

# Set the following to true if unauthenticated users get their
preferred

# | anguage fromthe Accept-Language header. Set the following to fal se
if

# unaut henticated users get their preferred | anguage fromtheir
conpany.

#

| ocal e. def aul t. request =f al se

#

# Specify the Struts character encoding. UTF-8 allows for the use of

nor e
# | anguages but takes a 15% performance hit conpared to | SO 8859-1.
#

struts. char. encodi ng=UTF-8
These propertiesinyour port al - ext . properti es can beedited or overridden.
 Different languages have different propertiesfiles.

The English language propertiesfileisLanguage. pr operti es and can befoundin/
portal-€jb/classes/content.
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Y ou can override the values in the English language property file by creating Language- ext . properti es
and adding new values. Make sure thisfile is accessible in the class path.

The Japanese language propertiesfileisLanguage_j a. pr operti es. To input Japanese characters, edit
Language_j a. properti es. nati ve and input Japanese characters that are UTF-8 encoded. Use the nat-
ive2ascii [http://java.sun.com/j2se/1.4.2/docs/api/javalutil/Properties.html] tool to transform Lan-

guage_j a. properties. nati vetoLanguage_j a. properti es.

Y ou can override the values in the Japanese language property file by creating Language-
ext _j a.properties and adding new values. Make sure thisfile is accessible in the class path.

Go to /portal-gjb and run ant build-lang. Thiswill trandlate any keys that exist in English but are missing in the
other supported languages.

To access locale depent messages from JSPs, use the Strutstag <bean: message key="search" />or
get the ResourceBundle from the por t | et Confi g.

To access locale depent messages from Java classes, use LanguageUti | . get (I ocal e, "search") or
LanguageUti | . get (pageCont ext, "search").
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