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Preface

Intended audience. Thisinstallation guide for Liferay Portal 4 is still awork in progress and will be
updated frequently with new content. Contributions are welcome. It explains from the simplest
installation methods intended for people reviewing Liferay to the most elaborate ones that will serve
those wanting to install Liferay in servers. All Liferay supported servers and databases are covered.

Liferay version. This guide has been written for Liferay 4.2. Some details might be dlightly different for
previous 4.x versions. Do not expect it to be accurate for older versions.

Related documents. If thisis not what you are looking for consider the following related documents

 Liferay Portal 4 - Customization Guide
 Liferay Portal 4 - Portal Administration Guide

 Liferay Portal 4 - Development in the Extension Environment

Mor e information and support. If you are looking for help for a specific issue we invite you to use our
community forums: http://www.liferay.com/web/guest/devzone/forums [http://forums.liferay.com] to
ask your questions. We also offer professional support services (support@liferay.com
[mailto:support@liferay.com]) where your company will be assigned a Liferay developer ensuring your
guestions are answered promptly so that your project is never compromised. Purchased support always
getsfirst priority. This business model allows us to build a company that can contribute a great portal to
the open source community. If your company uses Liferay, please consider purchasing support. Liferay
has an extremely liberal license model (MIT, very similar to Apache and BSD), which means you can
rebundle Liferay, renameit, and sell it under your name. We believe free means you can do whatever
you want with it.

Vi
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Chapter 1. Installation Options

Liferay Portal can be installed through different methods depending on your specific needs. The
installation options can be grouped into three main types:

 Using an open source bundle: the bundles are the easiest and fastest installation method. They include
an embedded database so al it takes to do the installation isto install a Java SE runtime environment,
unzip, and run the bundle. It is recommended for people that want to review Liferay's functionality or
for those who need to have Liferay working quickly.

» Detailed installation procedure: explains how to install the portal in an existing application server or
one that has been installed using vendor packages. This option is available for al the supported
application servers. It isrecommended for production environments and deployment to a proprietary
app. server.

» Using the ext environment: this option provides a full development environment to extend the
functionality provided by Liferay. It isrecommended for installation in the personal computers of
developers doing the customization. It will not be covered in this guide. Refer to the developer guides
for more information.

Liferay isprovided in two editions so it is necessary to choose the one that better fits your specific
needs. The reason they exist is because there are various opinions on the use of EJBs. With or without
EJBs, we leverage our flexible Spring base architecture with the same code base.

« Liferay Portal Enterprise: uses Enterprise Java Beans (EJB) and the services provided by them. This
edition can only be deployed in full JavaEE applicaton servers.

* Liferay Portal Professional: uses POJOs plus the functionalities provided by Spring and can be
deployed in a servlet container.

Both editions provide the exact same functionality. The main reasons for choosing one over the other
will come down to budget limitations or performance and reliability issues. To determine which edition
is best for a specific casg, it is hecessary to perform tests that will simulate the real usage and load of the
system.




Chapter 2. Installing a Liferay Bundle

Liferay Portal is distributed with the following bundle options for the Professional Edition:

o Jetty

* Resin

Tomcat (JDK 1.4 edition)

Tomecat (JDK 5.0 edition)
The following options are offered for the Enterprise Edition:

» Geronimo+Tomcat
* JBosstJetty

» JBoss+Tomcat

o JONnASt+Jetty

* JOnAS+Tomcat

» Glassfish

* Pramati

Choose your preferred bundle and download it from the downloads page
[http://www liferay.com/web/guest/downloads]. Then follow the following steps described next.

1. Quick Installation

Once you have downloaded the bundle you can have Liferay Portal running very quickly following
these steps:

1. Download and install JavaSE 5.0 if you have not done so already. If you picked the Tomcat (JDK 1.4
bundle), use the JavaSE 1.4 version instead. Make sure you have defined the JAVA_HOME
environment variable.

2. Unzip the bundle to your applications directory. For example: c:\appsin Windows or /usr/local/ in
Linux or UNIX variants.

3. Goto the bin directory inside the application server directory and run it using the provided script. The
name of the script will depend on the application server and you will have to use the version provided
for your operating system. Names are usually pretty intuitive such as run.bat, startup.bat,
jonas.bat...etc. When in a Unix environment, the batch file to start the server will end with the
extension shinstead of bat and it is necessary to make the script executable by running chmod +x
filename.sh. It is often neccessary to run the executable from the directory where it resides.

4. Once the application server has finished initialization (the first time it might take afew minutes) open
your browser and go to htp://localhost:8080 (assuming local installation otherwise change localhost
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Installing aLiferay Bundle

with the host name or IP).

The bundle comes with an embeded HSQL database loaded with sample data from the public website
of Liferay. You can try Liferay as an anonymous user by navigating your local version the public
website.

5. Login as an administrator using the following data:

e User:test @iferay.com

» Password: t est
Congratulations! you now have arunning copy of Liferay. Refer to the end user documentation for more
information about how to use the administration functionalities and the bundled portlets. Refer to the

development and customization documentation to learn how to adapt Liferay to your needs. The next
section provides information

2. Customizing the bundleinstallation

Once the bundleis up and running you can start using Liferay Portal, but before opening the service to
genera public some configuration is recommended. This configuration will allow an optimized
performance when multiple concurrent uses access the portal and activates all of Liferay Portal features
by integration with external systems

2.1. Database Configuration

In the following instructions, Liferay Portal uses an embeded database. While thisis a good method to
have it up and running fast for reviewing or developing, it has several drawbacks:

e Only one user can access it at atime. Thisis because the datais stored on afile on disk and HSQL
locks it when doing changes.

» Thedatais stored inside the application server and might be lost on redeployment.

Fortunately, Liferay has great support for a good number of production-ready databases, and it is easy to
configure Liferay to use them. The exact instructions will depend on the application server and database.
Refer to the detailed installation for instructions on how to configure MySQL or other databases.

2.2. Further Configuration

The bundled configuration connects to amail SMTP and IMAP server installed in the same machine as
the application server (refered to as localhost in the configuration). It also assumes that certain paths are
present in the system.

Refer to chapters 4 and 5 for more information on how to change the system defaults. Also read Liferay
Portal 4 - Customization Guide for a complete reference of the configuration options provided by
Liferay Portal.




Chapter 3. Detailed I nstallation Procedure
1. Application Servers

This chapter contains detailed instructions for installing Liferay Portal using its EAR or WAR
distribution. This allows system administrators to deploy Liferay in existing application server
installations. It is recommended to have a good undertanding of the deployment procedure of Java EE
applications in the application server of choice.

Please note that while Liferay Portal supports awide rage of databases, for brevity this section assumes
MySQL as the database. To use other databases, please subsitute that database JDBC driver and URL to

those required by your database. Consult the databases section below for special instructions for some
databases.

Note

The following instructions assume an installation on alocal machine. When installing to a server just
changel ocal host with the host name or IP of the server.

1.1. Geronimo 1.1 with Tomcat 5.0.28/5.5.17

1. Download and install Geronimo/Tomcat [http://geronimo.apache.org/downloads.html] into your
preferred directory. From now on, the directory where you installed Gernonimo will be referred to as
GERONI MO_HQOME.

2. Download and install JDK 5 [http://java.sun.com/javaee/downl oads/index.jsp] . Set an environment
variable called JAVA_HQOVE to point to your JDK directory.

3. Download MySQL from www.mysgl.com [http://www.mysgl.com] and install.

4. Download the WAR for the professional edition of Liferay Portal: liferay-portal-4.2.0.war
[http://www.liferay.com/web/guest/downl oads] .

5. Populate your database with the portal schema and default data.

a. Download Liferay Portal 4.2.0 SQL Scripts [http://www:.liferay.com/web/guest/downloads].and
extract the script cr eat e- nysql . sql

b. In command prompt, run mysgl script by entering mysgl < create-mysqgl.sql.
6. Edit GERONI MO_HOWME\ bi n\ ger oni no. bat
insert at line 219:

set JAVA OPTS=- Xns128m - Xnx512m - Df i | e. encodi ng=UTF8
-Duser.ti mezone=GVIl

7. Download the Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downloads].
8. Point browser to local host:8080/console to enter Administration Console.
* LogininasUser: system and Passwor d: manager

9. Click Common Libs under Services.
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 Click Browse, find portal-kernel.jar and add
e Group: Liferay
 Artifact: Portal-kernel
» Version: enter version number of jar
e Type: Jar
 Click Install
10.Repeat the last step for each of the librariesin the dependencies ZIP file.
11.Click Database Pools under Services
* Click Using the Geronimo database pool wizard
» Name of Database Pool: LiferayPool
» Database Type: MySql
+ Click Next
» Driver Jar: click Download a Driver and select MySQL Connector/J3.0.17
+ Click Next
* DB User Name: <none>
+ DB Password: <none>
» Port: 3306 (default)
» Host: localhost
» Database: Iportal
+ Click Next
» Click Test Connection
 Click Deploy
12.Click Deploy New under Applications
» Archive: Browse for lieray-portal-4.2.0.war
* Click Install
13.Click Web App WARs
» Uninstall geronimo/welcome-tomcat/1.1/car
 Start -default/liferayportal/XXXxXxXX.../war

14.0pen your browser to http://localhost:8080. Click on My Liferay at the upper right hand corner to
enter the login screen. Y our login is test@liferay.com and your password is test.




Detailed Installation Procedure

1.2. JBoss 4.035p1/4.04/4.05 with Jetty 5.1.1

1. Download and install JBoss AS [http://labs.jboss.com/portal/jbossas] into your preferred directory.
From now on, the directory where you installed Tomcat will be referred to as $JBOSS _HOMVE.

2. Download and install JDK 5 [http://java.sun.com/javaee/downl oads/index.jsp] . Set an environment
variable called JAVA HOVE to point to your JDK directory.

3. Download MySQL from www.mysgl.com [http://mwww.mysqgl.com] and install.
4. Download liferay-portal-4.2.0.ear [http://www.liferay.com/web/guest/downl oads].
5. Edit $JBOSS_HOVE/ server/ def aul t/ conf/j boss-servi ce. xm :

<cl asspat h codebase="${j boss.server.lib.url:lib}/ext" archives="*"/>

6. Create directory
$IBOSS HOVE/ di rectory/ server/ defaul t/ depl oy/j bossweb-jetty. sar.
Downloadj etty-5. 1. 10-j boss-4. 0. 2. sar
[ http://sourceforge. net/project/showiles.php?group_i d=7322&package_i d=132252]
and unzip to directory.

7. Edit
$JBOSS_HOVE/ di rect ory/ server/ defaul t/ depl oy/j bossweb-jetty. sar/webdefaul t.xm :

Repl ace servlet entry in lines 206 to 222:

<servl et >
<servl et - name>j sp</ servl et - nanme>
<servl et -cl ass>org. apache. j asper. servl et. JspServl et </servl et-class>
<init-paranp
<par am nane>l ogVer bosi t yLevel </ par am nanme>
<par am val ue>DEBUG</ par am val ue>
</init-paranpr
<init-paranp
<par am nane>f or k</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranp
<init-paranp
<par am nane>xpower edBy</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranp
<l oad- on- st art up>0</ | oad- on- st art up>
</servlet>

With:

<servl et >
<servl et - nane>j sp</ servl et - name>
<servl et -cl ass>org. apache. j asper. servl et. JspServl et </servl et-class>
<init-paranp
<par am nane>| ogVer bosi t yLevel </ par am nane>
<par am val ue>DEBUG</ par am val ue>
</init-paranp
<init-paranp
<par am nane>f or k</ par am nane>
<par am val ue>f al se</ par am val ue>
</init-paranp
<init-paranp
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<par am nane>scr at chdi r </ par am nane>
<par am val ue>. ./ server/ def aul t/ wor k</ par am val ue>
</init-paranp
<init-paranp
<par am nanme>xpower edBy</ par am name>
<par am val ue>f al se</ param val ue>
</init-paranpr
<l oad- on- st art up>0</ | oad- on- st art up>
</servlet>

8. Remove $JBOSS_HOVE/ ser ver/ def aul t/ depl oy/ j bossweb-t ontat 55. sar.
9. Remove $JBOSS_HOWVE/ ser ver / def aul t / depl oy/ managenent .

10Createfile $IBOSS_HOVE/ server/ def aul t/ depl oy/ 1 i f eray-ds. xm with following
content:

<?xm version="1.0"?7>

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<connection-url >
j dbc: nysql ://1ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8
</ connection-url >
<driver-class>com nysql .jdbc. Driver</driver-cl ass>
<user - name></ user - nane>
<passwor d></ passwor d>
<m n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>

11.Goto $IBOSS_HOWE/ server/ defaul t/ i b/ and create new directory ext . Download
mysgl-connector-java-{ $version} -bin.jar [http://www.mysgl.com/products/connector/j/] and copy to
this directory. (Thisis the JDBC connector for MySQL, for other databases, go to appropriate
website to download.)

12 Populate your database with the portal schema and default data.

a. Download script create-mysgl.sgl from Liferay Portal 4.2.0 SQL Scripts
[http://www.liferay.com/web/guest/downl oads] .

b. In command prompt, run mysgl script by entering mysgl < create-mysql.sql.
13.Download Liferay's Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downloads] .
a. Unzipto $JBOSS_HOVE/ server/defaul t/1i b/ ext.

14.Set mail properties by replacing the contents of
$JBOSS_HOVE/ server/ def aul t/ depl oy/ mai | - servi ce. xm with:

<?xm version="1.0"?7>

<server>
<nbean code="org.j boss. nail. Mil Service"
nanme="j boss: servi ce=Mai | Sessi on" >
<attribute
nanme="JNDI Nanme" >mai | / Mai | Sessi on</attri bute>
<attribute name="User">nobody</attribute>

7


http://www.mysql.com/products/connector/j/
http://www.mysql.com/products/connector/j/
http://www.liferay.com/web/guest/downloads
http://www.liferay.com/web/guest/downloads
http://www.liferay.com/web/guest/downloads
http://www.liferay.com/web/guest/downloads

Detailed Installation Procedure

<attribute nanme="Password">password</attri bute>
<attribute nanme="Configuration">
<confi guration>
<property nane="mail .store. protocol"”
val ue="i map" />

<property
name="rmai | . transport. protocol" val ue="sntp" />
<property name="mail .inmap. host"

val ue="1ocal host" />

<property nane="nmil . pop3. host"
val ue="1ocal host" />

<property nane="nmil.sntp. host"
val ue="1ocal host" />

</ configuration>
</attribute>
</ mbean>

</server>

15.Configure JAAS. Edit $IBOSS_HOWE/ server/ def aul t/ conf /1 ogi n-confi g. xm and
comment out the entire XML for policy 'other' in lines 140-156.
<l--<application-policy name = "other">-->
' <I--<authentication>
<l ogi n- nbdul e code =
"org.jboss.security.auth. spi.UsersRol esLogi nModul e"
flag = "required" />
</ aut henti cati on>
</ application-policy>->
16.Deploy liferay-portal-4.2.0.ear.
a Create directory $JBOSS_HOVE/ ser ver/ def aul t / depl oy/ | i feray-portal.ear
b. Unzipliferay-portal -4.2.0. ear todirectory
c. GotoJBOSS HOWE/ server/defaul t/deploy/liferay-portal.ear/lib
i. Movedon¥j .jar,jaxen.jar toJBOSS HOVE/|li b

ii. Moveconmons-col | ections. jar toJBOSS HOVE/ server/default/lib

d. Removehi bernat e3. j ar, j boss-hi bernate. jar from
JBOSS _HOVE/ server/default/lib

17.Edit $JBOSS_HOVE/ ser ver/ def aul t/ depl oy/ j bossj ca-servi ce. xm :
Change Debug attribute in line 63 from true to false:
<attribute name="Debug">fal se</attribute>
18I n
$JIBOSS/ server/ def aul t/ depl oy/ j bossws14. sar/ META- | NF/ j boss-servi ce. xm
Conment out depl oyer service for JSE and EJB2.1 endpoints

line 36-40
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<!l --<nbean nane="j boss. ws: servi ce=\WebSer vi ceDepl oyer JSE"
code="org.j boss. ws. server. \WbSer vi ceDepl oyer JSE" >
<depends-li st optional-attribute-name="Interceptabl es">
<depends-|i st - el ement >j boss. web: servi ce=\ebSer ver </ depends- | i st -el enent >
</ depends-1i st>
</ nbean>- - >

lines 45-49

<l --<mbean name="j boss. ws: servi ce=\ebSer vi ceDepl oyer EJB21"
code="org. j boss. ws. server. WbServi ceDepl oyer EJB21" >
<depends-1list optional-attribute-name="1Interceptabl es">
<depends-|i st - el enent >j boss. ej b: servi ce=EJBDepl oyer </ depends-1i st - el ement >
</ depends-1i st>
</ nbean>- - >

lines 72-75
<!l --<nmbean nanme="j boss. ws: servi ce=\WebSer vi ceDepl oyer Nest edJSE"
code="org. j boss. ws. server. WebServi ceDepl oyer Nest edJSE" >

<depends optional -attri bute-nane="Mai nDepl oyer"
proxy-type="attri bute">j boss. system servi ce=Mal nDepl oyer </ depends>

<depends>j boss. ws: servi ce=\\ebSer vi ceDepl oyer JSE</ depends>
</ mhean>- - >

19.Edit
$IBOSS_HOVE/ server/ def aul t/ depl oy/ j ns/j bossng- desti nati ons-servi ce. xm .
Clear out text between server tags:

<?xm version="1.0"?7>
<server>

</ server>

20.Start JBoss. Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand
corner to enter the login screen. Your login is test@liferay.com and your password is test.

1.3. JB0ss 4.035p1/4.04/4.05 with Tomcat 5.0.28/5.5.17

1. Download and install JBoss AS [http://Iabs.jboss.com/portal/] into your preferred directory. From
now on, the directory where you installed Tomcat will be referred to as $IBOSS HOME.

2. Download and install JDK 5 [http://java.sun.com/javaee/downl oads/index.jsp] . Set an environment
variable called % AVA_HOVEY(in Windows) or $J AVA_HOVE (in Linux/UNIX) to point to your
JDK directory.

3. Download MySQL from www.mysgl.com [http://www.mysgl.com] and install.

4. Download liferay-portal-4.2.0.ear [http://www.liferay.com/web/guest/downl oads].

5. Edit $IJBOSS_HOVE/ server/ def aul t/ conf/j boss-servi ce. xni :

<cl asspat h codebase="${j boss.server.lib.url:lib}/ext" archives="*"/>
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6. Delete
$JIBOSS_HOWVE/ server/ def aul t/ depl oy/ j bossweb-t ontat 55. sar/ ROOT. war .

7. Edit
$IBOSS_HOWE/ server/ def aul t/ depl oy/ j bossweb-t ontat 55. sar/ conf/web. xm :

replace default servlet (lines 79-91) :

<servl et >
<servl et - nane>def aul t </ ser vl et - nane>
<servl et -cl ass>org. apache. cat al i na. servl ets. Def aul t Servl et </ servl et-cl ass>
<init-paranp
<par am nane>debug</ par am nane>
<par am val ue>0</ par am val ue>
</init-paranp
<init-paranp
<par am nane>| i sti ngs</ par am nane>
<par am val ue>t r ue</ par am val ue>
</init-paranpr
<l oad- on- st artup>1</1 oad- on-start up>
</servlet>

with:

<servl et >
<servl et - nane>def aul t </ ser vl et - nane>
<servl et -cl ass>org. apache. cat al i na. servl ets. Def aul t Servl et </ servl et-cl ass>
<init-paranp
<par am nane>debug</ par am nane>
<par am val ue>0</ par am val ue>
</init-paranp
<init-paranp
<par am nane>| i sti ngs</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranp
<init-paranp
<par am nane>i nput </ par am nane>
<par am val ue>4096</ par am val ue>
</init-paranpr
<init-paranp
<par am name>out put </ par am nanme>
<par am val ue>4096</ par am val ue>
</init-paranp
<l oad- on- st artup>1</I| oad-on-startup>
</servlet>

8. Create $JBOSS_HOMWE/ server/ def aul t/ depl oy/liferay-ds.xm with follow ng
content:

<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<connection-url >
jdbc: nysql ://1ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8
</ connecti on-url >
<driver-class>com nysql .jdbc. Driver</driver-cl ass>
<user - name></ user - name>
<passwor d></ passwor d>
<mi n- pool - si ze>0</ m n- pool - si ze>
</l ocal -t x- dat asour ce>
</ dat asour ces>
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9. Goto $JBOSS_HOVE/ server/ def aul t/1i b/ and create new directory ext. Download
mysgl-connector-java-{ $version} -bin.jar [http://www.mysgl.com/products/connector/j/] and copy to
this directory. (Thisisthe JDBC connector for MySQL, for other databases, go to appropriate
website to download.)

10.Populate your database with the portal schema and defult data.

a. Download script create-mysqgl.sgl from Liferay Portal 4.2.0 SQL Scripts
[http:/www.liferay.com/web/guest/downl oads] .

b. In command prompt, run mysgl script by entering mysgl < create-mysgl.sql.
11.Download Liferay 's Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downloads].
a. Unzipinto $JBCSS _HOVE/ server/defaul t/1i b/ ext.

12.Set mail properties by replacing the contents of
$IBOSS_HOWE/ server/ def aul t/ depl oy/ mai | -service. xm wth:

<?xm version="1.0"?>

<server>
<nbean code="org.j boss.mail. Mil Service"
nane="j boss: servi ce=Mai | Sessi on" >
<attribute
name="JNDl Nane" >mai | / Mai | Sessi on</attri bute>
<attribute name="User">nobody</attribute>
<attribute nanme="Password">password</attri bute>
<attribute nanme="Configuration">
<confi gurati on>
<property nane="mmil .store. protoco

val ue="i map" />

<property
nane="mail .transport. protocol " val ue="sntp" />
<property nane="rmail .i map. host"

val ue="1ocal host" />

<property name="mail . pop3. host"
val ue="1ocal host" />

<property nane="nmil .sntp. host"
val ue="1ocal host" />

</ configuration>
</attribute>
</ mbean>

</ server>

13.Configure JAAS. Edit $JBOSS_HOWVE/ ser ver / def aul t/ conf /1 ogi n-confi g. xm and
comment out the entire XML for policy other in lines 140-156.

<! --<application-policy name = "other">-->

<!--<aut hentication>
<l ogi n- nbdul e code =
"org.jboss.security.auth. spi.UsersRol esLogi nModul e
flag = "required" />
</ aut henti cati on>
</ application-policy>->

14.Deploy liferay-portal-4.2.0.ear.

a. create new directory
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$JBOSS_HOVE/ server/defaul t/deploy/liferay-portal.ear
b. unzip liferay-portal-4.2.0.ear to directory
c. gointo $IJBOSS_HOVE/ server/defaul t/ deploy/liferay-portal.ear/lib
» move domdj.jar,jaxen.jar to BOSS HOME/lib
» move commons-collections.jar goesto JBOSS HOME/server/default/lib
» remove hibernate3.jar,jboss-hibernate.jar from JBOSS HOME/server/default/lib
15.Edit IBOSS_HOM E/server/default/depl oy/jbossj ca-service.xml:
change Debug attribute in line 63 from true to false:
<attribute nanme="Debug">fal se</attribute>
16.Edit IBOSS HOM E/server/default/depl oy/jms/jbossmg-destinations-service.xml. Clear out text
between server tags:
<?xm version="1.0"7>

<server>
</ server>

17.Start JBoss. Open your browser to http://localhost:8080. Click on My Liferay at the upper right hand
corner to enter the login screen. Your login is test@liferay.com and your password is test.

1.4. Jetty 5.1.1

1. Download and install JDK 1.4 or 1.5 [http://java.sun.com/javaee/]. Set an environment variable called
%) AVA_HOVE%(in Windows) or $JAVA_HOVE (in Linux/UNIX) to point to your JDK directory.

2. Download MySQL from www.mysgl.com [http://www.mysgl.com] and install.

3. Download and install Jetty 5.1.10-all.zip
[http://sourceforge.net/project/showfiles.php?group_id=7322& package id=132252]. Note: Only this
version of Jetty is supported by Liferay. Others may work but will not be covered in this

documentation. From now on the home directory where you installed Jetty will be called
$IETTY_HOME.

4. Download liferay-portal-4.2.0.war [http://www.liferay.com/web/guest/downloads].
5. Download Liferay's Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downl oads].

a. Createa$JETTY_HOME/lib/ext directory and copy these two files there. If the files do not
extract to this directory, make sure they are in the correct directory by moving them there.

6. Populate your database with the portal schema and default data.

a. Download script create-mysqgl.sgl from Liferay Portal 4.2.0 SQL Scripts
[http://www.liferay.com/web/guest/downl oads]

b. In command prompt, run mysgl script by enteringmysql < creat e-nysql . sql
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7. Edit $IETTY_HOME/extraletc/start-plus.config.

$(jetty. hone)/lib/ext/
$(jetty. home)/lib/ext/*

8. Create a data source bound to jdbc/LiferayPool by editing SBJETTY _HOVE/ etc/jetty. xm .

<Cal | name="addService">
<Ar g>
<New cl ass="org. nortbay.jetty. pl us. JotnServi ce">
<Set nane="Nane" >Transacti onMyr </ Set >
<Cal | name="addDat aSour ce" >
<Ar g>j dbc/ Li f er ayPool </ Ar g>

<Ar g>
<New
cl ass="org. enhydra. j dbc. st andar d. St andar dXADat aSour ce" >
<Set
nanme="Dri ver Nane" >com nysql . j dbc. Dri ver </ Set >
<Set

name="Url">j dbc: mysql ://1 ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=
<Set nane="User"></ Set >
<Set nane="Password"></ Set >
</ New>
</ Arg>
<Ar g>
<New
cl ass="org. enhydra. j dbc. pool . St andar dXAPool Dat aSour ce" >
<Arg type="Int eger" >4</ Arg>
<Set nane="M nSi ze" >4</ Set >
<Set nane="MaxSi ze" >15</ Set >
</ New>
</ Arg>
</Call >
</ New>
</ Arg>
</ Call>

9. Download mysgl-connector-java-{ $version}-bin.jar [http://www.mysql.com/products/connector/j/]
and copy toto $JETTY_HOVE/ | i b/ ext .. (Thisisthe JIDBC connector for MySQL, for other
databases, go to appropriate website to download.)

10.Create a mail session bound to mail/Mail Session.
a Edit$JETTY HOVE/ etc/jetty. xm and configureamail session.

<Cal | nane="addService">
<Ar g>
<New
class="org. nmortbay.jetty. plus. Mai | Service">
<Set nane="Nane" >Mui | Servi ce</ Set >

<Set
nane="JNDI ">mmi | / Mai | Sessi on</ Set >

<Put
name="rmai | . snt p. host ">l ocal host </ Put >

</ New>
</ Arg>
</Call>

11Create $JETTY_HOVE/ et ¢/ j aas. confi g.
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Portal Real m {
comliferay. portal.kernel.security.jaas.Portal Logi nMbdul e
required;

1
12 Create directory $JETTY_HOVE/ webapps/ root and unpack
liferay-portal-4.2.0.war.

13.Goto $JETTY_HOVE/ webapps/ root/ WEB- I NF/ 1 i b and del ete xerceslnpl.jar
and xm -apis.jar.

14 Copy $JETTY_HOVE/ webapps/ r oot / VEB- | NF/ | i b/ commons-1 ogging.jar to
JETTY_HOVE/ ext (overwriting existing one).

15.Create batch file.
a. Create adirectory $JETTY_HOVE/ bi n
b. Create run.bat (Note, thisis for Windows platform. For other platforms, configure accordingly)
@cho off
if "" == "WWAVA HOVEY% goto errorJavaHone
% AVA_HOVEY bi n/ j ava - Xmx512m - Df i | e. encodi ng=UTF8
- Duser.ti mezone=GMJI
-Dj ava. security.auth.login.config=../etc/jaas.config
-DSTART=. ./extraletc/start-plus.config -jar ../start.jar
..letcljetty. xm
goto end

s errorJavaHone
echo JAVA HOVE not defi ned.

goto end
rend
Note: If you get ajava.lang.OutOfMemoryError exception while starting up Jetty, give your VM
more memory by setting -Xmx512m.

16.Start Liferay by running run.bat. Open your browser to http://localhost:8080. Click on My Liferay at
the upper right hand corner to enter the login screen. Your login is test@liferay.com and your
password is test.

1.5. Tomcat 5.0.28/5.5.17

1. Download and install Tomcat 5.5.17 [http://tomcat.apache.org/] into your preferred directory. From
now on, the directory where you installed Tomcat will be referred to as STOMCAT_HOME.

2. Download and install JDK 5 [http://java.sun.com/javaee/downl cads/index.jsp] . Set an environment
variable called % AVA_HOVEYs(in Windows) or $J AVA_HOVE (in Linux/UNIX) to point to your
JDK directory.

Note: If you are using JDK 1.4, you must download and install the JDK 1.4 Compatability Package
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at tomcat.apache. For JDK 1.4 users. delete

$TOMCAT _HOVE/ webapps/ ROOT/ VEEB- | NF/ | i b/ xer cesl npl . j ar. For JDK 5users:
move $TOMCAT_HOVE/ webapps/ ROOT/ VEEB- | NF/ | i b/ xer cesl mpl . j ar to
TOMCAT_HOVE/ conmron/ endor sed.

3. Download MySQL from www.mysgl.com [http://www.mysgl.com] and install.

4. Create and edit $TOMCAT_HOVE/ conf/ Cat al i na/ | ocal host/ ROOT. xm to set up the
portal web application.

<Cont ext path="">
</ Cont ext >

5. Download liferay-portal-4.2.0.war [http://www.liferay.com/web/guest/downl oads].
6. Download Liferay's Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downl oads].

a. Create a$TOMCAT_HOME/ common/ | i b/ ext directory and unzip the dependencies ZIP in
there. If the files do not extract to this directory, make sure they are in the correct directory by
moving them there.

7. Edit $TOMCAT_HOVE/ conf / cat al i na. properti es.

comon. | oader =
${cat al i na. hone}/ common/ cl asses, \
\

${ catal i na. hone}/ conmon/1ib/ext/*.jar

8. Configure data sources for your database. Make sure the JIDBC driver for your database is accessible
by Tomcat.

a. Download mysqgl-connector-java-{ $version} -bin.jar
[http://mww.mysgl.com/products/connector/j/]. (Thisisthe JIDBC connector for MySQL, for other
databases, go to appropriate website to download.)

b. Copy to $TOMCAT_HOVE/ common/ | i b/ ext .
9. Edit $STOMCAT_HOME/ conf / Cat al i na/ | ocal host/ ROOT. xmi .

<Context...>
<Resource
nanme="j dbc/ Li f er ayPool "
aut h="Cont ai ner"
t ype="j avax. sql . Dat aSour ce"
driverd assNane="com nysql . j dbc. Dri ver"
url ="j dbc: nysql ://1 ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8"
user name=""
passwor d=""
maxAct i ve="100"
max| dl e=" 30"
maxWai t =" 10000"
/>
</ Cont ext >

10.Populate your database with the portal schema and default data.

a. Download script create-mysqgl.sql from Liferay Portal 4.2.0 SQL Scripts
[http://www.liferay.com/web/guest/downl oads] .
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b. In command prompt, run mysgl script by enteringmysql < creat e-nysql . sql
11.Create amail session bound to mail/Mail Session.

Edit STOMCAT_HOME/ conf / Cat al i na/ | ocal host/ ROOT. xm and configure a mail
Session.

<Context...>
<Resour ce
nanme="rmi | / Mai | Sessi on"
aut h="Cont ai ner"
type="j avax. mai | . Sessi on"
mal | . transport. protocol ="snt p"
) mai | . snt p. host ="1 ocal host"
>
</ Cont ext >

12.Configure JAAS.

Edit STOMCAT_HOME/ conf / Cat al i na/ | ocal host/ ROOT. xnl and configure a security
realm.

<Context...>
<Real m
cl assNane="or g. apache. cat al i na. r eal m JAASReal nt'
appNanme="Port al Real nt
user Cl assNanes="com | iferay. portal .security.jaas.Portal Principal"
rol eCl assNanes="com | iferay.portal.security.jaas.Portal Rol e"
debug="99"
) useCont ext Cl assLoader ="f al se"
>
</ Cont ext >

13.Repeat this step for afile called
$TOMCAT_HOVE/ conf/ Cat al i na/ | ocal host/tunnel . xnl if youwant to enable Liferay's
HTTP tunneling.

14.Create STOMCAT_HOWE/ conf/j aas. confi g.
Port al Real m {
comliferay. portal.kernel.security.jaas. Portal Logi nMbdul e
required,;

b

15.Edit STOMCAT_HOVE/ bi n/ cat al i na. bat so that Tomcat can reference the login module.
rem----- Execute. ..
set JAVA OPTS=- Xnms128m - Xnx512m - Df i | e. encodi ng=UTF8
- Duser.ti mezone=GJI
-Dj ava. security. auth.l ogin. confi g=%CATALI NA HOVE% conf/j aas. config
16.Delete contents $TOMCAT _HOVE/ webapps/ ROOT di rectory.

17.Unpack liferay-portal-4.2.0.war to STOMCAT_HOVE/ webapps/ ROOT.
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18.For supporting UTF-8 UIRIEncoding, edit STOMCAT _HOVE/ conf / server. xm .

<l-- Define a non-SSL HTTP/ 1.1 Connector on port 8080 -->
<Connect or port="8080" naxHtt pHeaderSi ze="8192"
maxThr eads="150" m nSpar eThr eads="25"
maxSpar eThr eads="75"
enabl eLookups="f al se" redirectPort="8443"
accept Count =" 100"
connecti onTi neout =" 20000" di sabl eUpl oadTi neout ="t rue"
URI Encodi ng="UTF- 8"
/>

19.Run Tomcat, point browser to http://localhost:8080. Sign in as test@liferay.com and password test

1.6. Resin 3.0.19

1. Download and install Resin [http://www.caucho.com/] into your preferred directory. From now on,
the directory where you installed Resin will be referred to as $JBOSS_HOVE.

2. Download and install JDK 5 [http://java.sun.com/javaee/downl cads/index.jsp] . Set an environment
variable called % AVA HOVE%(in Windows) or $JAVA HOVE (in Linux/UNIX) to point to your
JDK directory.

3. Download MySQL from www.mysgl.com [http://www.mysqgl.com] and install.
4. Edit $RESI N_HOVE/ conf/ r esi n. conf.
replace lines 60-64
<cl ass- | oader >
<tree-| oader path="${resin. horre%

<tree-| oader path="${server.roo
</ cl ass-1 oader >

/1ib"/>
Y 1ib" >

with

<cl ass- | oader >
<tree-|l oader path="${resin.horme}/lib"/>
<tree-|l oader path="${server.root}/lib"/>
<conpi |l i ng- | oader path="${server.rootDir}/common/cl asses"/>
<library-1oader path="${server.rootDir}/comon/lib"/>
</ cl ass- | oader >

add:

<dat abase>
<j ndi - nane>j dbc/ Li f er ayPool </ j ndi - nane>
<driver type="com nysql.jdbc.Driver">
<url >j dbc: mysql ://1 ocal host/ | portal 2useUni code=t r ue&anp; char act er Encodi ng=UTF- 8<
<user ></ user >
<passwor d></ passwor d>
</driver>
<pr epar ed- st at enent - cache- si ze>8</ pr epar ed- st at ement - cache- si ze>
<max- connect i ons>20</ max- connecti ons>
<max-i dl e-ti ne>30s</ nmax-idle-ti ne>
</ dat abase>

17


http://www.caucho.com/
http://www.caucho.com/
http://java.sun.com/javaee/downloads/index.jsp
http://java.sun.com/javaee/downloads/index.jsp
http://www.mysql.com
http://www.mysql.com

Detailed Installation Procedure

<resource jndi-name="rmail/ Mail Sessi on"
type="j avax. mai |l . Sessi on" >
<init>
<mai | . store. protocol > map</mail . store. protocol >
<mai | . transport. protocol >snt p</mai | . transport. protocol >
<mai | . i map. host >l ocal host </ mai | . i map. host >
<mai | . pop3. host >l ocal host </ mai | . pop3. host >
<mai | . snt p. host >l ocal host </ mai | . st p. host >
</init>
</ resource>

<system property
javax.xm . parsers. Docurent Bui | der Fact or y="or g. apache. xer ces. j axp. Docunent Bui | der
/>

<system property
j avax. xm . par sers. SAXPar ser Fact or y="or g. apache. xer ces. j axp. SAXPar ser Fact oryl npl "
/>

<system property
javax. xm . transform Transf or ner Fact or y="or g. apache. xal an. processor. Tr ansf or ner Fa
/>

<system property

org. xm . sax. dri ver="org. apache. xer ces. par sers. SAXParser" />

5. Goto $RESI N_HOVE and create new directory conmon\ | i b. Download
nysql - connect or - j ava- { $versi on}-bin
[http://lwww.mysgl.com/products/connector/j/]. j ar and copy to thisdirectory. (Thisisthe JDBC
connector for MySQL, for other databases, go to appropriate website to download.)

6. Populate your database with the portal schema and default data.

a. Download script create-mysqgl.sql from Liferay Portal 4.2.0 SQL Scripts
[http://www.liferay.com/web/guest/downl oads] .

b. In command prompt, run mysgl script by enteringmysql < creat e-nysql . sql .

7. Download the Liferay Portal 4.2.0 Dependencies [http://www.liferay.com/web/guest/downloads] and
unzip into $RESI N_HOVE\ common\ | i b.

8. Delete contents of $RESI N_HOVE\ webapps\ ROOT.
9. Unzipliferay-portal -4.2. 0. war to $RESI N_HOVE\ webapps\ ROOT.
10.Download the sources of Liferay Portal and unzip them to atemporal directory:

a Goto$\lib\devel opnent\ andcopy activation.jar andmail.jar to
$RESI N HOVE\ conmon\ | i b, saxpat h. jar andxal an.jar to$RESIN HOVE\li b

b. Goto$\lib\portal and copy xerceslnpl.jar andxn -apis.jar to
$RESI N_HOVE\ | i b

11.Go to $RESI N_HOWME\ bi n and creater un. bat .
..\ httpd. exe - Xnmx512m - Df i | e. encodi ng=UTF-8 - Duser.ti nezone=GVIl

12.Start Resin. Open your browser to http://localhost:8080. Click on Access at the upper right hand
corner to enter the login screen. Your login is test@liferay.com and your password is test.
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1.7. Websphere 6.0.2.5

Note: Throughout this installation and configuration process, Websphere will prompt you to Click Save
to apply changes to Master Configuration. Do so intermittently to save your changes.

I nstallation

1. Download Liferay Portal Professiona 4.2.0 WAR , unzip and compile.
2. Install IBM Websphere.

3. Install MySql.

4. Download and extract these Liferay jars to websphere\appserver\lib\ext.

» Dependency libraries (Liferay Portal 4.2.0 Dependencies
[http://www.liferay.com/web/guest/downl oads])

* liferay-portal-jaas,jar (Liferay Portal Enterprise 4.2.0 JAAS Libraries
[http://www.liferay.com/web/guest/downl oads])

* mysgl-connector-java-3.x.x-bin.jar (MySQL
[http://dev.mysgl.com/downloads/connector/j/3.1.htmi])

Set Up Database Service

1. Start Websphere.
2. Open Adminstrative Console and login.

3. Click Resources, click JDBC Providers.
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welcorme | Legout | Support | Help

Welcame |
Guided Activities JDBL providers 7z
Servers

JDEC providers

&)

Applications JDBC providers are used by the installed applications to access data

from databases,

m

Resources
B Scope: Cell=lab-02Noden1cCell, Mode=lab-02NodeD1
IMS Providers

ADBC Providers Scope specifies the lauel
at which the resaurce

definition is visible, For

' Cell : lab-02Node0nicell
Rezource Adapters

Asynchronous beans detailed information on
Schedulers 5 % wode : 1ab-02ZMode0l what scope is and how it
works, see the scope
Cache instances settings help

Object pool ranagers
Mail Providers C Server ! serverl

URL Providers
Apply

Resource Environment

Praviders

Soaunity Preferences
Enwiranrnent Mew| | Delete
System administration bk | [
Manitaring and Tuning

Select Mame 2 Description
Troublezhooting

Mone
Setrvice integration

| Taotal 0
ucI B
. Click Next.

. For name, enter name of jdbc provider, e.g. liferayjdbc.
. Clear any text in classpath.

. For Implementation class name enter
com nysql . j dbc. jdbc2. optional . Mysql Connect i onPool Dat aSour ce
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IDEBC prowidiers

B Messages

|I|- Maodifging the implamentation dass narma will aliminate the
ability to craste data jourcas and dats sourcas vergion 4 fram

vermplates,

IDBE providers > liferayjdbc

JOBC providers are uied by the installed applications to actass data from databazes.

Configuration

General Properties

* Seap
calls:lab-02Nodedl el nodes:lab-
0ZHodadl

" Hama
liferayidbc

Description

Custorn JOBCZ.0-compliant
Pravidar canfiguration

Class path

Hative library path

O B O B O

#* Irmplermentation dass narma
\corn. mysql-jdbe jdbeZ. optional. MyeqlConnectionPoalD st

#pplyl ﬂ ltﬂﬂ] c:nul|

8. Click OK.

9. Click Data sour ces under Additional Properties.
10.Click New.

11.Enter aname: liferaydatabasesource.

12 Enter JNDI, jdbc/LiferayPool.

13.Everything else should stay to default.

14.Click OK.

Aclditiamal Prapasctieg

7 -
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Lrneral Properies The sddaiona
preparies #ill Aok be
* 5 L | svsilabla until tha
calld lab-0iHsdellCall imadad:lah-02Nadadl sarmaral praparlied tar
Ehis ®armn 3o Faved
#* Marns
Aaddibional Propertios
I||"iri:ld'ﬂih BT Gurta
JRkE Aarre
b aLifarayponl

FF e this Gats Seurce in contairer mpnpged pareirtenos (CMP)

&
=

Catagary Ralaled [Ramie

Daks stwre belper class nsme

o 8 0 i 40

% Salect o data stoes halper dass
Cata storw halper desrer prowided by WabSphere Applicstion

Seraer

[oomn. i, webrphere. rendepler, GeranoD stsStore Halper)

U Specily & user-dafined data store halpa

fampisrnt-meaged mpthentication shai

Componant-mansged suthentcytion sliag
[{nnnl] ll

Awthantic stson shas For B8 recowery
' usa cormpan antomanaged suthenbication sliss
B gogciy:

|imara) =

[ anbaindd sasaaged suthentication

Cortasingrmansged sutherbication slsp (deprecated in WE0, uce
raicurce rafararcie authasisation saliEnigd inakesd)

{rnene) -

Mapping-oenfigurstion aliss [deprecated im V6,0, use /esoisoe
rafaranice authenticition gettings intead)

| Crvnn) =1

appdy | [0K] [Resst] [ Cancel |

15.Under Additional Properties, click Custom properties.
16.Click New.

17.Create 3 custom properties by entering Name, Value and clicking OK for each row on this table.
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Table3.1.
name value
1. user root
2. serverName localhost
3. databaseName Iportal

IDBLC providers

18.When done correctly, custom properties should look like this:

JDBCL providers > liferayjdbc > Data sources - liferaydatabasesource = Custom

properties = New

Ve

Custorn properties that miay be required for resource prowviders and resource factories., For

example, most databaze vendors require additional custormn properties for data sources

that access the database,

Canfiguration

General Properties

* Scope

|ce|ls:|a|:--I32N-:|deI31Cell:nndes tlab-02Mode0l

- R.equirad

* Marne

|u5er

Value

|rn:n:t

Description

Tupe
Ija'.'a.lang.String ;I

ﬂppll,ll ﬂ Reset| Cancel
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JDBC providers K=

JDEBC providers = liferayjdbe > Data sources = liferaydatabasesource > Custom
properties

Custorn properties that may be required for resource providers and resource factories, For
example, most databaze vendors require additional custom properties for data sources
that access the databasze,

Preferances

Mew Delete
]

Select Mame Value %

o o Ceszcription I Feguired
r user root false

r serverMarme localhost falze

r databazeMame lportal falze
Total 2

19.Download Liferay Portal 4.2.0 SQL Scripts [http://www.liferay.com/web/guest/downloads] and
extract cr eat e- nysql . sql .

20.In command prompt, run mysgl script by entering nysql <
trunk\sgl\create\create-nysql.sql

21.Click data sources test connection to test.
Mail Configuration

1. Click Resources, Mail providers.
2. Click Built-in Mail Provider.
3. Click Mail Sessions.
4. Click New.
a. Name: liferaymail

b. JNDI name: mail/MailSession

24


http://www.liferay.com/web/guest/downloads
http://www.liferay.com/web/guest/downloads

Detailed Installation Procedure

Welcome | Logout |

= Waloame
B Guidad Activities
B servers
B applications
B Reiswicas
B M5 Providers

= JDRC Prévider
& Resource fdapoers

® Sehadubars

B Cacha instances

5 Olject pasd managerd
= Mall Providers

= LIRL Providers

" Scheduleri

B Zacha instancas

= Objace pasd managars
® Plail Providars

= URL Providers

" Schaeduber?

B cache instances

" Ohject pasd managers
= Ml Prowidars

" LIRL Providers

o Bcheduberd

B Cacha instancas

u Obpect pasd managers
u Mgl Providarnt

= URL Prowiders

" Sehadubard

B Cacha instanoas

5 Ohject pasd mensgers
= Plail Providars

5 LARL Providars

= Bohadubard

B Cacha initanoss

= Obpece pasd managars
# Pl Progiders

® LIRL Prosidars

Pourm o

" LIRL Broviders

B security
B Enwirorment
=

B Troublazhesoting
B servica intagration
B uoo!

5. Click OK.
6. Click Security.

7. Click Global security.

B asynchronsus beans

Byatarn adnintrat sn

B Monitorng and Tuning

Support |

= Resourcs Envirenmant Prosiders

8. Select Enable global security.

Help

9. Deselect enforcejava 2 security.

Hadl Providers

B Marrsger

[ additional Propastieg fer thin abjed vill mot b svsilable to
wd wntil its geanarsl propartias are applied by dicking on

withar Apply &r O

Configuration

Goneral Properties

* 5_qu_p_l-

oellzilab-
OzModedlCelinodesilab-
DZMadall

* Hafne

LifarayMail

* JHDL narma
!mlll.u"lhligiuun

Dagcription

T.“.'.FE'.'?‘.PP.‘! host

Mail transpost protocol
Sntp -

M Enabls strick Intarnat sddress
parsing

biail from

il ptors hogt

Hail sbore protocel
popd -I

Hail rhore veer [0

Mail Ftore padiverd

O Enable debug mode

Mgl Propviders » Bailt-in bMail Provider > Ml Sossicns > New

Configurstions for mail rupport. Dafine protacol providers before configuring omal
FAEEIDAE,

The addeicnsl prapamies will ret ba
o ganarsl
ftarm svw paved

ayvailable vt
pragent

Adlbiceival s

s far t
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10.In Active user registry, select custom user registry.

11.Click Apply to go to Custom user registry page.
Global security T =

Global security

Specifies the global security configuration for 3 managed dormain, The following steps are required to kurn on
security: 1, Configure the desired usaer registry listed under User registries and set its properties, 2. Select the Enable
global security cption on this panel. 3, Select the configured user registry type from the Active user registry option on
thiz panel.

Configuration
General Properties User registiies
Lserreqisines
W Enable global 2ecurity Custorn
[T enforce Java 2 security
Local ©8
[T Enforce fine=grained 1C& sacurity
Authentication
™ use domain-gqualified user IDs Authentication

#* Cache timeout rmechanisms

|$DD seconds B authentication
protocol
W 1szue permission waming B 1aas

Configuration

Active protocol
ICET and SAS 'I Authorization

Active suthentication mechanism Authorization
|S|mp}e wWebiphere Authentication Mechanizm (Swﬁrﬂ;;l providers
Active LZEr registry Additional Properties
|Cl.|=tum usar ragistry ;I
Lustarn
propartias

[T use the Federal Information Processing Standard (FIPS)

12 Enter 'system'’ for server user ID.
13.Enter 'password' for server user password.

14.Enter Custom registry class name
comliferay.portal.security.jaas. ext.websphere. Portal User Regi stry.

15.Click Apply.
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Global security =

H Mezzages

&-Changes have been made to vour local configuration, Click
Save to apply changes to the master canfiguration.

[ The server rmay need to be restarted for thesze changes ta
take effect

Global security = Custom user registry

Specifies a custorn user registry that irmplerments the

com.ibm.websphere.security. UserReqgistry interface. For backward cornpatibility,
WebSphere Application Server also supports a custorm user registry that implements the
comuibm.websphere. security, CustormR eqgistry interface, When security is enabled and any
of the properties on thiz panel are changed, go to the Global Security panel, located
under Security in the left navigation panel, Click Apply or Ok to validate the changes.

Canfiguration

General Properties

Additional Properties

* Server user ID

Custorm properties

|s',lsten'|

* Server user password

* Custorn reqistry class name

|c-:um.|iFera',l. pottal, security.ja:

r Ignore case for autharization

Apply | OKl Reset Cancel

16.Insert username/password into database.
17.0pen amysgl console.

18Enter Use | portal

19Enter I nsert into User_ (conmpanyld, userld, password_ ) val ues
('system, 'system, 'password');
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INDOWS" system 32 cmnd.exe - mysagl

llelcome to the MySQL monitor. Commands end with ; or “\g.
Your MyS5QL connection id is 15 to serwver version: 4.1_Z2B8-—community-—nt

Type 'help;’ or ‘“h' for help. Type ‘>“c' to clear the buffer.

musgl> usze lportal

Datahase changed
1> dnzert into User_ Ccompanyld. userld. password_ 2> values <'system’.
'password’ »;
gy 0K, 1 vrow affected (B.83 =secl

i}

syste

Install Liferay

1. Click Applications, click Install new applications
2. Browsefor liferay-portal-4.2.0.war.

3. Enter context root /.

I 7=

Specify the EAR, WaAR or JAR module to upload and install.

Path to the new application.
* | acal file systermn

Specfy path
|D:"-.P'rn:\jects"\.liferal,"'-.pur‘tall Browsze...

' Remote file sustarn

[rovse.. |

Context rook
|.-"| Uzed anly for standalane Web modules (Lwar files)

I"-.Iextl Cancel

4. Click Next

5. Select Generate Default Bindings>Override default bindings>Use default viral host name for
web modules;
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Preparing for the application installation

Choose to generate default bindings and mappings.

¥ Generate Default Bindings

Owerride:

' Do not ovarride existing bindings

& cuerride existing bindings

Yirtual Host
" Do not use default virtusl host name for Web modules
% Lze default virtual host name for web modules:

Host narme
|de'Fau|t_host

Specific bindings file
[ [ Browse. .

Previousl Nextl Cancel|

6. Click Next. Click Continue. For Steps 1 to 4, click Next to apply defaults.
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Install Mew Application

Specify aptions for installing enterprize applications and rmodules.

—3 Step 1: Select

Select installation options
installation options

Specify the various options that are available to prepare
and install your application,

r Pre-cormpile JS5P
Directory to install application

V' Distribute application

I_ Uze Binary Configuration

r Deploy enterprtise beans

Application name

||iFera','-pDrta|_war

p Create MBeans for rasources

[T Enable class reloading
Feload interval in zeconds

r Deploy Web services

Walidate Input offfwarn/fail
warn -

[T Process embedded configuration

Mext| Cancel |

7. In Step 5, check all authenticated
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Install New Application

Specify options for installing enterprize applications and modules,

2 Map

rmodules to servers

Map security roles to users fgroups

Each role that is defined in the application or module rmust
rmap to a user or group from the domain user registry,

| Look up users | |

Look up groups

Al Mapped | Mapped
7

Seleet| fola | Bnzmenc: authenticated?  users groups
r users| [ v

Step 5: Map

security roles to

users /groups

| Previous | |r'-.le>c:t| |Canu:e|

8. Click Next.
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Install Mew Application

Specify options for installing enterprize applications and modules.

Summary

Surarmary of installation aptions

tual hosts
Il:-drru;n:lul Enable class reloading

Options Values
Uze Binary Configuration Mo
Create MBeans for resources Yes
Cell/HodefServer Click here
Feload interval in seconds

Mo
Proceszz embedded configuration Ma

Application name

liferay-portal_war

Step 6: Summary Directory to install application

Yalidate Input offfwarn/fail warn
Distribute application Yas
Deploy Wweb services Mo
Pre-compile JSP Mo
Deploy enterprize beans Mo

~ Previous | | Finish | Cancel

9. Click Finish.

10.Wait for installation process.
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Installing...

M thaie aie sited prise beans in the application, the EJB deployiment 4 odess cantake several minute s, Please do ol save the
condigum ation until the process completes,

Chack the SyslemOud Jog on the Deployment Manager or Sérver where the applcalion is deployed fior Specific information about the EJB daployment
process as i ooours.

ADMASH Bt Ingindation of §feray-portal_war slorbed

ADMADD AE: Vabdation Taled. Duphcale rood confextil) was lound on the samendde lab-00Node00 and same dataill host defaull_host
ADMASDESE The resource validation for application ieray-portal_war completed successiully, bt wamings cocured during validation
ADMASDSEL Apphcabaon and module versions yaldsted wilh versions of deployment (argets,

ADMASDISE The applcation Meray-portal_war it configured in the WsbhSphere Applcation Sarver reposiory

ADMASHS3E The Mrary references for the instaled optional package are created,

ADMASDISE The appBcalion Meray.portal_war is confgured in the WabSphers Apphiation Sarver repasbory

ADKASOHALE The application binaries are saved in C:Program FilesiBdetSphereippSarvenprofies el sl verstempiireork spaceicsl s iab-
2hode( CelfappicationsViferay-portal_war sariiferay.portal_war sar

ADHASDOSE The apedcation Mersy-portsl_wer i configured in e WebSphsre Applcabion Server regosiory
SECHMO0L Succassfuly updaled the application Fersy-portal_war wih the sppContestiDFerSseurty information.
ADMASHIE The clearup of the femp drectory for sgpication iMeray-porial_war is complete

ADMASI 3 bpphcation Kiermy-portsl_war instaled successfully.

Application liferay-portal_war installad successiully

To staet the apphcabion, first save changess bo he master configuration.

Save to Master Configuation

To wiork with instadec! appbcations, clol the “Manmg Anpcatons® Butan
Bbannans Apadicinne

11.Save this configuration to master configuration by clicking on System administration and Save
Changesto Master Repository.

Start Liferay Portal

1. Applications.

a Click Enterprise Applications.
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Enterprise Applications =

Enterprise Applications
Lizts installed applications. A single application can be deplayed onto multiple servars,

Preferences

Start | Stap | Install Uninstall Update Faollout Update | Femowve File Export Export DL

4 43
0 [ (2
Select Marme o Status ¢

- Defaultépplication
BlantzBuWebSphere
SamplezGallery
ivtipp

liferay-portal war

[ i .
% 8 ¥ F F F

uer

Total 6

b. Uninstall DefaultApplication, PlantsByWebSphere and SamplesGallery.
c. Select liferay-portal.war, click start
2. Open up browser and point to http://localhost:9080. Liferay portal home page should be seen.
3. Edit your Stop the Server shortcut to set the user id and password. If you don't do this, you will not be
able to stop the server after you restart WebSphere: " C: \ Pr ogr am
Fi | es\ WebSpher e\ AppServer\ bi n\ st opServer. bat" serverl -user system
- password password

4. Stop Websphere and retart it. Login on with 'system’ for username and ‘passwor d' for password.

2. Databases

Please note that this documentation uses MySQL as the database. To use other databases, please
subsitute that database JDBC driver and configure accordingly. Consult your Database documentation
for more details. Below are notes for known special case instructions for other databases.

2.1. Oracle

For Oracle 9 and 10 use jdbc driver ojdbcl4.jar
[http:/Iwww.oracle.com/technol ogy/software/tech/javalsglj_jdbc/htdocs/jdbc_10201.html]

For Oracle 10, aso follow this step:

1. Edit portal.properties and add:

hi ber nat e. j dbc. bat ch_si ze=0

Do not use the default setting of 20.
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Chapter 4. Configuring Liferay Portal
Paths

Liferay Portal's configuration isheld intwo files: por t al . properti es and

system properti es. After instaling the portal both files can be found in:

» Professiona edition: WAR- FI LE/ VEEB- | NF/ cl asses

» Enterprise edition: EAR- FI LE/ portal -ej b

The location of the WAR or EAR files will depend on the application server. Check its documentation if
you cannot find them. It is not recommented to directly modify port al . properti es and
system properti es. Instead create two filesnamed por t al - ext . properti es and
system ext . properti es.and writein only the properties whose values you want to override.
These two files can be placed with the original one or in the global classpath of the application server.
It is recommended to review and adjust the values of the following properties (shown with their default
values at the time of writting):

« auto.deploy.deploy.dir=/home/liferay/deploy: necessary to enable autodeploy

* lucene.dir=/home/liferay/lucene/: necessary for search to work

* jcr.jackrabbit.repository.root=/home/liferay/jackrabbit: necessary for the document library

For more information about this files and the configuration possibilities provided by Liferay, read the
Liferay Portal 4 - Customization Guide.
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Chapter 5. Integration with Exter nal
Systems

This chapter covers the steps necessary to integrate Liferay Portal with external systems. This
configuration may be necessary for the correct operation provided by some the bundled portlets.

1. Mail Servers

Liferay Portal can integrate with Washington IMAP+Sendmail, Cyrus IMAP+Postfix, and
Dovecot+Postfix. Support for integration with Microsoft Exchange and other IMAP servers are planned
and will be implemented in the near future.

The portal synchronizes with the mail server's user authentication by adding a mail server account when
aportal account is added, deleting a mail server account when a portal account is deleted, and updating a
mail server account when a portal account is updated. To do this, the portal must have privileges to
modify and to update the mail server's user database.

The portal must also keep track of how email addresses map to certain accounts. For example, in the
default installation, the portal mapstheuser id | i f er ay. com 1 to the email address
test@iferay.com

One possible deployment scenario isto run the mail EJBs on the mail server and run the portal EJBs on
the web server. In this case, the mail server and web server are two different machines. The portal EJBs
will give abstract commands (add/del ete/update user) to the remote mail EJBsto carry out. The mail
EJBs then run the appropriate system commands for the specific mail server and operating system.

Another possible deployment scenario is to have the mail EJBs and portal EJBS run on the same
machine. This can all be configured by editing por t al . properti es.

Users access their email through an IMAP server. Accessis limited to IMAP so that the portal does not
have to be programmed to know where to persist the mail.

1.1. Washington IMAP+Sendmail

1. Install Sendmail and Expect on your mail server. Expect allows you to add, delete, or update usersin
one command. An example script for Red Hat isincluded in /mail-ejb/scripts/redhat.

2. Configure /portal-€jb/classes/portal .properties for your mail server.

3. Thefollowing instructions assume:

* The server envronment is linux

» Theserver nameiscalled PORTAL_HOST

* You arelogged in asroot

» Thedistributionis Liferay Portal Professional 3.2.0 (Bundled with Tomcat)
» Tomcat isinstalled at /usr/local/tomcat

» Tomcat isrunning under the user named tomcat, group name tomcat
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* You are using sendmail for email
* Portal sendmail users are created under the path /home/liferay/users

* sendmail isrunning on PORTAL_HOST

# Install expect command
apt-get install expect

# G ve tonctat user a password
passwd tontat

#gi ve tontat user a |ogin shel
vi /etc/passwd
toncat : x: 500: 500: : /usr/ | ocal /tontat : / bi n/ bash

# Use sudo to allow tontat to add users
vi sudo

Defaults | ogfile=/var/l og/sudol og
Def aul ts: t ontat timestanp_tinmeout=-1, passwd tries=1
toncat ALL=/usr/sbin/adduser, /usr/sbin/userdel, /usr/bin/passwd

# Enabl e UWi map
vi /etc/xinet.d/imp

# default: off
# description: The | MAP service allows renpte users to access their
mai | using \

# an | MAP client such as Mutt, Pine, fetchmail, or
Net scape \
# Conmuni cat or .
service imp
socket _type = stream
wai t = no
user = root
server = /usr/sbin/impd

| og_on_success += HOST DURATI ON
log on failure += HOST

di sabl e no

# Restart the xinetd deanpn
/etc/rc.d/init.d/ xinetd restart
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# Add Tontat mail/ Mil Session settings
vi fusr/local/tontat/conf/Catalinal/local host/Iliferay.xm

<par anet er >
<nanme>nai | . snt p. host </ nanme>
<val ue>l ocal host </ val ue>

</ par anet er >

<par amnet er >
<nane>mai | . i map. host </ nane>
<val ue>l ocal host </ val ue>

</ par anet er >

<par anet er >
<nane>mai | . st ore. pr ot ocol </ nane>
<val ue>i map</val ue>

</ par anet er >

<par anet er >
<nane>nmi | . transport. protocol </ name>
<val ue>snt p</ val ue>

</ par anet er >

<par anet er >
<nane>mai | . pop3. host </ nane>
<val ue>l ocal host </ val ue>

</ par anet er >

# Make the emai|l mapping table witable by tontat
chnod 664 fetc/mail/virtusertable

chnod 664 /etc/mail/virtusertable.db

chgrp tonctat /etc/mail/virtusertable

# Create lucent paths
nkdir /usr/local/tontat/liferay/lucene

# Create sendmail users path
nkdir /hore/liferay
nkdir /home/liferay/users

chown -R tontat /hone/liferay
chgrp -R tontat /hore/liferay
chnod -R 660 [ hore/liferay

# Create custom portal properties
# see http://ww.liferay.con static/content/portal.properties.htm

vi /usr/local/tontat/conmmon/cl asses/ portal -ext.properties

mai | . hook.inpl =comliferay.mail.util.Sendmail Hook

mai | . mx. updat e=true

mai | . hook. sendnmi | . add. user=/usr/| ocal /t ontat/ bi n/ aut ouseradd %1%
mai | . hook. sendnmi | . change. passwor d=/usr/ | ocal /t ontat/ bi n/ aut opasswd
%% %R %

mai | . hook. sendnmi | . del et e. user=/usr/ | ocal /t ontat/bi n/ aut ouserdel %%
mai | . hook. sendnmi | . home=/ hone/ | i f er ay/ users

mai | . hook. sendrmai | . virtusertabl e=/etc/mail/virtusertable

mai | . box. styl e=mai | /

38



Integration with External Systems

mai | . user nane. repl ace=true

passwor ds. al | ow. di cti onary. wor d=f al se

mai | . j unk-mai | . warni ng. si ze=512000

mai | . t rash. war ni ng. si ze=512000

mai | . attachment s. max. si ze=3072000

mai | . audit.trail =r oot @ORTAL_HCST
lucene.dir /usr/local/tonctat/liferay/lucene/

# Create change password command
vi /usr/local/tontat/bin/autopasswd

#!/ usr/ bi n/ expect -f
set password [lindex $argv 1]

spawn sudo /usr/bin/passwd [lindex $argv 0]
expect -i  $spawn_id "password: "

sleep .5

send "$password\r"

expect "password:"W

sleep .5

send "$password\r"”

expect eof

# Create user add command
vi /usr/local/tontat/bi n/ aut ouser add

#!/ usr/ bin/ expect -f

# 1st argunent is the user id to add.

# Note: setting mail.username.replace=true in

/ common/ cl asses/ portal -ext. properties

# wll replace the ."s with 's in userid, which is required for
['i nux

set userid [lindex $argv 0]
spawn sudo /usr/sbin/adduser $userid -s /bin/false
expect eof

# Create user renpve conmand
vi /usr/local/tontat/bin/autouserde

#!/ usr/ bi n/ expect -f

# 1st argunent is the user id to renpve

# Note: setting nmil.usernane.replace=true in

/ conmon/ cl asses/ portal - ext. properties

# wll replace the .'"s with 's in userid, which is required for
i nux
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set userid [lindex $argv 0]
spawn sudo /usr/sbin/userdel -r $userid
expect eof

# Set command file perm ssions

chnmod 700 /usr/ | ocal /tontat/ bi n/ aut opasswd
chown tontat /usr/local/tontat/bin/autopasswd
chgrp tontat /usr/local/tontat/bin/autopasswd
chnod 700 /usr/local /tontat/ bi n/ aut ouser add
chown tonctat /usr/local/tontat/bin/autouseradd
chgrp tontat /usr/local/tontat/bin/autouseradd
chnmod 700 /usr/ | ocal /tontat/ bi n/ aut ouser del
chown tontat /usr/l|ocal/tontat/bin/autouserdel
chgrp tontat /usr/local/tontat/bin/autouserdel

# Activate tontat sudo, so it never pronpts again

su tontat

/usr/local /tontat/bin/aut ouseradd baduser nane

/fusr/ | ocal /tontat/bin/aut opasswd baduser name asst 1453
/usr/local/tontat/ bin/ aut ouserdel badusernamne

exit

1.2. Cyrus I MAP+Postfix

1. Install Fedora Core 4 [http://fedora.redhat.com/].
For aminimal installation, choose to install a custom server. Deselect all packages groups. Select the
package groups. Text-based Internet, Mail Server, DNS Name Server, FTP Server, MySQL
Database, Network Servers, Development Tools, Legacy Software Development, Administration
Tools, and System Tools.
Make sure the following RPMs are al so selected. The packages cyrus-imapd and cyrus-imapd-utils
are only available in Fedora Core 2 and Fedora Core 4. They were not part of Fedora Core 1 and
needed to be compiled manually. In Fedora Core 4, they were moved to Extras and you will need to
use yum to install these packages.
Mail Server: +cyrus-imapd, +cyrus-imapd-utils
MySQL Database: +mysql-server
Development Tools: +expect
2. Update Fedora. This may take awhile even if you have afast connection.
rpm--inport /usr/share/rhn/ RPM GPG KEY-fedora yumlist yum upgrade
3. Turn off Sendmail.

chkconfig --level 3 sendnmmil off
/etc/rc.d/init.d/ sendnail stop
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4. Edit /etc/sysconfig/saslauthd.
Replace MECH=shadowwith MECH=pam
Turn on Cyrus SASL.

chkconfig --1evel 3 saslauthd on
/etc/rc.d/init.d/ saslauthd start

5. Download Cyrus IMAP. If you are using Fedora Core 2 or later, you can use the RPMs from Fedora:
cyrus-imapd and cyrus-imapd-utils. If you are using Fedora Core 1 or an earlier version of Red Hat,
download cyrus-imapd-2.1.16-6.src.rpm
[http://www.invoca.ch/pub/packages/cyrus-imapd/2.1/cyrus-imapd-2.1.16-6.src.rpm] and build the
RPM for your environment from the source distribution.

Build Cyrus IMAP.

rpmbuild --rebuild cyrus-imapd-2.1.16-6.src.rpm
Install Cyrus IMAP.

rpm -i cyrus-imapd-2.1.16-6.i386.rpm

rpm -i cyrus-imapd-utils-2.1.16-6.i386.rpm

Turn on Cyrus IMAP.

chkconfig --level 3 cyrus-imapd on

[etc/rc.dfinit.d/cyrus-imapd start

6. Download the source distribution of Postfix
[http://ftp.wl0.org/official/2.1/SRPM S/postfix-2.1.6-1.src.rpm].

Install Postfix with support for MySQL and Cyrus SASL.
rpm -ivh postfix-2.1.6-1.src.rpm

cd /usr/src/redhat/SOURCES

bash

export POSTFIX_MYSQL_REDHAT=1
export POSTFIX_SASL=2

export POSTFIX_TLS=1

sh make-postfix.spec
exit
cd /usr/src/redhat/SPECS

rpmbuild -ba postfix.spec
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cd /usr/src/redhat/RPM S/i386
rpm -i --for ce postfix-2.1.6-1.mysgl.sas 2.t1s.fc4.i386.r pm

. Download the source distribution of PAM MySQL
[http://www.invoca.ch/pub/packages/cyrus-imapd/contrib/pam_mysgl-0.5-0.src.rpm].

Install PAM MySQL.

rpm -ivh pam_mysgl-0.5-0.src.rpm
cd /usr/src/redhat/SPECS
rpmbuild -ba pam_mysql.spec

cd /usr/src/redhat/RPM S/i386

rpm -i pam_mysql-0.5-0.i386.rpm

. Copy /mail-gjb/scripts/fedora/cyrus/mysql_virtual.cf to /etc/postfix/mysgl_virtual .cf. Modify
mysql_virtual.cf to point to your MySQL database.

Edit /etc/postfix/virtual. Add the lineyour donai n. com anyt hi ng for each virtual domain that
Postfix will manage. A correspending entry is needed in the MySQL database so that email to
postmaster @yourdomain.com can be delivered to a Cyrus IMAP account.

Transform /etc/postfix/virtual to aformat Postfix can read.
postmap /etc/postfix/virtual

Edit /etc/postfix/master.cf. Replace the two instances of / cyr us/ bi n/ del i ver with
[fusr/lib/cyrus-inmapd/ deliver.Addthesetwo lines:

procrmail unix - n n - - pi pe
fl ags=R user=cyrus argv=/usr/bin/procmail -t -m USER=${user}

EXTENSI ON=${ ext ensi on} /home/ cyrus/procnailrc

Edit /etc/postfix/main.cf. Add these lines:

#

# Custom Settings

#

nmynet works = 127.0.0.0/8, 192.168.0.0/16, 128.135.12.7/32

mai | box_command = /usr/bin/procmail -t -a "$EXTENSI ON'
mai | box_transport = procnail

virtual _maps = hash:/etc/postfix/virtual,
nysql : / etc/ postfix/mysqgl _virtual.cf

sntpd_recipient _restrictions = permt_nynetworks,

check client_access hash:/etc/ postfix/pop-before-smp,
check_rel ay_donmai ns

Set mynet wor ks to the IPs that are allowed to connect to Postfix. Turn on Postfix.
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chkconfig --level 3 postfix on
[etc/rc.d/init.d/postfix start

9. Copy /mail-ejb/scripts/fedora/cyrus/procmailrc to /home/cyrus/procmailrc. Make sure the cyrus user
can access the script.

chown cyrus:mail /home/cyrus
chown cyrus:mail /home/cyrus/procmailrc.

Copy /mail-gjb/scripts/fedora/cyrus/cyrus adduser to /usr/bin/cyrus_adduser. Edit cyrus_adduser and
replace localhost with the mail server's host name. Make sure the script can be executed.

chmod u+x /usr/bin/cyrus_adduser.

Copy /mail-gjb/scripts/fedora/cyrus/cyrus_userdel to /usr/bin/cyrus_userdel. Edit cyrus_userdel and
replace localhost with the mail server's host name. Make sure the script can be executed.

chmod u+x /usr/bin/cyrus_userdel.

Note

If you copy cyrus adduser and cyrus_userdel from a Windows environment to a Linux environment, you
need to run dos2unix cyrus_adduser to convert the file so that Linux can read the file correctly.

10.Edit /etc/pam.d/pop so that POP authentication is checked via MySQL . Remove the current lines and
add these lines:

#Y%PAM 1. 0

aut h sufficient pamnysql.so user=dbuser passwd=dbpassword

host =127. 0. 0.1 db=cyrus

t abl e=CyrusUser usercol um=userld passwdcol utm=password_ crypt =0

account required pam nysql.so user=dbuser passwd=dbpassword

host =127.0.0. 1 db=cyrus
t abl e=CyrusUser usercol um=userld passwdcol utm=password_ crypt =0

Edit /etc/pam.d/imap so that IMAP authentication is checked via MySQL . Remove the current lines

and add these lines:

#YPAM 1. 0

aut h sufficient pamnysql.so user=dbuser passwd=dbpassword

host =127. 0. 0.1 db=cyrus

t abl e=CyrusUser usercol um=userld passwdcol utm=password_ crypt =0

account required pam nysql.so user=dbuser passwd=dbpassword

host =127. 0. 0. 1 db=cyrus

t abl e=CyrusUser usercol um=userld passwdcol utm=password_ crypt =0
11.Turn on MySQL.

chkconfig --level 3 mysgld on

letc/rc.dfinit.d/mysgld start

Configure MySQL so that it can be accessed by the username dbuser and password dbpassword.
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use mysql;

insert into user values ('127.0.0.1', " dbuser", password(" dbpassword"), " Y","Y","Y","Y",
YT Y Y Y Y Y Y Y,

Create the database and tables that will be used to authenticate IMAP users.

create database cyrus;

usecyrus,

createtable CyrusUser (userld varchar (75) not null primary key, password_ var char (75) not
null );

createtable CyrusVirtual ( emailAddressvar char (75) not null primary key, userld varchar (75)
not null );

The Expect scriptscyr us_adduser andcyrus_user del that are used to add and delete Cyrus
IMAP users require a default cyrus user to authenticate with.

insert into CyrusUser (userld, password_) values (‘cyrus, 'cyrus password');

Every virtual domain requires a postmaster@yourdomain.com entry so that email to
postmaster @yourdomain.com can be delivered to a Cyrus IMAP account.

insert into CyrusVirtual (emailAddress, userld) values (‘postmaster @yourdomain.com’,
'your_domain_1');

Create a default account for your_domain_1.
insert into CyrusUser (userld, password_) values ('your_domain_1', 'your_password');

insert into CyrusVirtual (emailAddress, userld) values ('joe.blogs@yourdomain.com’,
'your_domain_1');

quit;
cyrus_adduser cyrus password your_domain_1
12.Turn on SpamAssassin.
chkconfig --level 3 spamassassin on
[etc/rc.d/init.d/spamassassin start
13.Download ClamAYV [http://crash.fce.vutbr.cz/crash-hat/3/clamav/clamav-0.86.1-1.i386.rpm].
Install ClamAV.
rpm -i clamav-0.86.1-1.i386.rpm
Turn on ClamAV.
chkconfig --level 3 clamd on

letc/rc.d/init.d/clamd start
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Download ClamAssassin [http://drivel.com/clamassassin/clamassassin-1.2.2.tar.gz].
Install ClamAssassin.

gunzip clamassassin-1.2.2.tar.gz

tar xvf clamassassin-1.2.2.tar

cd clamassassin-1.2.2

Jconfigure

cp clamassassin /usr/local/bin

Edit /usr/local/bin/clamassassin.

Set SUBJECTHEADto "[ VI RUS] ".

14.Copy /mail-ejb/scripts/fedora/cyrus/procmail_vacation to /usr/local/bin/procmail _vacation. Make
sure the script can be executed.

chmod u+x /usr/local/bin/procmail_vacation.
Download SendEmail [http://caspian.dotconf.net/menu/Software/SendEmail/sendEmail-v1.52.tar.gz] .
Install SendEmail.
gunzip sendEmail-v1.52.tar.gz
tar xvf sendEmail-v1.52.tar
cd sendEmail-v1.52
chmod u+x sendEmail
chown cyrus:mail sendEmail
cp sendEmail /usr/local/bin
15.Download the source distribution of Pop-before-smtp [http://sourceforge.net/projects/popbsmtp] .
Pop-before-smtp requires perl-TimeDate and perl-Net-Netmask.
Install perl-TimeDate from the distributed RPM.
Install perl-Net-Netmask.
perl -MCPAN -e'install Net::Netmask'
Install Pop-before-smtp.
gunzip pop-before-smtp-1.38.tar.gz
tar xvf pop-before-smtp-1.38.tar
cd pop-before-smtp-1.38

chown root:root *
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cp pop-befor e-smtp.init /etc/rc.d/init.d/pop-before-smtp
cp pop-before-smtp /usr/sbin/
cp pop-befor e-smtp-conf.pl /etc

Edit /etc/pop-before-smtp-conf.pl by uncommenting and modifying certain sections so it matches the
following information.

$dbfile = '/etc/postfix/pop-before-sntp';
$grace = 120*60;

# Set the log file we will watch for pop3d/inmapd records.
$file_tail{'name'} = '/var/log/maillog";

# For Cyrus (including a tweak for I P addrs that don't resolve):
$pat = "M(... .. ..o ) S+ (?2:pop3d|imapd)\[\d+\]: !
Turn on Pop-before-smtp.
chkconfig --level 3 pop-before-smtp on
[etc/rc.d/init.d/pop-befor e-smtp start
16.Restart your mail server.

shutdown -r now

1.3. Dovecot+Postfix

First build ageneric Liferay email hook, ShellHook.java, that shells out all of the email methods. Y ou
install it by adding these lines to portal-ext.properties:

mai | . hook. i mpl =com liferay. mail.util. Shell Hook

mai | . hook. shel | . scri pt=/usr/sbin/mailadm n. ksh

mai | . box. styl e=I NBOX

We next built a generic Korn Shell Script, mailadmin.ksh, that implements each method for Dovecot, or
any other email system you want. It supports an interactive command line interface for testing:

mai | adm n. ksh --hel p
mai | admi n. ksh
mai | adm n. ksh addForward [userld] [enail Addresses]

mai | admi n. ksh addUser [userld] [password] [firstNane] [niddl eNane]
[l ast Nane] [enmil Address]

mai | adm n. ksh addVacati onMessage [user|d] [enail Address]
[ vacat i onMessage]

mai | adm n. ksh del et eEmai | Addr ess [user|d]
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mai | admi n. ksh del et eUser [userld]

mai | adm n. ksh updat eBl ocked [userld] [bl ockedEmail Address]
mai | admi n. ksh updat eEnai | Address [user|d] [enail Address]
mai | adm n. ksh updat ePassword [userld] [password]

All of the codeisin SVYN. mailadmin is at: mail-ejb/scripts/fedora’lksh/mailadmin.ksh Here are the
step-by-step installation instructions:

# Edit SASL-auth authentication to use MySQL with the Postfix setup

vi /etc/pamd/smp

#YPAM 1. 0

auth sufficient pamnysql.so user=DBUSR passwd=DBPASSWD host =127.0.0. 1
db=rmai | tabl e=postfix_users usercol um=enmai| passwdcol utm=cl ear

crypt =0

account required pam mysql.so user=DBUSR passwd=DBPASSWD

host =127.0.0. 1 db=mai |l tabl e=postfix_users usercol um=enai |

passwdcol um=cl ear crypt=0

# CONFI GURE VIVAI L USER AND ENAI L PATHS

groupadd -g 510 vnail

useradd -u 510 -g vmail vmail
nkdir -p /var/vmail/EMAI LDOVAI N
chown -R vmail:vmail /var/vmail
chnmod -R 770 /var/vmai |

# Add vrmail user to tontat group and tontat user to vmail group

# Note the vrmail uid, 510, is inserted into the postfix_users table
bel ow

vi [etc/group

t ontat : x: 500: vmai |

vmai | : x: 510: t oncat

# CONFI GURE MYSQL
# Add DBUSR to MySgl database for managing email tables

nmysqgl -u root -p

use nysql;

insert into user values ('127.0.0.1', "DBUSR',

OI d_passv\nr d( n wPASSVDI) , n Yll , n Yll , n Yll , n Yll , n Yll , n Yll , n Yll , n Yll , n Yll ,
"Y"' "Y"' "Y"' "Y"' "Y");

comit;

qui t

# Login as email user and build enail database, "mail", and postfix
t abl es
nysql -u DBUSR -p
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create database nail;
use mail ;

CREATE TABLE postfix_alias (
idint(11) unsigned NOT NULL auto_i ncrenent,
alias varchar(128) NOT NULL def aul't ',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)
) TYPE=MyI SAM
CREATE TABLE postfix_rel ocated (
idint(11) unsigned NOT NULL auto_increment,
emai | varchar(128) NOT NULL default '',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)
) TYPE=MyI SAM

CREATE TABLE postfix_transport (
idint(11) unsigned NOT NULL auto_increnent,
donai n varchar (128) NOT NULL def ault ',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (id),
UNI QUE KEY donai n (donai n)

) TYPE=MyI SAM

CREATE TABLE postfix_users (

idint(11) unsigned NOT NULL auto_i ncrenent,
emai | varchar (128) NOT NULL default '',

cl ear varchar(128) NOT NULL default "',

crypt varchar(128) NOT NULL default "',

nane tinytext NOT NULL,

uid int(11) unsigned NOT NULL default '1004',
gid int(11) unsigned NOT NULL default '1004',
honedi r tinytext NOT NULL,

mai | dir tinytext NOT NULL,

guota tinytext NOT NULL,

access enun('Y',"N ) NOT NULL default "Y',
postfix enum('Y' ,"N ) NOT NULL default 'Y,
PRI MARY KEY (id),

UNI QUE KEY email (email)
) TYPE=My| SAM

CREATE TABLE postfix_virtual
idint(11) unsigned NOT NULL auto_increnent,
emai | varchar(128) NOT NULL default "',
destination varchar(128) NOT NULL default "',
PRI MARY KEY (i d)

) TYPE=M/I SAM

CREATE TABLE postfix_access (

idint(10) unsigned NOT NULL auto_increnent,

source varchar(128) NOT NULL default '',

access varchar(128) NOT NULL default '',

type enun('recipient','sender','client') NOT NULL default
"recipient"',

PRI MARY KEY (id)

) TYPE=My| SAM

commi t;
# Add an emmni|l donmin

I NSERT | NTO " postfix_transport™ VALUES
(3, EMAILDOVAIN , "virtual :');
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# Add an emmil user (automated by Liferay using Shell Hook, and

mai | adm n. ksh)

# vmail uid is 510

| NSERT | NTO " postfix_users’ VALUES

(17,' LI FERAYUSR@EMAI LDOVAI N, ' LI FERAYPWD , ' ', "', 510, 510,"'/var/vmail',' EMAI LDOVAI N
# Add an ermail forward

I NSERT | NTO "postfix_virtual = VALUES

(27,' LI FERAYLOG N, ' LI FERAYUSR@EMAI LDOVAI N ) ;

comm t;
qui t

# CONFI GURE POSTFI X

cd /etc/postfix/
rm-rf ssl/
rm-rf sasl/

vi [etc/postfix/nysql-aliases.cf
user = DBUSR

password = DBPASSWD

dbname = il

table = postfix_alias

select _field = destination
where_field = alias

hosts = 127.0.0.1

vi [etc/postfix/nysqgl-client.cf

user = DBUSR

password = DBPASSWD

dbnane = nai

table = postfix_access

select field = access

where field = source

additional _conditions = and type = 'client
hosts = 127.0.0.1

vi [etc/postfix/nysql-recipient.cf

user = DBUSR

password = DBPASSWD

dbname = nmi

table = postfix_access

select _field = access

where field = source

addi tional _conditions = and type = 'recipient
hosts = 127.0.0.1

vi [etc/postfix/nysql-relocated. cf
user = DBUSR

password = DBPASSWD

dbname = mai l

table = postfix_rel ocated

select field = destination
where_field = email

hosts = 127.0.0.1
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vi [etc/postfix/nysql-sender. cf

user = DBUSR

password = DBPASSWD

dbnane = nmail

tabl e = postfix_access

select _field = access

where field = source

additional _conditions = and type = 'sender'
hosts = 127.0.0.1

vi [etc/postfix/nysql-transport.cf
user = DBUSR

password = DBPASSWD

dbnane = nai

table = postfix_transport

select field = destination

where field = domain

hosts = 127.0.0.1

vi /etc/postfix/nysqgl-virtual-gid.cf
user = DBUSR

password = DBPASSWD

dbname = nmi

table = postfix_users

select field = gid

where field = enmail

addi tional _conditions = and postfix ="'y
hosts = 127.0.0.1

vi [etc/postfix/nysql-virtual-maps. cf
user = DBUSR

password = DBPASSWD

dbname = mai l

table = postfix_users

select field = maildir

where field = emil

addi tional _conditions = and postfix ="'y
hosts = 127.0.0.1

vi /etc/postfix/nysqgl-virtual-uid. cf
user = DBUSR

password = DBPASSWD

dbname = mai l

tabl e = postfix_users

select field = uid

where field = email

addi tional _conditions = and postfix ="'y
hosts = 127.0.0.1

vi [etc/postfix/nysql-virtual.cf
user = DBUSR

password = DBPASSWD

dbname = il

tabl e = postfix_virtual

select _field = destination
where field = email

hosts = 127.0.0.1

chnod 640 /etclpostfix/nysql-*
chown root: postfix /etc/postfix/nysql-*
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vi [etc/postfix/min.cf

# see /usr/share/postfix/min.cf.dist for a coomented, fuller version
of this file.

# Do not change these directory settings - they are critical to
Postfix operation.

conmand_directory = /usr/sbin

daermon_directory = /usr/libexec/ postfix

programdirectory = /usr/libexec/postfix

smt pd_banner = $nyhost nane ESMIP $mai | _nane

setgi d_group post drop

biff = no

append_dot _mydonain = no

nyhost name = EMAI LDOVAI N

nyorigin = $nmyhost name

nydestinati on = EMAI LDOVAI N, $transport_naps

rel ayhost =

nynetworks = 127.0.0.0/8

mai | box_comand =

mai | box_size |imt =0

recipient_delimter = +

snt pd_sasl _auth_enabl e = yes

sntpd_recipient restrictions = permt_sasl_authenticated,
permt_nynetworks, reject_unauth_destination

snt pd_sasl _security_options = noanonynous

snt pd_sasl | ocal donmal n = $nyhost nane
broken_sasl _auth _clients = yes
sntpd_recipient_restrictions = permt_mynetworKks,
permt_sasl _authenticated, check_recipient_access

nysql : /etc/ postfix/nysqgl-recipient.cf, reject_unauth_destination
permt

snt pd_sender _restrictions = check_sender_access

nmysql :/ etc/ postfix/mysql -sender. cf

sntpd _client _restrictions = check client_access

nysql :/etc/ postfix/mysql-client.cf

alias_maps = nysql :/etc/postfix/nysql-aliases.cf

rel ocated _nmaps = nysql:/etc/postfix/nysql-rel ocated. cf
transport _maps = nysql:/etc/postfix/nmysqgl-transport. cf
virtual _maps = nysql :/etc/ postfix/nysql-virtual.cf
virtual _nail box_base = /var/vnai

virtual _mail box_maps = nysql :/etc/ postfix/nysql-virtual - maps. cf
virtual _uid_maps = nysql:/etc/postfix/nmysql-virtual -uid.cf
virtual _gid_maps = nysql:/etc/postfix/mysql-virtual-gid.cf
| ocal recipient_nmaps = $alias_maps $virtual _mail box_maps

chnod 644 [ etc/ postfix/ min.cf
chown root:root /etc/postfix/min.cf

vi [etc/postfix/mster.cf
sntp inet n - n - - snt pd

pi ckup fifo n - n 60 1 pi ckup
cl eanup uni x n - n - 0 cl eanup
qnor fifo n - n 300 1 qnor
rewite uni x - - n - -
trivial-rewite

bounce uni x - n - 0 bounce
def er uni x - - n - 0 bounce
trace uni x - - n - 0 bounce
verify uni x - - n - 1 verify
flush uni x n - n 10007 0 flush
proxymap unix - - n - - pr oxynmap
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sntp uni x - - n - - sntp
rel ay uni x - - n - - sntp
showg uni x n - n - - showg
error uni x - - n - - error

| ocal uni x - n n - - | oca
virtual uni x - n n - - virtua
Inmp uni x - - n - - Inmp
anvi | uni x - - n - 1 anvi
mai l drop unix - n n - - pi pe

fl ags=DRhu user=vmi | argv-/usr/local/bin/naildrop -d ${recipient}
ol d-cyrus unix - n n pi pe
flags=R user=cyrus argv=/usr/lib/cyrus- |napd/del|ver -e -m
${ ext ensi on} ${user}
cyrus uni x - n - pi pe

user =cyrus argv= /usr/l|b/cyrus |napd/del|ver -e -r ${sender} -
${ext ensi on} ${user}

uucp uni x - n n - pi pe

fl ags=Fghu user=uucp argv=uux -r -n -z -a$sender -
$next hop! rmai | . postfix ($reC|p|ent)

i fmail uni x - - pi pe
flags=F user=ftn argv= /usr/llbllfna|I/|fna|I -r $next hop ($recipient)
bsmt p uni x - n n pi pe

fl ags=Fg. user=foo argv= /usr/local/sb|n/bsntp -f $sender $next hop
$reci pi ent

procrmail unix - n n - pi pe

fl ags=R user=cyrus argv= /usr/b|n/procna|l -t -m USER=${user}
EXTENSI ON=${ ext ensi on} /home/ cyrus/procnailrc

chnod 644 /etcl/postfix/ master.cf
chown root:root /etc/postfix/master.cf

# CONFI GURE DOVECOT

cd

wget

http://dag. w eers. com packages/ dovecot/ dovecot-0.99.13-1. 1. el 3.rf.i 386.rpm
apt-get install rh-postgresqgl-Iibs

rpm-Uvh dovecot-0.99.13-1.1.el3.rf.i386.rpm

vi /etc/dovecot. conf

protocols = imaps pop3s i map pop3

ssl _disable = yes

ssl_cert_file = /etc/ssl/certs/dovecot. pem
ssl _key file = /etc/ssl/private/ dovecot. pem

login = imp

| ogi n_executabl e = fusr/Ilibexec/dovecot/imp-I|ogin
[ ogin = pop3

| ogi n_executabl e = /usr/libexec/dovecot/ pop3-1ogin
mai | _extra_groups = nai

default _mail _env = maildir:/var/vmail/ %/ %/ Mail dir
i map_execut abl e = /usr/|ibexec/ dovecot/i map
pop3_executable = /usr/libexec/ dovecot/ pop3

auth = default

aut h_nmechani sns = plain

aut h_defaul t _real m = EMAI LDOVAI N

aut h_userdb = nysql /etc/dovecot-nysql.conf
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aut h_passdb = nysql /etc/dovecot-nysql.conf
aut h_user = root
aut h_verbose = yes

vi [etc/dovecot-nysql. conf
db_host = 127.0.0.1

db_port = 3306

db = mail

db_user = DBUSR

db_passwd = DBPASSWD

db client flags = 0

defaul t _pass_schene = PLAIN

password_query = SELECT cl ear FROM postfix_users WHERE emai|l ="' %@d’
or ennil = '9%@NAl LDOVAI N

user_query = SELECT maildir, uid, gid FROM postfix_users WHERE emai |l =
"%@d’ or email = ' Y%M@EMAI LDOVAI N

# CONFI GURE LI FERAY

# configure mail adm n. ksh
cp mail adm n. ksh /usr/sbhin
vi  /usr/sbin/mailadm n. ksh

DOVAI N=EMAI LDOVAI N # Domai n bei ng managed
MYSQL_USERNANME=DBUSR # MySQ. user
MYSQL_PASSWORD=DBPASSWWD # MySQ. password

TOMCAT_UI D=500 # Mail File Creation user id -
t ontat

VMAI L_d D=510 # Mail File Creation group id -
vimai |

chnod 750 /usr/sbin/miladm n. ksh

chown tontat:toncat /usr/sbin/miladm n. ksh

# create mailadmin log file

t ouch /var/ | og/ mail adm n. | og
chnod 660 /var /| og/ mail admi n. | og
chown toncat:toncat /var/log/ mailadm n. | og

# configure Liferay to use mail adm n. ksh

vi /usr/local/tontat/comon/cl asses/ portal -ext. properties
mai | . hook. i npl =com liferay.mail.util.Shell Hook
mai | . hook. shel | . scri pt=/usr/sbhin/miladm n. ksh
mai | . box. st yl e=l NBOX

# update these JARs with |atest from SVN HEAD
fusr/local/toncat/comon/lib/ext/mail-ejb.jar -> add
comliferay.mail.util.ShellHook. cl ass
[fusr/local/toncat/common/lib/ext/portal-ejb.jar -> update
comliferay.portal.util.PropsUil.class
/usr/local/tontat/comon/lib/ext/portal-ejb.jar -> update
comliferay.util.StringUtil.class

# Configure Tontat
#add mai | / Mai | Sessi on settings

vi /usr/local/tontat/conf/Catalinal/local host/liferay.xm
<par anet er >
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<nane>mai | . snt p. host </ nane>
<val ue>l ocal host </ val ue>
</ par anet er >
<par anet er >
<nanme>nai | . i map. host </ name>
<val ue>l ocal host </ val ue>
</ par anet er >
<par amnet er >
<nane>mai | . st ore. pr ot ocol </ nane>
<val ue>i map</ val ue>
</ par anet er >
<par anet er >
<nane>mai | . transport. prot ocol </ nane>
<val ue>snt p</ val ue>
</ par anet er >
<par anet er >
<name>mai | . pop3. host </ nanme>
<val ue>l ocal host </ val ue>
</ par anet er >

# Enabl e autostart on reboots
chkconfig postfix on
chkconfi g dovecot on

# Verify Install Commands

tail -f 50 /var/log/maillog
tail -f 50 /var/l og/ nessages

# Restart saslauthd before Postfix, so that Postfix doesn't start with

# a bad SASL setup, otherwise it doesn't answer sntp requests
/etc/init.d/saslauthd restart

# make sure saslauthd restarts
ps -ef | grep saslauthd | grep -v grep

# make sure postfix restarts
/etc/init.d/ postfix restart
ps -ef | grep postfix | grep -v grep

# make sure dovecot restarts
/etc/init.d/ dovecot restart
ps -ef | grep dovecot | grep -v grep

r eboot

# make sure everything starts
ps -ef | grep postfix | grep -v grep
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ps -ef | grep dovecot | grep -v grep
ps -ef | grep saslauthd | grep -v grep

# Test SMIP by sending an emmil to LI FERAYUSR@EMAI LDOVAI N

tel net | ocal host 25

EHLO EMAI LDOVAI N

MAI L FROM t est @ est. com

RCPT TO LI FERAYUSR@ENAI LDOVAI N
DATA

Test nsg

qui t

# Test SMIP by sending an email to alias LIFERAYLOG N

tel net | ocal host 25
EHLO EMAI LDOVAI N

MAI L FROM t est @ est. com
RCPT TO LI FERAYLOGE N
DATA

Test msg

qui t

#TEST | MAP by logging in as LI FERAYUSRGMAI LDOVAI N

tel net | ocal host imap

LOG N LI FERAYUSR@EMAI LDOVAI N LI FERAYPWD
STATUS "1 NBOX" ( MESSACES)

SELECT "1 NBOX"

FETCH 1 BODY[ HEADER]

LOGOUT

X X X X X

Test using usedld without a Donain nane
el net | ocal host inap

LOG N LI FERAYUSR LI FERAYPWD

STATUS "1 NBOX" ( MESSACES)

SELECT "1 NBOX"

FETCH 1 BODY[ HEADER]

LOGOUT

X X X X X =3t

1.4. Microsoft Exchange

Coming soon...

2. LDAP Integration

In this section you will learn about LDAP integration. The initial set of instructions will guide you
through the installation of the Apache directory server and an LDAP browser. The instructions will then

55



Integration with External Systems

guide you to input auser into the LDAP browser. After the user has been entered into the browser the
user will be integrated with Liferay Portal.

2.1. Installing Apache Directory Server

1. Go to www.apache.org [http://www.apache.org].
2. Click Directory.

3. Click Download.

N

. Click on the suggested mirror site for download.
. Click apacheds>stable>1.0>1.0 RC3>apacheds-1.0-RC3-win32-setup.exe
. Savefile.

. Click on the Apacheicon and follow the installation instructions.

0 N o o

. Click Start.

2.2. Installing LDAP Browser

1. Go to www.jxplorer.org [http://www.jxplorer.org].
2. Click Downloads>precompiled java package>Windows platform.
3. Savefile.

4, Click onthe LDAP browser icon and follow the installation instructions.

2.3. Inputting User in LDAP Browser

1. Open the LDAP browser.

2. Click File>Connect.
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® N o 0 9~ w

L

i

Open LDAP/DSML Connection

Hosk: |I|:u:alh|:|5t | Port:
Protocal: |LD.D.F' ] [1]
DSML Service: |

Cptional Yalues

Base DN; |

Security

Lewvel: | Anonymous [1]
User DM: | |
Password:
IUse a Template
[ Save ] default ¥ [ Delete ][ Defaulk

[ Ik, ][ Zancel ][ Help ]

. Change the port to 10389.
. Inthe L evel drop-down menu, choose User +Password.

. Insert ui d=admi n, ou=syst emin the User DN input field.

The password is secr et.

. Click Save and enter a name for the template.

. Right click on Example and click New.
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| i Set Entry Object Classes

Parent DN: dc=example,dc=com |
Enter RDN; | = |

Available Classes: Selected Classes:
groupOfNames :| '
groupOfUniqueMames

leeeBlZDevice _
inEkOrgPErson i
ipHosk
ipMetwark,

o i [T | —
-

1] (13

Add Remowve

9. Add inetorgperson to the Selected Class.

10.User Jane Smith will be added. Enter cn=janesmith in the Enter RDN field and click OK.

[ 7able Eibor

stirbute typs vaue

= Janesrith
ohiectClass JrtngPorson
ohjectClass orgariz StionsPerson
‘ohjectClass Tparson
ohyecttlass 1=

daserigtion
‘destinationindcstor
desplaihiome

e T
mingkrynaType
Faccmde
givenblame
haomestane

11.In the Table Editor enter Smith in the SN line.
12 Enter Jane in the givenName line.

13.For the mail enter janesmith@liferay.com.
14.For the userpassword enter test.

15.Click Submit.

2.4. Integration

1. With user Jane Smith entered into the LDAP browser, the user will now be integrated with Liferay
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Portal. Begin by logging into Liferay Portal asthe Administrator.
2. Theloginistest@liferay.com and the password is test.

3. Currently, Jane Smith’s profile exists only on the LDAP browser. To integrate her information into
Liferay Portal, click on the Userstab in the Admin portlet.

| Admin
Server Auto Deploy Enterprise Portlets Users

Liferay Portal Professional 4.1.1 (Cowper / Buidd 2101 / August 14, 2006)

Uptime; 00:02:45

Free Memory: 89,367,208 Bytes
Total Memory: 133,300,224 Bytes
Maximum Memorny: 532,742,144 Bytes

More Options =

4. Click Authentication.
5. Click LDAP.
6. Check the Enabled box.

Admin =

Usefs
Authentcation

LDAR

Enabled

Requred [

The LDAP URL fomat & 3o host:partfseanchan, where searohdn E'IZIEA'.""}EE- the initial search conbext for users and & optional For
marmphe: dap oo 309 ou=U5es, o = Exarnple

LIEL kel Viessaltad 1O 3B S domaxamphe. demagem

Principal LS, U

Credentals seores

7. If the Required box is checked only usersin the LDAP server will be ableto loginto Liferay Portal.
For this demonstration leave the box unchecked.

8. Liferay Portal supports other directory serversin addition to the ones provided. The Apache
Directory Server, Microsoft Active Directory Server, and Novell eDirectory comes preconfigured.
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(mail=@email_addrass@)

If the user is vabd and the user axits in the LDAP sanver but not in Liferay, the user wil be synchronized from the LDAP sarver to
Liferay. Below is a mapping of Liferay attributes and the pair name used to populate the Liferay field from LDAP.

userld=cn
passwordzuserPassword
amailaddress=mail
firsiName=ghventame
lasiName=3sn
jobTitle=title

Rarat Valugs
Uiy 7 :
Misrssoh Aclive Dirediory Sares
Movell eDirectony

9. Select the Apache Directory Server and click Save.

10.0nce Jane Smith logsin to her account on Liferay Portal and agrees to the terms of use, her user
information will be added to Liferay Portal. To demonstrate this, assume that Jane Smith has logged
into her account. While logged in as the Administrator, a search for Jane Smith will show that the
user has been integrated into Liferay Portal.

Enterprise Admin -
Users Locations ser Groups

First Name Middhe Name Last Name Email Address Active

jane Yy >

And | s | | Sasrch

Add Deactivate

[] Hame Job Title Location City Region Country
| Jana Smith title & (&

3. Chat Portlet

Note

Windows Firewall must be turned off for the Chat Portlet to run properly

1. Create afolder and name it Wildfire.

2. Download the Wildfire Server at www.jivesoftware.com. It is recommended that you download the
zipfile. If you do not have Java JRE on your machine you must use the .exefile.

3. Extract thefile to the Wildfire folder.
4. Open the Wildfire folder and click on bin.

5. Click on wildfire.exe.
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6. Click Launch Admin.

7. Proceed with configuring Wildfire based on your requirements.

8. To configure Wildfire with Liferay, open por tal-ext.properties (\webapps\Root\WEB-INF\classes).

9. Enter the following:

j abber . xnpp. server. enabl ed=t rue
reverse. aj ax. enabl ed=true

10.Save the changes.
11.To view the Chat Portlet go to Liferay Portal and signin as a user.
12 Add the Chat Portlet to you desktop.

4. CAS Server

Note

In a production environment the CAS server should run on its own Tomcat instance but for purposes of this
demonstration we will drop it in the same instance as Liferay Portal.

1. Go to the server.xml file and uncomment the SSL section to open port 8443.

['_' serversoml - Motepad : ‘lnlﬂ

File Edt Format Wiew Help

«l== Note : To use gzip compression you could set the following properties :

compression="on"

compressiorMinsize="2048"

nocompressionuseragents="gozi1la, traviata”

compressabledimeTypes"text hrml, Text,/xml "
——

) ——
<Cconnector port="5443" maxHttpHeadersize="§192"
maxThreads="150" minSpareThreads="25%" maxSpareThreads="75"
enableLookups="false” disableuploadTimeout="true"
acceprCount="100" scheme-"httqi“ secure="trua"
clientauth="fFalse" ssliProtocol="TLS"
URIEncoding="UTF-8" />
-3
¢!== pefine an AJP 1.3 Connector on port BOO9 --»
<CONNBCTOF POrt="8009"
enableLookups="false” redirectPort="8443" protocol="aJFP/1.3"
URIEncoding="uUTF-8" />

¢l== pefine a Proxied HTTP/Ll.1 Connector on port 8082 --x
<!-- see proxy documentation for more information about using this. --»
-
<Connector port="S8082"
maxThreads="150" minfpareThreads="25" maxSpareThreads="75"
enableLookups="falseM acceprCount="100" connectionTimeout="20000"
proxyPort="80" disableuploadTimecut="trua"
UrRIEncoding="UTF-8" />

4| | 3

to 0 --> ﬂ

¢! -- pefine a SSL WTTP/1.1 gonnector on port B443 --> _J

2. Save.
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3. Download the Li f er ay- port al - servi cem x-4. 2. 0. war filefrom
www.liferay/web/guest/downl oads.

4, Renamethefileto cas-web. war .
5. Copy the war file and paste it to the Tomcat webapps directory.

6. To download the Yale CAS Client 2.0.11 goto
http://www.ja-sig.org/products/cas/downl oads/index.html [??77).

7. Create afolder and extract the cas.client zip file into this folder.
8. Open the folder and navigate to the casclient jar file (cas-client-2.0.11\javallib).
9. Copy thefile.

10.Go to thelib filein Tomcat (webapps\ROOT\WEB_INF\lib) and paste the casclient jar file to replace
the existing one.

11.In the command prompt go to the ROOT directory.
12 Enter the following:

keyt ool -genkey -alias tontat -keypass changeit -keyalg RSA

13.Enter changeit for the password.

14.Anser the list of questions. Note that the first and last name must be the host name of your server and
cannot be an IP address. Thisis very important because an IP address will fail client hosthame
verification eveniif it is correct.

9 BA1

&
oft Corp.

ferayreds

nkey —aliaz tomcat —keypassz changeit —keyalg REA

ational wnit?
s of your
e of vour
ame of
¥y code for t

- OU=Unknown, O=Unknown. L=Unknown. ST=Unknown. C=Unknown cc

“Comeatswebapps sRO0T >

15.Enter the following command to export he cert you generated from your personal keystore:

keyt ool -export -alias tontat -keypass changeit -file server.cert

16.Enter changeit for the password.
17.Import the cert into Java's keystore with this command:

keytool -inport -alias tontat -file %I LE_NAVE% - keypass changei t
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-keystore %AVA HOVEY jre/lib/security/cacerts

18.Enter changeit for the password.

19.Enter yes.

s O=llnknown. L=Unknown. ST=Unknown. C=Unknown correct?

alias tomcat ~keypass changeit —-file server.cert

win,. ST=Unknown. C=Unknown
n, ST=Unknown, C

i
added to keystore

= ROOT >

20.To set up Liferay Portal, navigate to the classes file in Tomcat (webapps\ROOT\WEB_INF\classes).
21 Create systemext.properties.
22.0Open system-ext.properties and enter:

comliferay.filters.sso.cas. CASFilter=true

23.Save.
24.0pen portal-ext.properties and enter:

#aut 0.1 ogi n. hooks=com | i feray. portal . security. auth. Basi cAut oLogi n
aut 0.1 ogi n. hooks=com | i feray. portal .security. auth. Basi cAutoLogi n,com|liferay. por

25.Save.
26.Start Tomcat and go to Liferay Portal.

27.Click Sign In. If everything is set up correctly you will be redirected to the CAS server’slogin
screen.

5. Installation of Wor kflow services

The workflow services allows a user to define through the workflow portlet any number of simple to
complex business processes/workflows, deploy them, and manage them through a portal interface. The
power of this portlet isthat it allows usersto create forms-based data entry applications that have
knowledge of users, groups, and roles without writing a single line of code — it only requires creation of
asingle XML document. The portlet relies on Apache ServiceMix to function as an Enterprise Service
Bus that acts as a broker between the portal and aworkflow engine. Essentialy, the portal provides a
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generic interface through which workflow services are requested vianormal HTTP calls. The requests
are routed through ServiceMix which in turn calls aworkflow engine implementation that the user has
defined in the ServiceMix configuration. By default, Liferay provides an implementation of JBoss
jBPM workflow engine (version 3.1.2).

The next section provides detailed installation instructions for setting up the environment for using the
Workflow portlet. The instructions are for Tomcat, but can be easily adapted for any application server.

After installing, refer to the user guides for more information on how to use the workflow portlet to
create custom business processes.

5.1. Installation

Because the default implementation of the workflow portlet depends on both ServiceMix and jBPM, the
installation requires more than just the normal portal bundle. The following provides detailed
instructions for deploying the workflow portlet and testing it with a simple process.

1. Itisassumed that Liferay Portal has already been installed following one of the procedures explained
earlier. If it's currently running stop it.

2. Download the latest version of liferay-portal-servicemix-4.2.x.war and liferay-portal-jbpm-4.2.x.war
(substituting the 'x" with the highest number available) from Liferay's download page
[http://www.liferay.com/web/guest/downl oads]. Rename them to “ servicemix-web.war” and
“jbpm-web.war” respectively.

3. Movethewars from step 2 to the $TOMCAT_HOVE/ webapps directory.

4. Delete the C:\homelliferay directory if it exists.

5. Go to the $STOMCAT_HOME/ bi n directory and run st ar t up. bat .

5.2. Testing theinstallation

To test the installation we are going to use the Workflow portlet to create a simple definition and add
and instance of it:

1. Loginto the portal. The default user is test@liferay.com with password test.

. Add "Workflow" portlet to a page.

. Click on the Definitions tab.

A WD

. Click on the Add button.

5. Copy and paste the contents of
j bpm web. war / VEB- | NF/ def i ni ti ons/ dat at ypes_defi ni ti on. xnl intothetext
area and click the Save New Version button.

6. Click onthe Add Instanceicon.

7. From the I nstances tab, click on the Manage icon next to Enter data.

8. Fill out the form and click the Save button; aternatively, you can test the various error checking
capabilities by inputting incorrect values and clicking the Save button.

9. Eventually, enter correct values and click the Save button.

64


http://www.liferay.com/web/guest/downloads
http://www.liferay.com/web/guest/downloads

Integration with External Systems

10.From the I nstances tab, click on the Manage icon next to View Data.

11.Confirm that all the data was entered correctly and click the Finished button.

12.Confirm that the instance is now in the End state.

5.3. Configuration of the | BPM database

The default implementation of jBPM uses an HSQL database found in
jbpm-web.war/WEB-INF/sgl/jbpm.*. To change the location of the HSQL database, change the value of
the hibernate.connection.url property in jbpm-web.war/WEB-INF/classes/hibernate.cfg.xml. The
location is addressed to where the start up script for your server islocated.

To use adatabase other than HSQL, first create the database schema using one of the SQL create scripts
supplied in the jbpm-web.war/WEB-INF/sql directory. Then uncomment the corresponding hibernate
connection properties block in jbpm-web.war/WEB-INF/classes/hibernate.cfg.xml.

6. Alfresco

Liferay Portal 4.2 provides a portlet that allows the publication of Alfresco contents through the portal.
Liferay's download page provides an Alfresco package prepared for deployment.

Note

. Download the Alfresco war file:

http://downl oads.sourceforge.net/Iportal/liferay-portal-al fresco-4.2.1.war?download [ 7?77].

. Renamethefiletoal fresco. war .
. Increase the maximum memory. If you do not do this you will get a PermGen memory error.

. Gototontat/ bi n/ catalina. bat.Look for alinethat looks similar to the following:

SET JAVA OPTS="- Xns128m - Xnx512m - Df i | e. encodi ng=UTF8
-Duser.ti mezone=GVIl
- Dj ava. security. aut h. | ogi n. confi g=$CATALI NA_HOVE/ conf/j aas. confi g"

In Linux/UNIX, edit catalina.sh instead. The line should be the same but without the SET command at the

beginning.
5.

Edit to increase the memory size:

SET JAVA OPTS="- Xnms1024m - Xnx1024m - XX: MaxPer nSi ze=128m
-Dfi | e. encodi ng=UTF8 - Duser.ti nezone=GVI
-Dj ava. security. aut h. 1l ogi n. confi g=$CATALI NA_HOVE/ conf/j aas. confi g"

. Startup Tomcat.
. Log in as the administrator.
. Inthe Admin Portlet, click on the Auto Deploy tab.

. Click Browse and locatethe al f r esco. war file.
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10.Click Deploy.

11.Y ou can now add the Alfresco Client and Alfresco Content portlet to your page.
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Chapter 6. Multiple Portal I nstances

Liferay was built from the ground up to be used by application service providers. By installing multiple
portal instances a complate isolation of the users, organizations, locations, communities and any other
data created through Liferay's portlets is achieved. Thisis possible because all of the tables used by
Liferay have a column called companyld that identifies the portal instance to which the entry belongs.

Thefollowing is asamplelist of portals running off of one portal instance hitting one database and
shows the capabilities of Liferay: http://demo.liferay.net, http://my.ccuc.net, http://my.3sixteen.com,
http://www.gatewayfriends.org, http://www.jasonandiris.com. Users in each of these portals have no
information about the other portals. They are separated by domain and each portal existsin its own
space based on the company'sid.

Theinstallation of multiple portal instances is specific to each application server. Following detailed
steps for the most common ones are provided. These instructions assume that one instance of Liferay
Portal is aready installed and is working. Two example domain names, www.al pha.com and
www.beta.com will be used, change them with the real onesfor alive environment. Finally, although
these instructions are for only two instances, the same process can be applied to add as many instances
as supported by the system resources.

1. Common steps

The following steps are common for all applications servers:

1. Stop the application server

2. Editthehost s systemfile (C: \ W ndows\ syst enB82\ dri ver s\ et c\ host s in windows and
/ et ¢/ host s in Linux/UNIX) so that www.al pha.com and www.beta.com resolve to your local
machine. Thiswill help in testing the setup.

127.0.0.1 ww. al pha. com
127.0.0.1 ww. beta. com

3. Use adatabase running in server mode. If HSQL is being used, it is possible to configureit to runin
server mode but we recommend using MySQL, PostgreSQL or any production-ready database
instead. Follow the instructions in the previous sections for more information on how to configure the
database that Liferay Portal isusing.

It is recommended to start with a clean database. The new instances will useit's own data so existing
data will not be accessible from them.

2. Tomcat

Comming soon. Meanwhile refer to the instructions provided by the Virtual Hosting
[http:/iwiki.liferay.com/index.php/Virtua _hosting] articlein LiferayPedia.

3. JBoss+Tomcat

1. Rename
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$JBOSS_HOWVE/ server/ def aul t/ depl oy/ ext . ear/ port al - web-conpl et e. war to
port al - web- al pha. war .

Copy $JBOSS_HOWVE/ server/ def aul t/ depl oy/ ext . ear/ port al - web- al pha. war to
port al - web- bet a. war .

. Edit
$IBOSS_HOWE/ server/ def aul t/ depl oy/ ext . ear/ port al - web- al pha. war/ VEEB- | NF/ web. xm
and change the value of the company id to alpha.com.

<cont ext - par anp
<par am nane>conpany_i d</ par am nane>
<par am val ue>al pha. conx/ par am val ue>
</ cont ext - par an®

On startup, the portal will create the necessary database entries and create a default user account with
t est @l pha. comastheloginandt est asthe password.

Repeat this step for
$IBOSS_HOVE/ server/ def aul t/ depl oy/ ext . ear/ port al - web- bet a. war/ VVEB- | NF/ web. xm
but replace alpha.com with beta.com.

. Edit $IBOSS_HOM E/server/default/depl oy/ext.ear/portal -web-al pha.war/WEB-INF/jboss-web.xml
to add the context root and virtual host.

<j boss-web>
<security-domai n>j ava: /j aas/ Port al Real nx/ security-domi n>
<cont ext - r oot >/ </ cont ext - r oot >
<vi rtual - host >ww. al pha. conx/ vi rt ual - host >

</ j boss- web>

Repeat this step for
/ server/ defaul t/ depl oy/ ext. ear/ portal - web- bet a. war/ WEB- | NF/ j boss-web. xm
but replace al pha.comw th beta.com

. Edit
$JBOSS_HOVE/ server/ def aul t/ depl oy/ ext . ear/ META-1 NF/ appl i cati on. xml .

Remove the old reference to por t al - web- conpl et e. war and add the referencesto
portal - web- al pha. war and port al - web- bet a. war .

<nodul e>
<web>
<web- uri >port al - web- al pha. war </ web-uri >
<cont ext - r oot >/ </ cont ext -r oot >
</ web>
</ nodul e>
<nmodul e>
<\web>
<web- uri >port al - web- bet a. war </ web-uri >
<cont ext - r oot >/ </ cont ext - r oot >
</ web>
</ nodul e>

. Edit
$JBOSS_HOWVE/ server/ def aul t/ depl oy/j bossweb-t ontat 50. sar/ server. xmnl to
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add the alpha and beta hosts.
<Engi ne nane="j boss. web" defaul t Host =" www. al pha. coni' >
<Host name="wwv. al pha. con'

<Def aul t Cont ext cooki es="true" crossContext="true"
override="true" />
</ Host >
<Host nane="ww. bet a. conf'

<Def aul t Cont ext cooki es="true" crossContext="true"
override="true" />
</ Host >
</ Engi ne>

. Start JBoss+Tomcat and access the portals with your browser at http://www.alpha.com and
htt p: // www. bet a. com Your user login and password combinations are
t est @l pha. com t est andt est @et a. conitest.
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Chapter 7. Conclusion

This guide has explained how to install and configure Liferay Portal for the main supported applications
servers and databases.

Note that for a production environment you will need to do some extra fine tunning operations. If you
need help you can use the community support or the professional support services referred to in the
preface of the document.
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